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ME B ZaHE AL E L

=, fTEEERNAER

p SRAEC PR AR RBUBE R/ AR 507 W R B0 NG R itk 2, S TR A
Lol 55 5 225 [ 15 B ANME I e A NS B ISR T RE, ™ i 1R U VR ]
RIS . RGEEHT YR

FEAE FHARTAI LR E R Gt EAEF S0 =5 A, iHEE D AR RS

M. RTFE=THRA IR RN

TS AE A AR T RELIBR IR AR Gt b 22 Bl 58 =T WIS 28 = B AR B
ANORAAE L DU FH 26 =5 A B AT 5t

S AL AR LR IR A AR G0 2 b2 2 B P 58 = I 33 J A 4 D) 5 AT
B A0 N PR AL 7R I B TR NBS AL IR

B RTRBRENEH

BT BHEIE R G R P S BURE N, R ERRREN, W72 E
PR S A7 N ) T A P A7 i 5 (R TR SRR 55 2 o SRR 37 A AR R U =4 )
T 5t DR AP R RN, A W B R AR BB R AR R 917 W A A

7N~ A5 B A SE

FATT DR B S I BB A P B RA s A W R A AR B, AT i 7 et %
PO FR B A 3k i R s A B R [ B, R EsRIUE R R, BA1A 1%
WS A 0 AR . S PR B R
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L. WTERRIRAT

R AR P B AELEAT AT B i), BRATFIAH G IR AL, TH I SRS 3 1 %%
JIRB L 400-089-1870. ‘B J5 3 (www.kylinos.cn) LA Kz B 4% A HEAT 5 ) B8 e
e, fm] DL &2k R F 2 market@kylinos.cn 7 G AL AR .

BRI ESE, AT 2R, — RGO, RARKAE 154
TEHNATER.

A A B HEAR, RN ST MRRA, DA AR S5 A 15
X, PLHRSCRRA

ROTEHHY: 2019412 A 18 H

RELBR AT BR 22 W)

Mk BT R X R RS S 22 Ak 3 5 (300450)
el sE X ALY AP % 9 SR KJE 20 2 (100190)
KPR X =— Ki 156 5 T3 KE 10 #% (410073)

Hi6: R (022) 58955650  JbEE (010D 51659955 Kb (0731) 88280170

fEH: Rid (022) 58955651  JbiT (010) 62800607 Kb (0731) 88280166

Iy E] 3. www.kylinos.cn

HFHEF:  support@kylinos.cn
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KRR B

BRI BB P G 25 B R IE R 5 V10 ISR K. s, . RS, i
Joo SN E CPU P&, AT B ARG SRR KRN 5, Ik
TR AR 2 AL, B BB P TR R TR 31D

B g,

AFM 4. HAESTRERPIUES S, fr o AT R 5 B2 7 AR )
CPU & SR BRI {2 SEsR AL I (A TH T R 0 VF 28 B AT IR DA
9. IR b, LRI R SR R V10 TR CPU P4
SR U H 1
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B—E BFERGEE

KR TR RGE RS, WEARCE. HINMKEEE.
AR DL AL B

1.1. REGHXAEFRE

ARG X TC B 48 RGN P S HE S M E . SR A R B S 4R
A G AT A S B A AT R R . X e i B AT DL I B 2 et/
ocale.conf Fit B A8 A% F localectl iy 4. BbAh, &80T ULAE A P BE 5t kAT
15, HIHESHZET .

L11. EEERGHIX

R G IX I B SCE N ete/locale.conf, 7E &40 JE BN 5] 5 systemd ST ERE
XANEC B S AT DA R — AN IR S5 B P kK, B RS BlE P R AT iE O
. BIGNTE F ONTEE, X AR E ) /ete/locale SCAFIBLE N AW :

LANG=de DE. UTF- 8
LC_MESSAGES=C

LC _MESSAGES &I # 5 2 WiiH B br e 3t SCARS 5o L Athis Tt B
REEERME 1-1 fEFTR .

F#& 1-1 fE/etc/locale.conf 3L 7] Eit B TR

=R i3
LANG Pt RGNS X [ ERINME
LC COLLATE S8 XAZF S R HE 7 A0 LA
LC CTYPE T 55 R/ ep A B, g FAR b 27 =X

TR, TR T IERZ T, WITHISE,
Fef IR R .

LC_NUMERIC eIl T - Y
LC TIME TR A0 H A% 2

LC_MESSAGES PR E RIES .

1111, BoRMArkcE
Localectl a7 7] I THC B 15 5 AR A R . B MaiicE, iR T

I A
FIIJ/Q’\:
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# localectl status

1.1.1.2. Bnn] HHb X 515%
o Al B IX F1) 2wl Ad B i R iy 4

# localectl list-locales | grep en_

1.1.1.3. BeEHX
LB RGEBAMIX, FFELL root H P 431217

# localectl set-locale LANG=locale

F P ] DARC B 3E & 1 X AR s 75 AR locale, WId localectl list-locales
TR IE A HLX .
1.1.2. EEEREAR

BERLAT SR IC B T ORI & A F - S i B AT = R
1.1.2.1. BoRHATRcE

Localectl fip% 7] H T-HC B 15 & A MBS AT . Bon4aiicE, s mT

PANys
FIIJ/Q’\:

# localectl status

1.1.2.2. Eoxv] HEEEAR R R
WoR AT X H R AT R W R 4

# localectl list-keymaps | grep cz

1.1.2.3. Ao &g
B RGN EREAT R, T2 LL root P S0 1817 :

# localectl set-keymap map

DAY - Pty E’J%@ﬁfﬁ)ﬁf?ﬁ PLARE map, 7] i localectl
list-keymaps 2 1& & F S A R . %6y 230 HTHCE X11 & 8 A AL ik
%F, {H4# H- - no —convert éﬁiﬁﬁ@lﬁ)ﬂﬂﬁiﬁﬁo [FIFE AT — N ar 2 S & X11
B AT R -

# local ectl set-x11-keymap map

WRH P A X1 & D 24T Ko SR AT A —FE, ] DUERH Wy
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# localectl --no-convert set-x11-keymap map

1.1.3. HAnBE
Hoth B 7 e B R Gobth XA 5 A R (K ) 5] LS 2% 22 38 Tl Rl iE i &%
1.6 SREURF R ZEFT A 5.1 T,

1.2. M#JiHAEE
1.2.1. FEMERE
FI 2355, LA ethO 4l
Y 3E 1 /ete/sysconfig/metwork-scripts/ifcfg-eth0, % & BOOTPROTO A dhep:

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes

IPVe _AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6 _FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=abd9f432-1ca%-4df4-874de-TdafaefSibfec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1]

1.2.2. HEMERE

FI 23, LA ethO SR

Y4 A /ete/sysconfig/network-scripts/ifcfg-eth0, 1% & BOOTPROTO A none,
HE 1P, TR, K.
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca9-4df4-874e-TdafaefhbTec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.169.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.3. BEZE DNS

1.3.

FT 235, Y%’ /etc/resolv.conf, % B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1
H BAFe R C &

BAE ARG X 2 LT PRI X

> SEIIE] (RTC), M AF MBS, e DU T R G4 0RAS T

I, AEEHLSHLIE DL N BRI

> RGUNE], AEEE TSI R B3R R g AR LR (A 1] . SRR A

JR BN ZAIAEAC R GEN (8] 5, 2R Gt T A Sr T S I T) 5 AT I

ARG A F IR R EF — B A S8 E]) (UTC), M T R G HIA R X,

A I TR A0 A FH 7 B IR X ) B SIE e [

B RGe 7 =R A ATH RS ¥ T E, timedatect]l. date 1 hwclock. PA

TR RN ESA T EER .
1.3.1. Timedatectl T.E{# F 180
1.3.1.1. 7R 2400 H AL A

fir 4> timedatect] AT LAY 75 24 il 28 GE IR [ ATHL o 0 BRI Ta) S L PR4R (5 2 T

ORI NTP I 5] 25 (1) 2 G 1]
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# timedatectl

AR chrony B¢ ntpd IR 55 IR &2 F 3 A0 timedatect] T ., 0 S AH 66 17
RSB EE S, HPATUL N ar 4

# systemctl restart system-timedated.service

1.3.1.2. AF 5 24 Fi7Hf ]
P root A Iz AT PA R A2 ] DS 28 Hi R (] -

# timedatectl set-time HH: MM: SS

Forp HHARER NI, MM G781, SSARERM L, WHRMALEIR. XA
A [EIAE AT DL SE BT R GEist (A A1 BT 1A, R 2R LT date --set A1 hwelock --systohe
P

SlN]

>

% GERART B AC B 2T UTC, WR AR T A B SR AC & RGN TR, 7%
LA root FH P12 4T LA R i 1B 24

# timedatectl set-local-rtc boolean

W I T A E], 752 boolean BLE N yes (H# y, true, tEHE 1),
WEAT A UTC B TE], 22K boolean L E A no (B n, false, fEE 0). RSt
XA boolean N no.
1.3.1.3. A2 5 47 H 1

A root FH FHig AT LA T A& AT MBS 1T H -

# timedatectl set-time YYYY-MM-DD

HYYYY fUREG, @& 4 f8cor; MM ARG, FAECoR; DD
RERH, TWARR. WRICTH ERCE M), AT 7s L a2, =T

# timedatectl set-time ' 2020-02-17 23:26:00'

1.3.1.4. fBSFIX
HAT A N2 0] LLR R Y T X

# timedatect] list-timezones

L root FH F1 12 4T LA T i 2 ] PAME B S AT I [X
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# timedatectl set-timezone time zone
B U X an R
# timedatectl list-timezones | grep Europe

1.3.1.5. [0 RS 5@ 250 18]
PL root F P I2 4T LA A4 m] LLJE FH /228 FH I ] [5) 20 AR 25 -

# timedatectl set-ntp boolean

Ja 525 H 75 200 & boolean {H N yes B3 no. #0752 Hah[F 2D — ANt
B AR S5 #8, Al ABAT — R n 4

# timedatectl set-ntp yes

1.3.2. Date T Ef# i #H
1.3.2.1. o 4 miT H A A

WvMWTumTéW§%ﬁ@ B IX . HISEE S . Hnr st Z4--utc
SN AETHT XA . #IE “format” bR~ fF K d H RF B IRAS . H F Y format it B
wrr:

£ 1-2 Z2HN A

¥ i34

%H DA HH # 2 H 24w

%M PA MM #& 2 HH 24 1o

%S LA SS #% At 4 miAb %k

%d LA DD #& = H =4 A H

%m DA MM # 2t 4 5 H 4

%Y PLYYYY #2050 =4 w4

%Z BRI X HIEC, Bl C EST

%F PLYYYY-MM-DD # = 4aiE A H, EFh T2
H%Y- %m- %d

%T DL HH:MM:SS #% = H 4 5T ], S0 T- 2 50%H: %M: %S
NG U
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# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + "% Y-%m-%d%H%M"
2020-02-17 17: 30
1.3.2.2. ZFH 24 Hif A (]
PL root F FHi2 4T LA R A4 m) D& B8 Hi B [A] -
# date --set HH: MM: SS
Ho HH AR /NN, MM &8P, SSREE, BFEMAER. XA 4
A [E)RE AT DLBE BT RGU TR AR 18], R ZRAT hwelock —systohe 74> o
RGBT (0] B ST AR ], anBAESE T UTC B [a) RS & R80T,
2D root H 4T BA R fin 1E 2L
# date --set HH: MM: SS --utc
1.3.2.3. ZF 5 257 H #
PL root FH iz 4T LA in A m] MBS /T H -
# date --set YYYY- MM- DD
HAYYYY REFED, &4 5K R; MM AREAG, FRMEERR; DD
MREHY, FWAER. R FTEEREN A, v LIkb7E DEE S8, R~ T
# date --set 2020-02-20 23:26 :00
1.3.3. hweclock T E.f# F % B
1.3.3.1. &or 2485 H #ARTE [E]

#ir% hwelock 7] LA /R /T R4 1R]. B IX . HEIZHER .. JEnl DLdE S5
--utc B¢--localtime &7~ 4 /T UTC B X B[] AR AS B[R] o 70 2 F

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds

1.3.3.2. AF5E 2457 H A E]
P root A Iz AT PA R A2 A] DS 25 Hi R (] -
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#hweclock - -set - -date '""dd mmm yyyy HH: MM"

Forp dd AR H ) HH AR/, MM ARER -4, SS B, TR
o Mmm AAE A, UHGRSC AP B R SRR, yyyy AGERSEG, PAIDA3L
FRIN. XA 18I S 4 --ute Bi—Ilocaltime X /AL E 2 HT UTC B XA (] FTA
Hly P 1]

BT UTC W (AR ACE RG], 72 LA root I IZAT LU N fn 1B, sl
.

# hwclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [F2 R4 5 FE AR 55 w5 i) ]
L root Al F1 g AT BA R A 4 Rl 2D Az R sl (1] «

# hwclock -- systohc
14. AFRE
FH P T AR P AT R 5 T, o TR AR R T AR - P A >
BN EM S, I HAT IR E MR 20 HEE R L R,

N P A DL AR, S0 R a] g 3 pl Tl .
R | x |

_ EnER

) fRERF
IRERAP R LERAZHNYE, 8
FRERRMEMEAT MR ERPE
) BER

EEREAY LA R E AR
oo, ERERENARRE,

B 1-1 BEK
F P B0 I G, AT DA IR 00 DA K SAR AT g o o, il S s
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DY SE SN ST

RPEF
EHERER
) EL: T
RirmE
e root
BigEP
g 1=t EBR(ZNAP)
RemP
Fisf B8 user
APKP RERP BEXER BAA®
RER(ARAP)
¥ BHER
BE
s,
B 1-2 APKF

1.5. Kdump KL

Kdump /25T kexec WINAZ B MEALE], 72 RGBT JEBIELIEALN F
KA NAFBATSEIN — A T HAARSS,  F ORI N AZ 35 15t 1 I ™ A2 1) crash
dump. Kdump J2I&4 M1 AT SE I WAL EEAEALE], e R B mUEE 3 AR I 2 £ 2
PE AT N —NH B AL I BT SCHREREL, i AN A B & IR R BT S

Kdump 75 Z M NAF BN, ErNEZIESRNAZ . A N2 3R
WEZIRSS B R RGE— B E, A IEH RN AINETAE T, X
AMHER B Kdump 724 — N TRRATTIETE B A, 2Nz 5N
ramdisk BN AERL: KA AABSBER R ) — A 8 — MU, Kt
IS ER) N AF R B BT A Is AT RS I EARE 1F B U 2] — 4> dump core SCAFH, — HNFF
FRIWEETR, REKUSHIEE.

Kdump HLH T ZEEHAHAF: kdump 1 kexeco

kdump [ kexec JAZhEHFRNZ, LUR/NAAEE SR nEA . &
FENZIRE T WA — 8 iR N BT . T kdump A kexec JH3h
WM, gk T BIOS, ALl — DWW AR B o« 3X 02 A% AR B e i
Ao o

kexec J&—/MRIHJE 3N kernel HIHLE, BIBATAER — IEAEIZ1T I kernel HY,
Ja 21— ANH1 kernel T HAH HHr&at BIOS #trl PASERE 3. BBIN— i BIOS
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SRLIFTIRIBE P 0 M 55 B R F R GEVI0. RS 18 5L T
AL TARK BT 8], JEH AR B I: H R EET 2 AN & 1 Server E IR
BR, BIOS &46 9% B £ (I H]

kexec tU¥E 2 NMHAMIA > —RNEEMPIRG WA kexec_load, f1TT1E
A A% R SRR 3R R AR B e bl . R P S E A T E kexec-tools,
A A 0 30 P A% R A 3B 26 A2 7= I A%, T TE 28 498 70 ot P B £ R 8 46 384 3 P9 %
H bk H 1847

VLB IR BY, Kdump HLEI{UAE ARM. X86 ‘&[], il V&8 Ak,
1.5.1. Kdump @74 17HE
1.5.2.1. 2% Kdump 7555 () 8444

FH 1-6 Kdump FIENBRAE

REELRK KA
kdump kdump#x 4
kexec-tools kexec #AFAL, kdump B 1 & Fh T B ARLE AL

kernel-debuginfo ~ HK4#HT vmcore T
kernel-debuginfo-c  kernel-debuginfoff #i {1

ommon

K dumpfiR 55, TFooedBixe T B, S T:
dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2 L& grub

Kdump 145 F 75 ZHC B kdump kernel [ N7 X3, Kdump EREEE RS IE
WA R, ANEEAEH kdump kernel B 5 N AT, g B IX AN 75 B8
/boot/grub/grub.conf 3L, B H #5345, M crashkernel. Crashkernel
Rz anF

crashkernel=nn[KMG]@ss[KMG]

Hrb nn FIREA crashkernel TR %2 /D N A7, ss &7~ N crashkernel i B4 P A7
iy DA

BRGERIFE)E G, ALLUE cat /proc/emdline A% kernel Jo shHC B &1,
HAE LN T crashkernel T,
1.5.2.3. 3 sh A& E Kdump k%%

A Kdump IS a2 W

systemctl status kdump.service
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
R Kdump 55 RIF A, 80T fir 45K )5 2) kdump i 55

systemctl start kdump.service

1.6. FREURFAL

RG-S Eﬁ*ﬂﬁﬁﬁfﬂﬁ’]ﬁﬁ% LG I A W EPATE B A
FRUR A BEHAT I 4, BB AT PLE L su 803 sudo #2315 5 B B R F5 A
1.6.1. SufrdTHE

PR su a4, F 5 root FH %49, 30UEE IS f5 AT LASREX root (1)
AR, — Bl suar 8N, XM T EAESA root H P #:1E.
FH T su AT ELEREL root AP,  FF RIGREUHAR A P AR, AT REAFAE — 8 &
4 i) @ o R AT DLE I A B O3 2 wheel SRIFAT BRI BL root A P #4047 DA T A 4>

# usermod -G wheel username

LA P DN wheel ZHEE )G, AT RARR ) A X ANH BB - 7] DUEA su
mAVin . FCE su ) PAM A] DLgmiE/etc/pam. d /su S, 18 8 I R 745 oKk
DTS I S B A . 9 25

#auth required pam_wheel. so use uid

RN AR EH SR wheel W o] BUEE su U5 [ HAR A P o
1.6.2. Sudo f54& T E

Sudo A& FUVF RS B 51k 8 H P AT — L 28 root A . 4 H]
fEH A HAT sudo ap 2 f, FHESRMAATE CHIH P&, SR8)5 L root BUR AT

<o

FEAH] sudo AU

#sudo command

Sudo M A R KM, WA 1/ ete/sudoers SCAFH#7 S0 VR H 7 AT BABHAT
FEARATTE TR shell B H 14T sudo A, MIAJE root K shell P15, X =R
7E 7 Z 3 root [ shell FREE 24 2% 1B 15 191K

B E sudo W 2id it g # /ete/sudoers SCAF, T H R AE 5 H P A 7] DUE K
‘B, AT visudo ZeiE. Z BT visudo AR, — 2 B REW T IEH
M FRIHES Y R EWREHT R EER R . B root 543 H visudo FT
TFECE S, AL N2
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#juan ALL=(ALL) ALL

X5 AE B R R juan B 0] DLCUTAT EALER @IS sudo PATAEMT A2 -
X %S B UL users B P 0] DUAS 3B 32 AL A BL#LAT /sbin/shutdown - h now

%users localhost=/sbin/shutdown - h now

W
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2.1. Qt5.11.1

Qt SEIL T Android 1 i0S 4 1f SCHF, A7 FH 4 3 B AT IUA 1R 52 1 B
RN AR 7 i 2R B e 4 i o A ARBR Y BRI AIMERE . QtS 2 Qt [ BHT
WRAS, RN R LLEDI B P A e 2 A AR R B P . e Qt 5
H 3T JavaSeript F1 QML [CRE, FER AN AT DASE 2, [FRHTSCRE C ++
A Qt Widget. Qt5 5 Q4 & fEHEFY, H Ay B Bk (4K 85 £ 1 Qt Platform
Abstraction, IG5E [ ARSI AT L HE M

Qt5.11 HIH MR

o BT Image JUEMNEE LI SO K SCRF o SCHF ktx Fl.pkm 2545 SCAF %

« QDoc i [ libclang f##T C / C ++4X5 .

o UNINT XIET 1D BRI ER

o ¥ ALPN AT HTTP/2.

o XA DevTools, Jo {5 FH i A0 S R ) 8

e Linux Printing HL7Ei# 1T QPrintPropertiesDialog 4] Advanced i 3 & 3 £

2 CUPS &35, T 5T VFHEAT ¥ 2 oAt 1 B (CHL A BLHR AR = T a D .

AT B 5.11.1, B ZHRHETE & M https:/doc.qgt.io/qt-5/
2.2. GCC-7.3.0

GCC #&H GNU JF K KIiteis 5 g deas, SCRE 2 MG S K41, 0 C, C++,
Objective-C, Java 5, [A A& iX 2618 5 19 FE XM GCC & —MIFIErHH & T
H, XFr2 ik 58 1"] T4 AR

SRR EROR R

«3ZFF GNU #rifE;

% 1F 455 T GPL Ak

A AW BB s AT B, IR R

YT ERCA 7.3.00 VEAH AR EOAR B RHE A B https:/gec.gnu.org/.
2.3. GDB-8.3.1

GDB /& GNU Ui #s, RVFAERET N HPATIRE, BEEFERE R
W EPIRE . GDB IhRE 3 B ALEE:

o PAT —LEREAE LI IS AT 45 RN ERAE,
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o TEFRE R ME LR

o TEFEFFILIZATH, RIEMEFRT R A T A4

o BXFEF, VARUFFREST bug XIFEFMIREM, RN T ARRIFR T vF 2 Hoh
PN, BanAs s HUESE.

GDB S FfLL N At 5

e Ada

e Assembly
e C

o C++

e D

e Fortran

e Go

e Objective-C
e OpenCL

e Modula-2
e Pascal

¢ Rust

sl G 4 gdb”, BIFTHTF GDB AL

[root@localhost ~]# gdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyl@

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”.
Type "apropos word" to search for commands related to "word".
(gdb) B

& 2-1 B/RTE
R0 OB & AR A 831, W M ik B H fih ' OB E A B
http://gnu.org/software/gdb/.
2.4. Python3-3.7.4
Python & — i M M0 9 K (R T F) 0 R 4iAEE 5, A5 Perl. Ruby. Scheme
8% Java FHUE
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Python []—£6 i e

o THVEMEIVE, TR ST

o FEFIBATHIH, XfETF Python BUNVE 2 g4 55 W BRARIE B, [RIINF SA
AL EIEZE Al G

o PR —ANKRIUBRAERE, SCRRVF 28 W ARESS, R M2 IR 55 4%
FIE MRk A 2 SCAS . S MBS R 45

o Python 58 BB S A5 i 1) J2 R A QRS Fr BY B 1R 5 %, python R FR
5 n{% IDLE.

o EWIIVAGRIEIE S (U0 C B CHH) LI, W DU AT 2 .

o WA LUK BN R 7 A DLIR I AT i fi 422 1

o [(EALAHTTIZ24T, BFE Mac OS X, Windows , Linux A1 Unix, JEE
A AT F T Android 1 iOS.

o Python & KA IHAT. T B Python, BLE R &8 &£ HI N H
T AT EALM 2, Python tH AT DA B HAS COR B8 R AR

Python ) —Le4mFEiE 5 RrE AL FE:

o H Z M & A % 2K A 7 A :number(floating point, complex F
unlimited-length long integers). strings(‘£.4& ASCII 1 Unicode). lists A1 dictionaries

o Python SCHFHTA FEA 2 H AR AR I 7] X R FE

o ARIGAT LIy A AN A

o G T SCRETI RN E, I LI SE TS I R A R AL

o HHRBAEIERMAZN AR, IRENIERLB WG W, WEHm—
FREERM N )RR KR, TP R IS 5% .

o Python & H R ImAEFFE, W generators 1 list comprehensions.

o Python ] H 3l N A7 & BRAT IS A D F-3 43 L AR TR CRS HR I N A7

AT B 3.7.4, TE4ETTEHE A https:/www.python.org/.

2.5. Openjdk-1.8.0
Opengdk 1£9 GPL YA [#) Java “F- &5 HIEALSEIL, H Sun Ak, 24T
— java I 1T M55, 32 #F Solaris, Linux, Mac OS X 8% Windows % ##/E R4t .
RS RGBT R 1 - A
e Lambda FiA A1 Stream API;
o IS [A]5 H i API;
o MIEAFTIH;
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o CLERBI R S AT
o WDRIREE A

MR 1.8.0, 4N T RNE A % http://openjdk.java.net.
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B=8 FHEMAIA

3.1. ZIxTH
Brasero & — @ EFHEMZIx T H, &dIFi6->06 27 ->Brasero, 7 LLAJ%E

THYeEL . BdE CD/DVD. #4i DVD/SVCD LUK 8% iz, wTFE:

Brasero | x |
WME((P) KHE(E) THA(T) HBEH)

BIE— e =AM

~ EHEE(©)
HE—TMERERAE

—~ BUEIE(A)
iz —1#iE co/ovD

P =10
fij2— 115 OVD I SVCD

@ BHIE(C)
& tiz co/ovD 8 11 Blk

. HRBR()
“ IS ME80 CO/OVD BRTFHHE

&l 3-1 ZIXTHR

3.2. R

3.2.1. HMAERE
3.2.1.1. MAAEP T HAA

WAL P T B R — KRR & G I ML 4 X DL S B A R 4 X A,
A DA E AT B AN A 70 X L BN EN 236 4 DA S B A SR G R R A
3.2.1.2. REAEFET H AR

R M- DFRY, s heg irs, A BERr->MaF->uat, 77T
BEHE T A,
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R A R S5 AR E R GEVI0 R G HE T

Ba

© xFEaee
® uEEs
= itEE

B x#

HME
B Pluma

< BN

A 3-2 ERNEHAER
WA FE A, AN SR H AT W A SRR H 3%, AR Rk b &%
FIVEAIE FH IS DL BE NS U0 3] A5 A A FVAT A1 RO R B DK B 25

E

16 GB &

QEMU QEMU HARDDISK

(@ cD/DVD WEh2E
QEMU QEMU CD-ROM

13 GB Rig &
/devj/klas/root

U 1.6 GB i

/dev/klas/swap

16 GB {2
/dev/sda

/S QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F£1)

GUID HEZX
drive-scsi0-0-0-0

#(v)

XERE kB
SFE1: EFl -~ K2
210 MB FAT 1.1 GB XFS

*[> * [

210 MB — 204 MB ][ (2 3.0%)
4# /dev/sdal

JUID D676-26B3

EFl &4

IZ FAT (16{ihR#x) — EEHE /boot/efi

HE3
15 GB LVM2 PV

A 3-3 BAEEAE
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3.2.2. MHEEETAMH
3.2.2.1. 4yX ANk

deFg A Am, Al [+ BbRsf G o X U, Hsh i L £ 8 7y X
MR, mdi b2, fAGAAERRA R Sl [eIE]), Ve i)s EE 5

T2 7s a7 X

» 16 GB = = 5
/dev/sda =
16 GB B& #15 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 F73)
CD/DVD TR
QEMU QEMU CD-ROM X GUID FExR
13 GB Rig#& F5|S drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB Rig&
Jdev/klas/swap
XERE RFRE
53
HE 4 K. \
IIDiMls:IiI' o lyGB;FS ASER R
* > * >
= o
Ay 210 MB — 204 MB A (B 3.0%)
5% /dev/sdal
UuIiD D676-26B3
TXER EFI Rk
7 FAT (16fikEad) — BEFHT /bootsefi
B 3-4 Qs X
» 16 GB i = o
dev/sda
ﬂw GB E& %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

L 16 GR (16106 127 260 F )

@\ CD/DVD B 5
QEMU oEMuj BUH(C)

13 GB HRig#
/dev/klas/root

1.6 GB 1Ri&{ EHA(N)
Idev/klas/swap

RBR(E)

il

BE

® QAT Linux REFFAAIEE (Extd)()
EBRIPE (LUKS)(P)
5 windows X (NTFS)

FrEREEMNIR&E XA (FAT)(S)

& 3-5 A E
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3.22.2. 7 Xgdl

e i A% AR B X, 5 AUl B E B N RS, R
Ao IX, NG, mFEENE, A& T8, Sl &), BRITiaHE
2k, A fE RIATIEH A

° 16 GB B =1l - = ‘
ﬂl& GB E& #IE QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= 16 GB (16,106,127,360 T
@cnmvo i S T
QEMU QEMU CD-ROM 7 GUID HEFE
0 13 GB Rig#& #5S  drive-scsio-0-0-0
/dev/klas/root
1.6 GB 12igs #(V)
Ideviklas/swap
£REl
s 1ices 8 oz »
Xp WS- shift+Ctri+F
]
RN
R
& Jdt aEG
JUID DE
xxy pp PRAN
he g HEXFREE
BEX R
R ERER
Rl KR
WA Rt R
PEHERER

& 3-6 ¥k
3.2.2.3. 4y XgmtH
EREFBEREM X, Sl T DB S Fhsgs, Sl [
XY, FEHH 0 gdE o DX B0 B R A, i BE BT

» 16 GB B = - o .‘
fdev/sda
nm GB BR %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= = 16 GB (16,106,127,360 1)
@\ CD/DVD B2
QEMU QEMU CD-ROM GUID FEE
13 GB Hig& =52 drive-scsio-0-0-0
Jdev/ulas/root
1.6 GB igE &V
Idevfklas/swap
HEHX | x|
EANT) | EFl R (c12a7328-/81F11d2-badb-00a0c93ecd3b) *
Z#F(N) | EFI System Partition [
REAE(S)
MEIZRIE)
&4k BIOS HHEHFI3IS (B
ORGH(C)

& 3-7 wESX
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3.22.4. B RS
RPET BRI IX, Al DREE Y #4010, 3l Nhem, A [
YAERS)Y, GRS RS E T, AR X ARR, ARy,

16 GB a
tev/sd

R A R S5 AR E R GEVI0 R G HE T

o

ﬂ 16 GB B

QEMU QEMU HARDDISK

(@ cD/DVD BEhE
QEMU QEMU CD-ROM

%15 QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F1i)

GUID HE®

0 13 GB HRig& S drive-scsi0-0-0-0
/dev/kias/root
=) 1.6 GB Rig& &)
idev/klasiswap
XERE =5
HE1 RS
210 M BEXARASE
* >
o i EXHRESECEENH ESHHE
/ 21& = R(L ‘
g de .
@RH(C) BEe(H)
JUID D6
! EFI BB

= FAT (16{2f&%) — BEHI [boot/efi

& 3-8 mBXMHRSA
3.2.2.5. S X R/INFEE
EREFBEBUCRNIS X, sl OB %48, sl P hses, Sl [
TEER/NY, B IR NE H, Hahia 8RN T AR, R iR
/INEPAT

» 16 GB [ = =
'dev/sda -
ﬂla GB B2 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= 16 GB (16,106,127,360 $15)
(@ CD/DVD Fihd
QEMU QEMU CD-ROM GUID K&
alaﬁa i P
Jdev/klas/root @EH(C) BEXN
1.6 GB Hig&

Jdeviklasiswap
BEXGREAITRESHMERS. BUEHENNE NRERS
HIERERSD, ARAINRERERERNE. & AMRELHNA
EXE, REFMIXERATIASEURET ER T,

SAEANS) | 210 MB
EENFELEE | 0 MB
#30) 0 MB

A 3-9 ZwEBBFBR/
3.2.2.6. X EIE AN
RPETR B X, SE TR (] FRIEITEHZE
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‘ = 16 GB i = o
16 GB & /S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= _ %\ 16 GB (16,106,127,360 F75)
(@ co/ovD WzhE
QEMU QEMU CD-ROM £ GUID FER
13 GB Rig#& £35S drive-scsi0-0-0-0
fdev/klas/root
1.6 GB RiR#& &V
fdev/klas/swap
s 3 bt as3
HE1: EA5- HE2 9E3
20MBFAT | 11GENS e ea

*p
Jv 210 MB — 204 MB F]H (B 3.0%)
; /dev/sdal
D D676-2683
i EFI B&

5 FAT (16iiffiZ) — BEHT /boot/efi

B 3-10 5 XEIR
HEERE, WESRANRER, HEEEN B R T A

» 16 GB [ = =
'dev/sda -
16 GB B2 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= /) 16 GB (16,106,127,360 F15)
(@ CD/DVD Fihd
QEMU QEMU CD-ROM GUID fTE#®
13 GB Rig#H £5]5 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB Hig& &Y

Jdeviklasiswap

XRFH
#EL EAS
210 MB FAT

15 6B VM2 PV

210 MB (209,715,200 1)
& [dev/sdal
JID D676-26B3

EFl i
15 FAT (16fiH %) — FizE

A 3-11 X EHE TR
s [AY BATHE, HEESERE, WA ERNCHERBI N H %,
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ERFOBIR HRTAT LS A BR S 2R E RAVI0 RAEH R TFM

‘ = 16 GB =
Idev/sda
16 GB @& R QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK.
= - 16 GB (16,106,127,360 F i)
(= JCD[DVD WahE
QEMU QEMU CD-ROM GUID $EFE
™) 13 GB HRif#& +5|S drive-scsi0-0-0-0
Jdeviklasiroot
=) 1.6 68 HifE bt
Jdeviklasswap
PR KERE
HEL ER 52 O
owamr| 11cews s
* D * D

210 MB — 204 MB o] (ER 3.0%)
a4 /dev/sdal
D D676-26B3
EZL ER Rig
|5 FAT (16117 Z)

=]

B 3-12 5 XER
3.2.2.7. 4y X AR
BB MR X, A [- 3R X 4R,

Gl €159 BT

‘ ) 16 GB B =
fdevisda
ulﬁ GB BE 35 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= _ 16 GB (16,106,127,360 F75)
(@ cD/DVD Wi
oW ey QEMU CD-ROM GUID K%
) 13 GB Rif& 5|5 drive-scsi0-0-0-0
Idev/klasfroot
1.6 GB Hig& £(v) .
[deviklasiswap [ x §
srEe + RBREEHRIESED? =
SEL: EAS J E:.v
e X EFERIESBER
*P> REMBRE
— g B 9K 1/16-dev/sdal) [
iy 210 N
% /devh
) D676
=% ER R
B FATH () HF(0)

A 3-13 XM
33. EEREE
33.1. VNC BE %

TigerVNC Viewer & — X T EMZE RN EE W, mEFE>AAEER

>VNC BE 2, i\ VNC R aE B mdiidEs:, BInlEsE,
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LT BRI = IR 25 AR E RGEVI0 RGUE B 5 T
VNC ERE SERTD - K
VNCESE: | |
| pm. || &a. || s&n. |
| m | m=w

& 3-14 VNC & 2%
sl ORI FEHL, ATRAKTIEE. A BN BERE DL A AR TR AT A O
B

VNC EFE: SEa0 Ex

waaazﬁ
LB XEEES:
v 4% JPEG [E58;
[ me ]
& 3-15 VNC BERAE

3.3.2. ZREEERER SSH
ssh THEWPIEH P &3 —amEiss b, HFEZVZS LPITH 4. B

Xf rlogin. rsh A1 telnet F2/FIH)— A%, M telnet ArAHLL, MHLLTR
R EB— G TN L

~1$ ssh hostname

flan, BEFF|— G %N penguin.example.com FJIZEFEFAL, R LPATE shell
AT TR LL T 4

~1$ ssh penguin.example.com
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i A2 U P BT AL SR I P 2 8 % iR P e e — 14
ANFEFA P %, EEHL w4

~]$ ssh username@hostname

fi4n, L USER % 3%#| penguin.example.com, i&#HiALL a4
~1$ ssh USER @penguin.example.com

F P S — IRWIGGEHERT, 2 BRI Py B AE LS

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f. Are you sure you want to

continue connecting (yes/no)?

FE 1B TEAE o ) 0] L2 BT, P R IR 2k B FR B 5 1B . F P AT BAD
7] Jik 55 i )7 B8 A AR B B IR o IXREZ DA — P2 42 1) a2 117
AT WOERA A DU A AR S5 o 1 ERLE B, nTBAEA BAR ssh-keygen A4
Kt B FEE

~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes HEAZEPIFNER. HPRFE B RS i D giasn
FlEMPEIIRFRES, P DRSS

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of

known hosts. USER @ penguin.example.com's password:

HEGW: W SSH MRS um i ENVEHE AL 1, 2 kol En H P ik
FEARRAREE, BRAERE IR S5 i ) AL FH M~/ ssh/known_hosts SCAFHHIER . SR1T,
TERFAT IR 20, 1EBCR SSH MRS um R BB 51, Jouk k55 i % A 52 21 4
o

B M~/ ssh/known_hosts SCAFH IR — AN 280, AT DMERH a0 R ap 4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERINEMZ 5, APt NEREENLE shell ar- AT IR T . Ak,
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ssh F2 /7 A LLADRTEIZRE EHLEIAT — 2k an 4, A ERKE] shel | iy AT
(S

ssh [username(@]hostname command

4, /etc/nekylin-release CAFRMEA KIEANE RGIRANIEE . ZEEF peng
uin.example.com _FiZAHFRIAE, HiA:

~]$ssh USER@penguin.example.com cat/etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10(mips64)

FEFH N IEB RS 5, #e Bonim i TARBRIERGRAE R, R5
F P R [m B A shell a2 ATHRFF R
3.4. Cockpit IZFEEH

3.4.1. Cockpit

Cockpit 72—/ Web #Ziil &, HEZ T HMIET Web 5 H, &R L
FENR S5 2% BT E HBATSS .

Cockpit Web #%1il & (47T LHAT Z R PSS, BFE: B3RS, B
Pk, EEARM RS RS, BLEMSEOMY kR, BFRFGHE, FHE
ML, Bl HRY, RENZEEICE, BE SELinux, KM, EHARASR
AR

Cockpit Web il & 481 i 5 2 0m #H [ 1) R 4t APL, J HAE 2 i P IRAT IIAE S5
I [ BLAE Web 356 6 . Ak, RGE R LLEEAE Web #2Hi & v el i 2 o
MCEWE.

3.4.2. BIMEFE Cockpit fR5

R an R i 2 Ja S EE cockpit A5 :

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[rootglocalhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket

37T T/ #3017\
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[rootelocalhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; wvendor preset: disabled)
Active: ;) since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man:cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

31H 20 15:07:57 localhost.localdomain systemd|[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

RIS IETE RS I8 AT firewalld, D) 55 B8 FH 40 K dy -1 FFB5 ks A 1)
Cockpit 3fii 1 9090,

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEeSS

[root@localhost =]# firewall-cmd --reload

SUccess

3.4.3. Cockpit Web = &

cOckpltﬁﬁH 9090 ¥ii 1, FFH A SSL hn#vsin), @it s &b, 7EM%%
MYEA R, @i PR URL 4T Cockpit (2854 &

A Hb https://localhost:9090

AR RS AR I AL 4 B TP ik, 4.

https://192.168.17.205:9090

R NI TR e £ N e oO B s ) I 1

Insecure Connection - Mozilla Firefox

(® localhostlocaldomain X () localhost.localdomain % | 4k Insecure Connection X |+

)5://192.168.17.205:9090 v oo @ n @
L

- C @

(@]

N o T R .
{" Your connection is not securt

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,

Firefox has not connected to this website.

Learn more

Report errors like this to help Mozilla identify and block malicious sites

B 3-16 MRWHREFRRS
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Insecure Connection - Mozilla Firefox

@ localhost.localdomain X (®) localhost.localdomain X ‘&lnsecute Connection X | +

C N | @ nitps://192.168.17.205:9090 == n @
The owner &192.168‘17.255 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x

You are about to override how Firefox identifies this site
1
) \} Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | hitps://192.168.17.205:9090{ Get Certificate

Certificate Status

This site attempts to identify itself with invalid information. View..

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted autherity using a secure signature

~ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 &5
3.4.3.1. %k
1E Web #2516 Bk bi e, ARG P 2 EEAT S, B FR.
WA K~ BA sudo KA, WA LAPATEHALSS, FIUI7E Web 1 & e e
BE, BE RAACE SELinux 5.

localhost.localdomain - Mozilla Firefox x
=) localhost.localdomain X | (®) localhost.localdomain X | (x) localhost.localdomain x |+
<« ¢ @ D & ht 192.1613.2?.205 ) v o O 1 N o =

COCKPIT

localhost.localdomain

E 3-18 BFFM|
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ERFOIBRE
System - localhost.localdomain - Mozilla Firefox x
(@ System - localhost.localr x | +
< G @ @ & hitps '195.168.1?.2[)5'-‘--‘ -9 i@ | =
COCKPIT & root
@ Autherized users only. ALl activities may be monitored and reported x
system
! ] rd PC (FA40FX + FiIX, 1936)
60c1ecE3fed24d00adectB0dssi547dc
kylin 10()
Restart
mance e virtualguest
50
& 3-19 B&x/EHE
VE 2
3432 EFIEE
) o 2 YR 4T o
ATPIHE S AT U, G .
System - localhost.localdomain - Mozilla Firefox x
(*) System - localhost.local: % | +
« c & @ & https://192.168.17.205:9090/syste I v o @ 1 N @ =
A oot~
Display Language
G) Authorized users only. All activities may be monitored and reported. About Cockpit
Account Settings
Authentication
nvare QEMU Standard PC (i440FX + PilX, 1996) Log Out
hine [0 60ct ec83fed24d00adecfBOdBST54 7dc
kylin100)
all ke shaw fingerprints
ame  localhostlocaldomain
Jein Damair
T 2020-03-20 20:26 @
ver | T Restart
I F f Virtuai-guest
5 of 1 CP
a0
a0
20:23 20:2 20:25 20:26 20:27
B Memory

& 3-20 iEESYH
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Display Language k
Choose the language to be used In the application

Polski
Portugueses
Turkge
YEpalHceka

R

Cancel m
B 3-21 iIB5i%#

R IR - localhost.localdomain - Mozilla Firefox

(%) B4 - localhost.localdor X | 4

& c @ ® & https://192.168.17.205:9090/sys I v o @YYy @
H
@ Authorized users only. A1l activities may be monitored and reported X

¥ QEMU Standard PC {i440FX + PIX

= 60clecBifed24d90adecfB0dE5f547dc
T kylin 100}

< Checking for updates

B 3-22 ES%E
3433, HE

Cockpit # [ 545 B AL I [ A0 ™ AR BEAT AN F B 702
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B - localhost.localdomain - Mozilla Firefox x
(® B - localhostlocaldor x | 4
« c @ @ £ hitps://192.168.17.205:9090/system/logs o @ 1y m o =
M
P
March 20, 2020 ~ FEfE | Error and above - |

19:51 [pulseaudie] module.c: Failed to load module “module-gsettings™ (a... pulseaudio
19:51 [pulseaudie] stdin-util.c: Unable to read or parse data from client. pulseaudio

19:51 SELinux is preventing fusr/lib/systemd/systemd from setattr access... setroubleshoot

19:51  FEiERE QPN ZHRSKF fusr/libexec/qemi-kvm: BEATFHER Tibvirtd

19;51 Unable to watch (/root/.ssh/*} e such File or directory restorecond

A 20:31  Jusr/lib/systemd/system/ninfod. service:3: Invalid URL, ignoring: n... systemd

A 20:23  PAM adding faulty module: /usr/1ibéd/security/pam console.so gdm-password]
A 20:23  PAM unable to dlopen(/usr/libf4/security/pam_console.so): fusr/lib... gdm-password)
A 19:52 GetManageddbjects() failed: org.freedesitop.DBus.Error.KoReply: 0i pulseaudio
A 19:52 Failed to start Crash recovery kernel arming systemd

A 19:52 Process B21% (gsettings-helpe) of user 0 dumped core. Stack trace ...  systemd-coredusp
A 19:52 Failed to load module “module-gsettings”™ (argument: ""): imitializ... pulseaudic
A 19:52 Unable to read or parse data from client. pulseaudio
A 19:52 PAM adding faulty module: /usr/1ib64/security/pam_console.so gdm-password]
A 19:52 PAM unable to dlopen(/usr/1ib64/security/pam_console.so): fusr/lib... gdm-password]
A 19:52  [pulseaudio] bluezs-util.c: GetManagedobjects() failed: org.freede... pulseaudio
A 19:51 Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace... systemd-cores
A

A

A

A

A

A

19:51 Failed to start ircbalance daemon sustend

A 3-23 HER@E
3.43.4. M4
I 26 T TH] ] LA 21 P AN TR A 328 AR SO B2 1 1 o 3 ] LA 21 ] FH R
G, L REATO e R E, i, DAKICE VLAN. sl Rt el LAgheT
T TRAE .

PR - localhost.localdomain - Mozilla Firefox x

() M4 - localhost localdon X +

&« ¢ @

£ hitps://192.168.17.205: v o O I @

COCKPIT

g Kbps MR

cive Rules

FMAE | FHE | FORE | F0VLAN

-1 1P 3t &k e
ens3 192.168.17 Obps 6.51 Kbps
virbro FRE

FEERMED

E-1 1P Hiht R il

B 3-24 MERME
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3.4.35. /%
ST 54080 Bin. RGRS . BETF . 1N 283 E .

&35 - localhost.localdomain - Mezilla Firefox

=) BB - localhost.localdor X | 4
<« cC @ D & hitps:1/192.168.17.205:9090 s mtery v - O 1y o =
ar
E localbioet locali... B | REHS | EET HeiE B8
5.3 D *E
Accounts Service accounts-daemon.service A& (ETP)
Deferred execution scheduler atd.service
Security Auditing Service auditd.service #
autovt@® service iR autovt® service
Avahi mDNS/DNS-5D Stack & (2O
nactive (dead

Bluetooth service

NTP client/server

Command Scheduler crond.service
firewalld - dynamic firewall daemon firewalld.service
GNOME Display Manager gdm.service
getty®.service i gelty@ service

B 3-25 & FHE
3.4.3.6.
Cockpit F I HE At SLi i AT 55, 7 AR 75 3R 7E Web Fi TR 283t 2 [H]
BV, A APURBATAES, R 7.

£2{ - localhost.localdomain - Mozilla Firefox

() £2if - localhost.localdor x | + [

« cC @ o ps://192,168.17.205:9090 / ) - @ i N @

B 3-26 &ugSmE

£
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3.4.3.7. IXNFH
A AR AR AT 2 FHLEEE, s A+ a8 7 B 1 1 40

{i 18 - localhost.localdomain - Mozilla Firefox

) {FHf - localhostlocald x | 4

<« c @ D # hitps://192.168.17.205:9090 oard v o O W n @ =

B 3-27 {XRFBHMH
35. R4gHE

B BB V10 #RAE R T AR TRIEH A A H S EHE LA,
HiZ L RAESR T R4 H I H ST T HENES. HE. SEMSH.

3.5.1. HEENH

AHEEE TR UAESIMN AL, 208 “HE”, Rt
PREDRT IS o TR i S G I s
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B Bl[=]|| - o x

EAERAFEE

AERE

WA ze g_object_unref: assertion 'G_IS_OBJECT (object) fail--- 20:27 -
BHEE ze g_file_info_get_attribute_boolean: assertion 'G_IS_FILE--
REQE [If1E[F See https://www.tigervnc.org for information on Tig--- 20:21

[IF#2F Copyright (C) 1999-2019 TigerVNC Team and many ot--
XorgB&E

[ FH#2F Built on: 2020-06-24 01:05
WEBE _ .

725 TigerVNC Viewer 64-bit v1.10.1

72 applet_factory, None)

[ZF#E[F /usr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

[ifRiZF applet factory, None)
& 3-28 HE
FEE “C HESN EHRH TIEBRESRENH TR, ZTAREE
BFERGHE. WZHE, HahHE. %2EHE, Xorg HE. MHHENKHE
rHE.
R U TR B R A, A SR H S
VBT S B R RO AR, F AT DURE B O R SRk R I AR AT
R UE R AR R A H SR H R BT “HENE” X,
sy “HESH” %4, nTLoE H & A SRS
sy “REFSER Hdl, Ay M R BRI HAR T e
3.5.2. HEMBERMALE
Ff H SRS RN 78 “HRE” RN R A
R HEMPH HECRELIETRE, RS0 H G SRR IR JE 7 A0 g
g, B HEESCRE “ AR k.
IR O UERL A AR, AR CIE=R7 A7 “aE—A
J7 A CHRZAN Y S ] R
“PEREMET PRI R EAE GO A &, B R B B0 7.
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“f K DA BRI PERE J UA R T L F 2R R L 2
“OE R LA G AR R DB SR < SR R C T ) Uk E b
GG ad eI

R HEAH “RIHZIR” RIS CHEEE M CRGIRE” W
TET, SR I 3 A S A H A

B TR LA “failed” HERIT =R M EMNENR L EZOIH .

BE Hllsll = O

LEZNEFES

RERE

BEE:  E=X v | mE4: | AR ¥
WEBE [session uid=0 pid=2658] Successfully activated service 'or--- 20:27 =
BHESE [session uid=0 pid=2658] Activating service name='org.gtk.vf-
TR g_object_unref: assertion 'G_IS_OBJECT (object)' failed

i g_file_info_get_attribute_boolean: assertion 'G_IS_FILE_INFO (i--
XorgH&E

See https://www.tigervnc.org for information on TigerVNC. 20:21
EEBE

Copyright (C) 1999-2019 TigerVNC Team and many others (see:*

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)
B 329 HENHEE
3.53. HEMIH
Z LR SCRP g8 ok 1) H B N2 5 3050
MRTESFHHE, AdA LA “HESH” @48, SEEHHmEpTR
(I SCAFCRATAT AR, FH P AT DAAR S B O R85 H B IRF R R, Boe S
HHER SRR, ARG R R AR 0SS
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®EEE Ex
EHiN: | REES

+ XER « froot |mERF ]
= R\ 8# - > K #ExE8
0 #wm
= BF

X
& TH

A BF
2 Kyli

I Rt ®

BH(C) REF(s)

& 3-30 HERNSH
3.54. HAbIhgk
P RLES “FEPsEn” 4, aFEEFHHEAMIIEE, W EPR.
EE - O X

FEON)
RUBE PRGBS
stiaEs: | Ezx v ~Et FERH v | mme)

AR BE

5 -
WHEE [session uid=0 pid=2658] Successfully activatg xFBE = 20T

BHBEE [session uid=0 pid=2658] Activating service name="'org.gtk.vf---
wER= g_object_unref: assertion 'G_IS_OBJECT (object)' failed
g_file_info_get_attribute_boolean: assertion 'G_IS_FILE_INFO (i
x:m;ElE = = il = = = = =
See https://www.tigervnc.org for information on TigerVNC. 20:21
EEBE
Copyright (C) 1999-2019 TigerVNC Team and many others (see--
Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

B 3-31 BFER
CHTE DD IRESCRF R A H EEESE D, T E R AR
MEHHE.
“HERTDRGERE” ThRETT LME R T MRt T E Y R
CHEEh” ThEE UATIRIZ TR BN, HLH .

“RTHE” Diesnz TRIMHEXER.
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BNE ZRMEERMSF

dnf 28 — UM ES, &8 HIMAE Fedora 18 XN KAT R H . T AE
Fedora 22 #1, ‘BEHUL T yum, 1EZ A T Fedora 22 [ELE FESS

dnf BE AR 7 yum BB —LEI, 187 7O RS N7
SR WO A ME AT S 2 TN . dof £ A rpm. libsolv A1 hawkey
PEHEAT BE BEERAE, AT LA yum [RINHEA

4.1. BEMFREGE

4.1.1. REEAZKE
BE ARG H LA WL a] LA 2T DIAAT L R 64, BL X86
qz@m@ ﬁD—F:

# dnf check-update

ANCIRGEE
> PackageKi t AL A4 R s
> x86 64—1??&#@3’5%9’] CPU 2244
f A

> Ksl10-adv-os—— I TR B A F BT A7 it 6 P

R % H Al BLE B AT FF 2% linux-firmware ,  mate-system-monitor F/l

kylin-menu £ 4% 5 DL AT TR AR &R

4.1.2. AEEHE

dnf SCRE—IRTHGCRA ML E AT, I [R] I 22 25/ 508 AR B A 6

RPAE L S VRN

# dnf update package name
T+ rpm AT AL A4
#dnf update mate-system-monitor

IR B AT

a) Package: HJ7 72N ETHR IR RN AT AL .
b) Architecture: ZFH A HTIE 284

¢) Version: FAFELTFE G HIRCA .

d) Repository: A JFZEAF 00 &4
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e) Size: WHFHE KN

) dnf BUAZ BRI REAGR, IR BN ZE, HH
LAFEAEH] dnf Ay SIS IS INZSAL —y, RCRSEF T H L Is this ok [y/d/N]:Mf
BN yeso I d MIEATHAFE T

g) IR F IR IR S B & L, AT LUEH] dnf history iy 4
BEIEMRA.

AR TR E R AR, TR root I AT d 4 :
# dnf groupupdate group name

2. #LETFIPA R LA
IR TETRAG AR, TN a2

# dnf update

4.1.3. FHRSGHAE dof BEALRS
dnf 0] 5 yum £ FHAH R 0O & SC2F, BNAECE dnf 6 0T B #2461 ete/yum.repos.d/
) repo AR Tt . U ARG T B LIRS BE TCIE VT B 5 e, w]
DA 538 1 2R g0 A A i ARt P AT . BIRIT
1. BIERGOCHE R HER, L root H A #U4T:

# mkdir mount_dir
2. BRFuFOCAHREIZEZ, bl root H AT
# mount -0 loop iso_name mount_dir

3. K RGOLHE ) media.repo SCAF M EEE H %45 U1 & /ete/yum.repos.d/ H %
e

# cp mount_dir/med ia.repo /etc/yum.repos.d/new.repo
4. Yw#E/etc/yum.repos.d/new. repo HC B A ARG R 847 -
# baseurl=file://mount_dir
5. BEHT dof WEIHFREATTEEL, LA root FH AT
# dnf update
6. JHEURIN)GE, EEEARGOCEHEH
# umount mount_dir 8% rmdir mount_dir
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e BRI PR 25 SR AE RGEVI0 RGEHE T
ANSRAN PR P XA dnf JRHEAT 22 AN T4, TELRA root TP B SO

# rm /etc/yum.repos.d /new.repo

4.2. BERHL
dnf $24L 7 5e BB RGO E TR, AR, AEELR. LM

42.1. WRKHEE
AT dnf search A4 A DUk R BHAF AL, 5 20 28 L2 “meld” Fl1“compare™ - X
L, bh X86 A BN T

# dnf search meld compare

R dnf Kol 45 %%, wlLUER shell A B (¥) grep mk#& 1E W) ik sk 4T
e,

422, REAFIR

R T B AAT 22 22 (R B A QLA 2 AT ABAT BL T A &

# dnf list all

R BRI 2 AN ] 2B AT A AT LARAT BUR A %

# dnf list glob_expression...

IR abrt AHRBAEYIR I W R

# dnf list abrt- addon\* abrt- plugin\*

R BRI O A AR AT AAAT AR i 2

# dnf list installed glob_expression...

BRI keb BT 2 REHAT AR EIINT

# dnf list installed "krb?- *"

BN AFE R L R AT 2R A AR T AT BU R
# dnf list available glob expression...

SN FTA B] FH Y gstreamer plug-ins 40413
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# dnf list available gstreamer\*plugin\*

R PR
JRIEM G, AIAEA dof REEBIF.
A A B e T BAE A BLUR A4

# dnf repolist
W RAR R R B 2 A5 BT LN _E-v 2635, 53 ] dnf repoinfo &4 Hi 5 S o

# dnf repolist -v

# dnf repoinfo
IR SRR B ] FHAAS AT A e 2, ATLME I BAR i
# dnf repolist all

4.2.3. ERHHEEER
BN AN AN A A U PR a4

# dnf info package name...
RIRERATA abrt FEANE S A4
# dnf info abrt
TR yum FEGIE B4
# dnf info yum

4.2.4. RERGER
F P a] BLEA root F 7 FH DL i & 22 35 A

# dnf install package name
%% sqlite ) 1686 ZLH4 1 AR EL R 1
# dnf install sqlite.i686

Y T o= = R N i a1V < S T K DN Y a5 L W
root F F AT %2 2

# dnf install /usr/sbin/named
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LR AT
# dnf install httpd

IR LRI AL, T PASRAT
# dnf localinstall path

42.5. THRHEHGE
FEPAT ZHRAE T, BoR U IEIUE -

Total size: 1.2 M

Is this ok [y/d/N]:

N d, T UBATEE T
4.2.6. MG
TR S A0, T] LLRAT BL R i 4

dnf remove package name...
MR totem XA AL«

dnf remove totem

43. EERHRA

AT AT AR — RYFFE DIRe A, Hean RG T HANRARER A 41
LA A B 2H AT DL — i 2 2 AR

4.3.1. BHERATIR

Summary &1 A] DU 7 30 L 4H 1) B A S

# dnf groups summary
LR Dy 719«
# dnf groups summary
BIRFEAN AT H R 485 BT BN i
# dnf groups info glob_expression...

% 52 W/ #3017



£

s R R = R 55 SRR R SEVI0 RGUE B 5 T

DSV SERER RN (R
# dnf groups info LibreOffice

4.3.2. REZKGLA
FANBAAHEEE EH KA ID, EE/NH id /] LUEH LT 64

# dnf group list ids
A4k KDE S A 53 174 -
# dnf group list ids kde\*
AL AR N R B ER, an, 8 DRt iy 4 1 1)
# dnf group list hidden ids kde\*
BB A 2 de v DLE S Bl A R s, W@t id 246,

# dnf group install "group name'

# dnf group install groupid
AT FIE I PR A 4 223

# dnf install @group
# dnf install @"group

N2 4 %2 %E KDE S [ #4347 1)
# dnf group install "KDE Desktop"
# dnf group install kde-desktop

# dnf install @"KDE Desktop"
# dnf install @kde-desktop

4.3.3. MERBEGEA
A DAE B A 2 A B A 4 id BHIBRER AL . L root BUBRBRAT -

# dnf group remove group name

# dnf group remove groupid
WRBAF > HA @brzs, WATHIBUR ar 2 MIER. L root B 4734447 :
# dnf remove @group
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# dnf remove @ group
M Ex KDE S [fi 44 73 4= 1)

# dnf group remove "KDE Desktop"
# dnf group remove kde- desktop
# dnf remove @"KDE Desktop"

# dnf remove (@kde-desktop

44. BAABRECREHE

dnf 7] LLf# ] dnf history i 23T & HER1E .
4.4.1. BEBE

R P 20 4% dnf #1E1IC 3%, RIRMEAI L R4 . LA root BUBR AT

# dnf history list

IR R R A7 dof #RAFids, ATRMER B i BA root ALBR AT

# dnf history list start id. . end id
Wit 2 5 4% dnf (5 BRI -

[root@localhost ~]# dnf history list 1..5

AL dnf history list % tH Eos NS B AN T -

R E 1T R I AR 2
] EE R BRAE N2
22k A0 R A H AT 8]

Command line

Date and time

Action(s) IR R AR RAL,

Altered TC R EAE R ) 2% B 2L

TR Action AN AU A«

Tk 4-1 Action PiPA
Action BE ik

Downgrade TECEHTR
Erase E I o A A1
Install I LA
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Obsoleting o) AT CARIE R FE
Reinstall R B H
Update U T AT

4.4.2. HEBME
TN BRE IO AR R B E, AT AT L R a4

# dnf history id

Hrpid 2 EERI id.
R B R A IO E R, TeMEA DL N4

# dnf history info id
IR TR R R P BURE IR M PSS, TR PR dr 4

# dnf history info start id. . end id

ZN/LUNE
# dnf history info 4 .. 5

443. MEEBER#E
an SR AR B A dnf #4E, AT LLLL root AUPR #0047 — T #4E -

# dnf history undo id
IR T EEE R df B4E, ATLALL root BURR AT — T4

# dnf history redo id

BLE EmRSS

ZETNTAWATERE RGNS 56 daemon LA A FE Vi i) Kylin Linux

Advanced Server V10 2%t .

5.1. f#H systemd ¥ RGRE

5.1.1. Systemd /4

systemd s& Linux F—5 SysV fll LSB ¥J 4G4k I A 3 75 1) R G Al iR 55
HES . systemd {8 H socket 1 D-Bus SKITF G k%5, $RALEE T sp4r gt iR 4% % 5 30
Hl%, {REH 1 Linux cgroups MR ERDIRE, SCIFIRIEA RGURS KT, 4E4
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FERUM B AR, SEBL T & RS TR T B o) &R I — N BE RS 4 2 4R 4% ], 37
Bl LR TR, systemd TG 75 St AT A& 08 1T A AR sysvinit.

systemd J 8 FIIE BN R G2 EE T unit FIMES . unit & H— N5 E SO
Xt N 1) 44 - AR I A R i (5140 - avahi.service unit A —/N A A H 4 7 HIC & SC
f, RsFP R Avahi [F—NEEERIT). unit A LR LS.

F#& 5-1 unit REANH

Unit K% XAFJESR ik

Service unit .service SRR A S AF 1R, H R A E B R
it

Target unit target R unit A unit FEATZ 454

Automount unit | .automount K unit HERGGEWEXRF I —ANEE

Device unit .device I unit 3 2% —MFAE T Linux BB 1Y
W

Mount unit .mount 2K unit B 2% KRG G E R — AR

Path unit path I unit ARG — SR EE H
Ko

Scope unit .scope 2K unit AR AT .

Slice unit slice I unit A—HEH R GHFEN 52 unit.

Snapshot unit .snapshot 5 target unit AHL, PRIGA S AT 2, ME
— I H s 51 FHHAR unit

Socket unit .socket 16 unit 35 2% 58 G0 B A ) — A
socket.

Swap unit .swap 2K unit 1 23E swap % & BE swap CIF.

Timer unit .timer I unit 3 2E RG]

Systemd unit [} 304 H S Ut B R
FH# 5-2 Systemd unit 4f

H3x Ei:3%
fust/lib/systemd/system/ | RPM %20} /K 47 (Y] Systemd units.
/run/systemd/system/ IBATHBIZE Y Systemd units, 1% H AT 55278 i %54
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i H 7 Y Systemd units.

/etc/systemd/system/ A2 5E A Systemd units, ZHFATLHSE S
1247} Systemd units.

5.1.1.1. FERRE

systemd FEHHE LN REME

> E:T socket AT RE: A T IR KRGS ShAIFAT 5 30 3 2 I HERE,
systemd 7ESLBR A 3573 R 2 AT AN IR WT socket , AR JE A& socket 45 5F 9k
o ERGHIIRIIT, B e A P R A1 socket, 85 FE ) ITA K574
R WER— MRS A E S — MRS SRR A 48 8, XA ERER]
REIEFESR AR 55 (R A HE RN, I8 3 AN 78 P i ik R A2 X 0T SR P it A T BHLZE AR
o AL RSHX NP o R HZE, 1 HAGR R —XKiE R P ZE .
Jike 55 1) (R AR 5% 2%t AN P 200 0 e B OR SR AT BB — 0T a1
FrE 1) socket , W —RkSS F5 E AR AR SS, & AR AT LLIE 82 2 AH B (1)
socket).

> D-Bus W& I ARG I A S A B0E SREE , IRS5 AT LAAERE NI
0 FEB) . FIN, S SRS RS 0] LN FTEFESS I D-Bus iR
RMEE SHRE MRS BIER. (FBIFEZ MRS, WR—A S LEE R
B A IR S DU AE D-Bus HHHEBAIE R, H2IHARE B E B SRS E S
Mik).

> PRt R IR S B A

> fRE T Linux cgroups #FEMEERTNRE: B—HUT T TR RS
EHCEK— cgroup , ALHE sysytemd fHIHA]AAFHAE cgroup H EE Lt 4k
R B PRS- JEH T . (WA libegroups utilities) o

> SCRFIRIEAI RGUIRS RS PRI T] DUFSRARAF/ K B R ST AR A i 1Y
S5 A unit PR BEAEMWMEZBMLEHSEN: RFHPEN#EAN MR
"Emergency Shell" FIRFHRAS, b FTHIIRS s $& AL —AN B 2 e AR 2 1 %
BT, BHTASh e Rl B &R RS .

> QE M AR A systemd WAL EE R EE S OL, tHATEL
FH SRR F B 2 2k mo Jete/fstab ] DU D9 i Be 28k sl i — AN B DD e &5
It fEF A comment=fstab % T & H 2 0] DLAR iDL Jete/fstab 2% H f# H B~ B
systemd 21| ) H HE 2 A

> LTSRS A B TR OC R — RS AR A systemd SCRFARSS
(B unit)[A] (1) 2 FRA O R o 7E unit FCESCIFH T After/Before. Requires A1
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Wants & 7] PAE 2 unit #UEPINTT . Requires A1 Wants R 7x—AN 1E [7] (55 ]
B AT ) () 75 SRR G &2, Conflicts Fon— M) (1) Fa SRAMKOC & . HoAthizk
W2 R —A unit FEEINECH], systemd HUEE A E BRI R
IR AT IR, RSN BRI B¢ R 5 —E(E A unit 58 /50
JFRESANER). MREZERME, systemd AR e, MBRATCLHEER
PEIR )T TAE .
5.1.1.2. etk

> 5 SysV WA : R TR, ©2FH LSB 1 chkeonfig 1)k
BFENE, &N, SEHEMTHER, W jetered o XEEYIRWHANAAE
HN—ADMEMBCE R, LAjkb sysytemd 55 [ I E& 220 H -

> Jete/fstab PCE M X A2 MBI, @A comment=fstab ik
TFRIC Jetc/fstab 25 H, ff1 systemd 7] LAFEH| HEEH A

> SCRFTE AR/ SEBIALE Bl A —AME 7RG getty@.service 3T
H, TIARAANA getty #BHER—ANECE SO #2038 5r 3 22 0] DUk B4k K,
Wk 2 U, B BLE R A avahi-autoipd@ethO.service R 45 I &
dhcped@ethO.service , #1577 eth0 HME A AE F@ @ AL AFULECAS 2

> fE 8 FEE b2 /deviinitetl o X AN FEE MRS BR BN T BT
FIFO-activated AR%%. (A& B HAE R G iiE SR L D-Bus W R)$HsL 1,
XMW EBREIHY Upstart fl sysvinit /) shutdown. poweroff FI1H A ALy 4
AJLATE systemd HHERSEAH A .

> 5 utmp Il wtmp 4.

> B LS HE s AR

> ARHIIC B SO 5 desktop SCHFAHIE IEE AR 2 B3R Ry R AR A 1K
AR ER I A 2% . B AT DS O I E BRI IR SRR TR, 3552
FEAARST, A B2 2T B B

51.2. EHARGRS

systemetl 25 FEM T H. ElA service Ml chkeonfig INRE T — . f&n]
DA FH B 7K AP B AR 2 T 2t v 8 /2R IR SS

FH¥ 5-3 service 5 systemctl ] [X 5]

service systemctl i
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R A R S5 AR E R GEVI0 R G HE T

service name start

systemctl start name.service

RKIR 8 — A RSS OF
AN H A A )

service name stop

systemctl stop name.service

RIRAE I RSSO
AN 3 IA 1)

service name restart

systemctl restart name.service

FIRAZ IR IF R 3 — MR
%o

service name

condrestart

systemctl try-restart

name.service

R — M BB AT R
%

service name reload

systemctl reload name.service

SR, EHTR N E
SCAF AN W S A R AT

service name status systemctl status name.service | AR 5IRES
systemctl is-enabled
name.service

service --status-al | systemctl list units --type SIRFTE RS RS

service --all

R 5-4 chkconfig 5 systemctl [ [X 5l

FE N IR Bl el 2
o fich S 25 A P 3 A 5%
NJEH

chkconfig name on

systemctl enable name.service

FE N IR A Bl Bl 2
b A B B RS

sk

chkconfig name off

systemctl disable name.service

Rk & RSS2

TSR 5 R B
TERAE.

chkconfig -- list name

systemctl status name.service
systemctl is-enabled

name.service

R AE RN IZITION T
H 55 14 J P AN ZE TR L

chkconfig -- list

systemctl list-unit-files --type

service

7R unit 57 & J3 SRS

chkconfig -- list

systemctl list-dependencies

--after

BIR unit 538 30 RSS

chkconfig -- list

systemctl list-dependencies
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--before

5.1.2.1. RRIR%
i 4 P ) B
# systemctl
LA iy & 55 30
# systemctl list-units
R 75 T IR S5 (KB TT, AT DA R A
# systemctl list-units --type service
B AR S IR BT, AT A T A2
# systemctl list-units --type service --all
S T AR SS R BRTT, AT A R A2
# systemctl list-unit-files --type service
LR D8 s 4 i i A s R 55 H) i 2
# systemctl list-units --type service
RRPT R S5 T Ar 2 IR
# systemctl list-unit-files --type service

5.1.2.2. BRSNS

BRSNS A2

# systemctl status name.service

Rig 5-5 RFHEUEBIIR

X %)
Loaded 55 =B E
Active 55 =2 A T
Main PID LT R GRS HI PID
Status G R GRS B IS B
Process FHOCRERE B 3 B
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CGroup A2 CGroup [ 15 2

B~ gdm.service IR 55 IR~ 1«

# systemctl status gdm.service
7R gdm.service g 55 J5 2l Hi B AR 55 7~ 11«

# systemctl list-dependencies --after gdm.service
2R gdm.service k%5 3 8 J5 TR 57~ 1

# systemctl list-dependencies --before gdm.service

5.1.2.3. JBEIRS
A SRS A4

# systemctl start name.service
Ja 7 httpd AR 55 7~ -
# systemctl start httpd.service

5.1.2.4. fF1ERSS
E1E RSS2

# systemctl stop name.service
1% 1k httpd AR 55 7~ 11 :
# systemctl stop httpd.service

5.1.2.5. BEERS
HIRRG 2

# systemctl restart name.service
)3 httpd R 557~ -

# systemctl restart httpd.service
I 5 IEAE IS AT B IR S5 i -

# systemctl try-restart name.service

54 gl
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# systemctl reload name.service
H#) httpd JR 557~
# systemctl reload httpd.service

5.1.2.6. JAHIRS
Ja RS54

# systemctl enable name.service

A R 55 i

# systemctl reenable name.service
Ja i httpd R 55 7~ -

# systemctl enable httpd.servi ce
In - s ' /usr/lib/systemd/system/httpd. service'

' fetc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. ZHMR%S
2 AR 55 i

# systemctl disable name.service
2% H bluetooth 55711

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'
rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

5.1.3. HEEMR

JAa s (runlevel) & —ANHEIMEE . IULE, systemd Sl T —ANFEBh2K
) D REAFALL AN [F] PRI 2 AEB A, A H
PR 2 AR Th g, JF HRE RN S H 24> — 28 B AR 4R R AR H BRI iRk 55
IR BNHT RS o systemd $RAt [ —LUR AT sysvinit JE B H bR, 7R LS
IHE telinit /& Zh 20 oy 2 V14 .

JRBIZR) 0 13 3+ 5+ 6 #BUK T 45 HI3E, JFHARXS R — systemd ) H
Bro ESCIH P B E B shZon Dife, 7] LALUEA 1S 3h 2o B, algd—
oM H AR Jete/systemd/syste/< Hr H v > C ® ML & F
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/ust/lib/systemd/system/graphical.target), fl| i /etc/systemd/system/<3r H #5>.wants
H, i NBsR S 188 (F5 1R /ust/lib/systemd/system/ H I 5L 0304 o

¥ 5-6 SysV BRI 5 systemd HFRXTEH

BITHH| H¥r87T i3

0 runlevelO.target, | H T RS (halt)
poweroff.target

1 runlevell.target, | PR
rescue.target

2 runlevel2.target, | F /7 HE A S, 8% R AN 3.

3 runlevel3.target, | Z M, TLEITEIFH .. H A DUE I &g
multi-user.target | B2 5 5%

4 runleveld.target, | F P H & S sh g, @5 om0 3.
multi-user.target

5 runlevel5.target, | ZH /7, BB M. 4RL0 3 RS
graphical.target | 7 /3 3 EJE S IS5

6 runlevel6.target, | /3
reboot.target

emergency | emergency.target | SR IL (Emergency shell)

R 5-7 SysV W1z 25 systemetl Xf E
IHAr 4 B %)
run level systemctl list-units --type target ST INER 7
telini trunlevel | systemctl isolate name.target AR Y ET H AR

5.1.3.1. BEEINHR
EERINB R

# systemctl get-default

LA A BOA B bs 8T 6 -

# systemctl get-default

graphical. target

5.1.3.2. &BEH4ETHIR
BEYH H A2
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# systemctl list-units --type target
B I H AR IS, PAT RN i 2
# systemctl list-units --type target --all
PATR O 7 24 1 B A 0 H AR 1 s 1
# systemctl list-units --type target
5.1.3.3. ARHEIRINHbr
AR EERIA H i 2
# systemctl set-default name.target
LA AR SE 2 HI 7 H AR i -
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target'
In - s ' /usr/lib/systemd/system/multi-user. target'

' fetc/systemd/system/default. target'

5.1.3.4. 7B H 4HT H AR
ARG AR H AR A4

# systemctl isolate name.target
LANAZ S 2 H P H br sl
# systemctl isolate multi-user.target

5.1.3.5. VIR

systemd.unit=rescue.target & — > % B JE A RF M KFE shell FI4FE target
unit (512472% 1 AH1LL);
BEARBERALA A2

# systemctl rescue
IR B AR A H A H S, bl
# systemctl --no-wall rescue

kLS E SN R

W
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# systemctl rescue

5.1.3.6. DI

systemd.unit=emergency.target 5 1% 1% (& B 417 init=/bin/sh 25 RAH KRG
MAZARZS J5 B AR o

AR S S

# systemctl emergency
IR FEENZZEAX B AR H HE, Bl

# systemctl --no-wall emergency

5.1.4. FEZFENIEE LA systemd
ERFENLAR A systemd Ay 240 F -

# systemctl --host user name@host name command
TE R P A 2 25451«
[root@localhost ~]# systemctl -H root@server-01.example.com status
httpd.service
5.1.5. RIEAMEH systemd H 6304
5.1.5.1. oo
BAIC Al AR = AR
[Unit): HAHEED, BFEZ unit FEARE R
[ Unit type): Unit 2881, A[RIZEME LA LAZ systemd &/ N2
[Install): GFETF LR 2R M PIRS NE .

#F# 5-8 [Unit)] F=Bic B8

Fic & 1 Ei£13%)
Description —EERR, BoRGHP FRIER, WL R TR
— M T R S5 B U B

Documentation | §EZ % EHIFIR, L2 IR URD B3,
http://, https://, file:, info:,man, XJ&HWFH), L2
FEREIX ARSI H B2 A4, SRR E SR E 1Y,
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SRR AL, LT L2 IRTEE, 2/ ZITIE
I WRAEE 7 AR, WA EEILT, [AECE A
FEEAEH

After/Before

BB MRS I B R BN, Eetn—A> foo.service 7 1 —
1T Before=bar.service, I HAATTEI 5 BhIN, bar.service
255 foo.service BANTEMUGEA BB, HEREZXANEERM
Requires= A HALSZHY, [FI LS After= 1 Requires=
WA WA MR ITA] AR 8 — R A b, SIS 4205 4
HHIE BN

Requires

B8 BEAR 5 MO LB IR SS, WR AR S5 B, 4
Requires J5 MRS B SBE, k<, WAR Requires
J& T AR 5 A Ik B e iR B B, IR 45t &1 1k . 1xAS
EIRT LLAE E 24K, B 225K v 4 72 IR 55 &R 15 ik
T o T B R AR X AR AN §2 I JE B e 1R Y, 8
BNIFAd H BA) ) After= F1 Before= SRACE . 5140, 40
B foo.service {k#ft bar.serivee, {HEHALE T
Requires= TMi%#H After= B¢ Before=, 4 foo.service
JA Bt 23 [ I foo.service Al bar.serviceo 3% i
Wants= X% Requires= & HIF LS, BN RS HLF
{100 Ak 3 Al 55 2R SCER 175 0.

Wants

FAXT 8546 Requires= , X B I HPIRS WA, H
AR TGV A BB IR  IN 2155 55 AL B, I ASRE IR A IR 55 A
N NEARI A B o KRR BIPRA IR S5 R B 77 261X
P T ABC E S EAh, @il wants/ HREIN, HAk
CIRY =TT ARl

Conflicts

BoE— MO oe, wREE 7L, Ba, J—Mk
KRB, B RS IR S, adSk, iR B
RS B8, AR HitF 1k, RIS B34 &k
. R, MWEM After= f1 Before= & H AL,
WHRMR% A 1 B 5, HAE B JashEHMEER S 3,
WA AT Re2 A sh R (CPRER 6 75 1D BiiE sk ME R &
(M Z AR DT, F—MiEL, SBAH
SR B, B 1R
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F# 5-9 [Service] FEHE BN

R

ik

Type

WEIMRERERN, LA TIMEL —:

simple, forking, oneshot, dbus, notify, idle
> InEE N "simple"(% & T ExecStart= {HAR % E
BusName= I FJBRIME), HAEKIR ExecStart= ik &
PIREFE LA 1R 55 B TR
> IS AR R O H AR A R 2%, B4 L AE
ZHERE A B W S i L R R (B BT, DD
PRJE 4k BTG I S B .
> "dbus"(% B I ExecStart= 5 BusName= HJ[FJERIA
{E)5"simple" KLk, A[RlZAAE T ZHFE 7 24E D-Bus
F3RE—1~H BusName= 5 & FK.systemd FF=7E
JE N4k FIT AT, B AR ORZIERE O B IR T
fREM D-Bus #fK. B NI Y T B MO
T dbus.socket 7T,
> "oneshot"(K ¥ & ExecStart= K FIERINHE) S
"simple" AL, AFZAAE T Z M FELIAE systemd JH
FE BTG AR . MRS FE R E
RemainAfterExit= &I,
> R N "forking", B4 N ExecStart= FrikiE i
ISR SR fork) RGETAH. XE&ME
28 UNIX sP3r b fR & i . e M 1IEE R
EA L BRI G, SO IR Y, 1M
TR IR S5 B E R AR SE T . T b Pk
P2, Zi[FEIN % E PIDFile= &1, LL#SH) systemd #
B E LIRSS 1 0 RE,  E TN PR S 4k ST i JE 30
i
> "notify" 5"simple"J5MLL, A[FIZATE TR 2
TEJABN e JaiEId sd notify(3) < R KIE—
AMEFIE S . systemd K 7E BSR4k EIT AT, H
WORZIHERE LRI RIE TR R E NI
HM, 4 NotifyAccess= i HBER B N all"al
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"main"(BAIN). VES, HHI Type=notify HANRELE
PrivateNetwork=yes [JfEHL T IEH T1E.

> idle"5"simple"JRL, AR ATE T IZ RS S
FEIR B A I ERAVEER 58 B Ja PR HRAT o IXRE AT DURE e 4%
#E RS EES shell BIA R HHIRRE .

ExecStart

3 B2 R 55 I 7 AT I a2 AT (A 2+ 540
IXAERE T Type=oneshot [MIHHL T, A A LA BAEEA 17
IT(BFEEA), GG H R E — M7

A ASATEE AT AE R — 4 ExecStart= X &, A LLE
i % B Z A ExecStart= ik FIAH R FI2CR .

WERBA— DR, WA ei& BRI TA a2 T8
BE S . WA BT ExecStart= $5§4, A4 DZiHh{R
W HE | RemainAfterExit=yes {54 .

AT WA L — AN a0 B AR R I T AT SO TG, R
HR 1 IR S HOB AR IR AE N "argv[ 1] argv[2] ..."fEEE 45 B IR
(ipei

WTRAE LA IR AR TN E TR " @ W4, R4 H 5 R L 2
KO AR VRAE 9" argvl0] argv[ 1] argv[2] ..." & 45 1 04T
o

W RAELET AR AT _E AT IR a2, A4 RIS DA
SRMCHRAS (1 22 (3R A B I )R
NEYERH . ATLLRINHMEA"-" S5 @ 714, BT R

MRBE T 2017, BAXLdr 47 R LLHAE .03
P rb BB R IAT

URARFEANTE " AT SR I A AT AT R, B AR R 1A 24T
R A SHIAT, R 1% 5 0R A2 09 R (failed ) IRE -

YARWE Type=forking B, X5 & & Moy 178 3Bt
e 2 WAL E g R i b i

ExecStop

K AR RE S, H T BB BIZRST R AE 1L
PAT A 24T IEVEMINE ExecStart= 5S¢ A [
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PATTE MR B I AT 25, 1ZIRES FTE F R e R
ZHRHE KillMode= [ EBARILEN systemd kill(5) T
).

WRAR G E IR, 4 RS B 15 EB, RS BT
HHFREISG 2R KillMode= 115 B 4 37 B 438 R L
5 ExecReload= —#f, A —MEKMNIAEELE
SMAINPID A] LA TR E#EFE ) PID

— R, AU E NS S, AR
B AR

A AL B B R S PAT T2 G, AR B R 2 4
SIGKILL 15 5 ZRIR%E, XAlRes FEEE E k.

DAL, 3% R R P A IR [P, AN RE R e P
k.

ExecReload | iXf&—/MAlIEMITES, T IRE HZMSPEREH A
He B I FT AT B i AT o THRIE S ExecStart= 58 A1 A .
Tk, I —ANRFER AR AL B SMAINPID /] DU F-3%0R
LHERER) PID, 4 m] DU AEAE A -
/bin/kill -HUP $MAINPID
R, BEGURRE, B E sy R E NG T, SRl
HCEHTINEACE S, IR B
DONIZRE A b3, DAANGE F - 7 242 MR € e
EH IR B SRR S5
HATREN A UK ExecReload= ¢ & N —>BEW i D& HET N
HC B AT AE R 2D SE U a2 4T

Restart MRS FIR M. FHIBH . $ORIE. I AR,

PARil=N [ =PI REAY E o

"AR 55 HEFE" &8 ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= 1% & [ 2.
MR T systemd [IEHEEAE@E W systemetl
stop|restart) M #7415 1EBF, ZARSAS S E B E 30 .
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"B AT LU T ) "keep-alive ping" IS, AT DL
systemctl start|reload|stop F{F KT

1Zi&EWmn] DU R 71 2 —: no, on-success, on-failure,
on-abnormal, on-watchdog, on-abort, always
"no"(BRWE) R R A SHET . "always" Km0 &A1
HF.

"on-success" NI AE AR S5 FEAZ IEH R I E S, PTiB" IR E
R RAE:

IR HIAG 0", BF HERRILE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 155 3 HiB 3474 SuccessExitStatus= % & .
"on-failure" RN AE R SRR S R B B S, FriE " m
B "

IR HEEA 0", B R A 8 ) RSB (L HG "core dump LA K¢
i #| SIGHUP, SIGINT, SIGTERM, SIGPIPE 2 #hiFAh (5

5)s
EHFEHTEIMEE systemd [FJER/E I T4 8T
Remai AN yes" B no " (BRI, R 2Z RS 1 BT A 1R 42350
nAfterBxit | IBHZ G, AR IR S NTE D) (active) IR 7
F#% 5-10 [install] 7B &R
Fic & 1 Ei£13%)

Alias FE 22 BT BT FH B8 44 5 (RIS ZiAT
RS ARG A RS (BPRIFERIZEAD ., XANEmA] L
fRE Z I, T K4 7H#8EE/ER, 44T systemetl enable
A, S SIAH SRR .

RequiredBy 1E .wants/ BY, .requires/ ¥ H 3 RS @ S AH N 1 BE

WantedBy o XAMBCR R PR T IRSG S, ARGt
Ja 5.

Also 2 R 55 2 2N [ I 5 2 G M BNk 5% . IR i
KRAAZZEM RS HECE 7 I, N systemctl enable iy 2 3H
1T 25 A Bl 2R AR TR € B R SS -

DefaultInstance | 275 unit Ji F I BRI R 2451
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T A2 postfix.service HL G AR 7~ -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog. target network. target
Conflicts=sendmail. service exim. service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master. pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /ust/libexec/postfix/aliasesdb
ExecStartPre=- /ust/libexec/postfix/chroot- update
ExecStart=/usr/sbin/postfix start
ExecReload=/ust/sbin/postfix reload
ExecStop=/ust/sbin/postfix stop

[Install]

WantedBy=multi-user. target

EAIRBIH, [Unit] FBRIB RS L PR S U 745 B o [Service] L4
AR5 S o Envi ronmentFile RIRTIUE L HZR S M54 &, P IDFile X/R
AR 4518 FHER A PID. #¢Jr, [lnstall] FECE R IKHEZIR 55 BN 2 .
5.1.5.2. Gl A& LT AT

B € X Iu P B

1) S HE SRS AT ST

AIHAT ST AT LA A, o m] LR AR i MBS e, iR B E, NHEE
SCARSS I EHEREUHE % — A PID 3CfF, —fRIIE PID fREFANAS . 5 HhE w] RE 5 221
Bo BRI IA, BRI A AR A AT 34T e 1t 0 B AR A T,

2) ff/etc/systemd/system/ H sk A& HL ot 3, I HARGE R BEBE root FH 7 2

i

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

AN 7 ZEPAT AR
3) 4TJF name.service X, WINIRSSACE, & P8 & Gy BT N
MR 25 KRBT E, T A2 — MR 2% R 55 1R TG 451 1
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[Unit]

Description=service description
After=network. target

[Service]
ExecStart=path to executable
Type=forking

PIDFile=path to pidfile
[Install]

WantedBy=default. target

4) JEH systemd A ARSI

# systemctl daemon-reload

# systemctl start name.service

B4 emacs.service LA HIHI T
1) G, IR IEFMBRE:

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) WINECEAE R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH_SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) @A systemd HIJE AR
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#systemctl daemon-reload

#systemctl start emas.service

B% sshd-second R 55 HIH1 -1
1) # 1l sshd config (A4

#cp /etc/ssh/sshd {,-second} config
2) %’ sshd-second config SCHF, NN 22220 ¥, Fl PID SCA:-

Port 22220
PidFile /var/run/sshd-second.pid

I ARIE R BB SO S AL, 1P .
3) ¥ ILE T

#cp /ust/lib/systemd/system/sshd {,-second} .service

4) R0 A sshd-second.service
& U IR 7 B

Description=OpenSSH server daemon
N0 sshd.service k55 1E After KB T2 Ja
After=syslog.target network.target auditd.service sshd.service
F B sshdkey 617 -
ExecStartPre=/usr/sbin/sshd-keygen
B — 7
FEPAT AR, BINEE — sshd AR 45 HIFC B S A
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS
&4 J5 1) sshd-second.service U A U1

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) anHfER SELinux, ¥ tep ¥ 11, 47157 sshd-second R 5% i 1 5t 2
R e .
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#semanage port -a -t ssh_port _t -p tcp 22220
6) WEITHLRZHIFI:

#systemctl enable sshd-second.service

#ssh -p 22220 user@server

T DR 1977 K 3t i 1149 T T8
5.1.5.3. B CEAFE R BIT

systemd H.7CHC B AT BRI PR AT 7E /ust/lib/systemd/system/ H 3%, REGEH
ANEWEBEBHSOXA B TR, B XU fete/systemd/system/ H 5% T
WMREY REFER, TLMEHU TN TE:

B —AN H s /ete/systemd/system/unit.d/, IXAEBRAEZ K —F 5, ATAS
FHIE B IT A, I B B SR B E, 5 B S e SR ) T
Rt AN TR -

M/usr/lib/systemd/system/#% DL — 1 J5 45 0 B S 2l /ete/systemd/system/, 2R )5
Bk, SHlRRASE & REIGIE, XF7 AN MBS, HTA
MO Re I 5.

W ERE BN BC E S, A 7 Z MR /ete/systemd/system/ T (L &
AR ATCL T, AFREEBNLE, AN a4 B H SR kel B

# systemctl restart name.service

=S NN Y

RNTT RO BCE, 75 2501 ete/systemd/system/ T Al 2 — > H
3%, H root AT AL, T THI K Ay -

# mkdir /etc/systemd/system/name.service.d
TENIA QR H 2 NI RLE SO, WA LL.conf U5
BNt —A 3 € RSO, NAT

[Unit]

Requires=new_dependency

After=new_dependency

FAN—=AME T, wT G E A R, 7R R RRR S 30 MR E S, BLE
e
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[Unit]
Requires=new_dependency

After=new_dependency

HERR BRI R P2 e — AN, A SO R R se e — N IhaE, XAERC B SO
TR 25 5 Wi R I o o e e 1) EL A I 45 3o PO TG B I SR
RN HRIA B, A root 04T LR #4E

systemctl daemon-reload

systemctl restart name.service

#-F: ¥ F& httpd.service IR 55 &
9 74 httpd k5% 5 B EIEHRAAT P B E R IIA, 75 24200 httpd 1 H
TCHCE S, AT LU LB ERAE, B 6 —AN B ORI H s A B g SO

#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf

B % B X XA A1 B 1F /usr/local/bin/custom.sh , ¥ iX 15 B ¥ i 3
custom_script.conf H & X HIA

[Service]

ExecStartPost=/usr/local/bin/custom.sh
I FH B 24

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) 72&— M I % 7 v - Ak 55 5 284, 45 P> R ST 2 (8] 1
ZAB AR E SN EREIEH T TR S R BIRS m LR G . A
W0 FTP B3 Telnet (I FEEE AR, SSHINE 1 Exail, BEANRHE
e DLIE I TR AR IR I F)

ssh R P AT 1 85 Bt I telnet B rsh, IXEEELERIH 1 2 e PEA 1
IR G FOR R TN RGN 2 sm M TR o 5 HAHSGH) — N fig sep HIFEFF, HIT
BN rep IXFERIRAE BN B RSB ARE 7 . BRI SR H I N 2
AN A 2 7 i AR 55 i 2 TR0 33 R 05, BT AR AT e sthagt G (8 F e AT
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M %A ARG, el A B 7 i R G AT iR ENL R GE B KU

R LI = 2 55 e E RG0S 7@K OpenSSH 2364,
PL f OpenSSH fik 4% iy %2 % 49, openssh-server F1 OpenSSH & F7 Ui %2 %% 1,
openssh-clients. ¥ & , OpenSSH %3 A4 Hfi T~ OpenSSL )% 2% 4, openssl-libs,
XA 7L EE N, 843 OpenSSH BERS TR A N il 15 .

5.2.1. SSH %
5.2.1.1. N4 fEH] SSH?

IBERNRE AV A ME IR TR, BERE b AT W 422 A80M0 ST % i Y
ZxviE, TR EERBOY — A RGERIVT AR . — ki, XLl LA2y B
T

1) FEMA RS 8] S

B 2 Ay BEAL T 3@ A5 05 BT AE P 4 B R AL, 2 A AT ] 22 TR) A% 3 AT AR 45 L
fhrrge = AUF RGN, BEEBOSUE B e A s v R B iics .

XA B 30 0 A FH s B RARER R AT 1, B MR e — A AR
WL L TR, AT RL AR m i i 8ds e, ot N %

2) ErehrE Bl

Wil B R G ie B ok B e AR 1A M UGS - dn RT3 B SRS ) 17
W RGEA S KIE SR AR R — MR B BT IS

XA B T DL — 44 N “DNS A7 # R, 8 il Frig i
“IP GRS . AR —MoRGld, NRF ] — G BB DNS iRk 55 4 K0k
EP RGN — GEBEER FN. 58 Morfld, N2E RIS 85 dE
A, R EHE A ERF B RN — G AEAER EUR

XL ARFRBE WS 2 FT BEAFAE R BURME 2., o LA S RaX se = e 1 T A i
BRI, G R 2 RAEVER . W R FH SSH SR BEAT A2 6 sf M ST 2 ]
TR wih R AR K M /D axX e 22 A i . 3X KA SSH. %% 7 i A 45 i £ FH 407
B RIAEE A o BUAL, 75 I AR 55 i 5 48 2 (8] B B A A5 A I3 1 . AN
SRR TR — J7 HEAT S O B AT AT AN, R v — M s Ll R i —
ARG A 2R G AR 2R G0 T8 13 AR 02 1
5.2.1.2. FERHE

SSH Bt 1 LT GRP filf it -

1) ok T ) R 55 S

FEWTIRIERE Z )5, 75 7 Sim BE W% B0 IE & 24 BT P 2 496 1 I 55 Sim ) A 2 B 2 i T 3
PRI 1 A — > R 55 i

openssh,
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LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T

2) TFEAFHNIEE B

2 P s i 128 A7 003 R A & AR B AR 146 45 IRk 55 i o

3) iEEAEEE

Al A RIE AR B R A 128 Arin & Fkin & wy, i1
P30 1) A o oA A D5 W PR R

41, SSH WhisGa$fit 7 LAF g T

1) =4t 7ML EATH ETEALR TR 7 1 24 T B

AT A X1 R IER, 2 amaets MRS e k& X11 (X HH &
gt) NHEFF

2) Mt T AR T A2 T

SSH ¥ BN & R IR AW — VI AT o o 85 44 v im e R IR
SSH x5 ¥ A AN — MR L E AL 2P (Bl POP) (155, MImigin
AR R A 1) 2 k.

3) W] CAAISR AN A 22 4 iE

OpenSSH i 55 B F1 %5 7 B 7] LA P B 2R DA ik 55 i FH 25 1 i 18 <2 A1) (1) 19X 2%
s BRI F P 2% [ A E

4) CFF Kerberos \IE

OpenSSH R 55 ifi A1 2 7 i 7] LA C & A 13 F Kerberos [ 4% WA IE Bl 13 1)
GSSAPI Gl %4 Rk55 N AR e 1) SLBREEATINIE .
5.2.1.3. WA

SSH HRTAALEPIMRRAS: FRAS 1 AESHT I hCAS 2.0 4RI IIURE = 2R 55 2454
ARG OpenSSH EAHEH SSH WA 2, ZMRA A W iR B HZH AL, A
Gy 52 BIRA 1 v AR B d . 281, N T AR R, OpenSSH &4 [H]
FEHSCRRAROA 1 BERE .

L
N T IR IS SR A e 2 e, @ R E AT e A R 3R SSH A 2
PR I 55 S AT 250 B o

5.2.2. SSH EEMEMHF5]

DA — RPN 0] R B A E ML 18] SSH RS ) 58 54k

1) BHTINMERETF, DMER bS50 IR T 1E A IR IE A A IR 55 it AT A
2) SRR BE N B P it Az FE ML 18] R AR S 2 AT I
3) & e iR g% AT H FRIE.

4) R s E AT RE E AT L.
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52.2.1. fE4i)2

&4 2 1 3 Z A (R ORI S L8] B [E 2 2 2 PT5E 1Y), BFEE YRR
I AR A B s (03845 A TE] o A% 28 b o s 347 in 2 A g % Ak 3, DL S E
TR T KA 0 AR ARSI 1) 58 B DR AP, SRSCINIX — B Aw o AL 40 = R (i e 4
Inig (s BAL B T RE -

SSH & /7 Uik R MR 55 B th), W4 1EAT B4 AC #, A5 A FR G0 2 [R] RE A% TR 1
MRS . BN P IR R

1) Z#EH

2) WE NI EL

3) e SRR B

4) W BVEEE

5) e m A BIL

TEBHAE ], 55 om FH— AN ME— M BN I & iR B EH SRS
A 2 7 i DA MAR AN AN E IR 55 o il 5 0, R 55 i R E AL 26 B0 125 7 i
e RRIE), B A% . OpenSSH i id 42 52 AR 55 bt 1) 1ML 25 87 Sk
WEXAN A . B e, I B ENLVEH e M 2 5, 4kt a8t
Mo FEZJEIERT, 25 hines F CORAE I RRAS KA 7 Ak 55 i 1) EALZEBH, DA
PR2 P i By S AE AN TR ) AR 55 il A5 o A SRAERE R BB IR A 124, FH P
WA AT 3% 4 2 N B 25 P i L 8 TR AT R RRAR

HEY

Buhi 35 ] e AE B R R B B 2 R SSH R 55 Uiy » PRI N A 1 28 48 AN J i
T ER) Al 55 i A 0 5 L ER AR 55 i 2 (B A+ X o O T BT IR IR AR RS
A, VTSR —IRER G VLA ULECE,, B &Rk 55 o i HE 53 LSS AIE SSH iR
55 Ui 1) L5 S B A

SSH # 1 J L-F- 7T DURIATAR] S 8L ) A BH B Bl 3 i i XSl 25 72 S W 1Y
FIAASHAIE T A TR S A A — AN LR EE S, A RGSLRIIT IR
THEHT VB PRI S, DUORYPIGAE IR BRI BV E A s

TEME R 4R € M HME L — 28 EMNEIT SSH sLEl 1%
ZJa, e RAEN —IREHZH, E8n—ERAEN =5 E. R
Bt pe e i e me A (AN L =8, X — 13 B AR A BRI — B A A .
5.2.2.2. \IE

— BARR E R @ — DN B BREAE I RS AL IEAE B, RS & ks P
Ui I SCHF IR AS R OAIE 7325, B H — DM RAEHm AL IR 25 44, B N — 1%
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e SRLIFTIRIBE P 0 M 55 B R F R GEVI0. RS 18 5L T
o ARG % 7 iy S A FH P SRR e b — b 0732 ml MR 25 i i3 AT A IE

SSH IR 45 i A1 vty ] LA G A8 AN [R) 28 Y (1A E 7 20, b 5 # B Stk
foodas il B o MR 5% v P DAk g e T I e A Y, e W DASCREMR S 02 7323 2% 7 i
A DA AT FH P 328 T A i 38 2% A IE 7 V2 RIS
52.2.3. i#iE

£ SSH A& %2 5 — IR MIEZ J&, BBl g2 BER (£
R RERRZMETH, XEETES— MR BN T R%.
XF SSH K, AN[A pd s #7E — N LR 2 i b R M—FEARITHZ
I . A2 IEIE ST R 2l 2 TR I R X1 2

AN AR Uity 10 A2 IR 55 i 05 T DAGI 0 (19 38 3 o A5 — A 108 T 2 P 7 i
PWIR T — DT« A% i SR STH — /N EIE R, 2 i SR A TE g
—HRRIEE . X EE BRSO %%%L%#ﬁﬁﬁ%t“ pullie
—K, AFRBHMSEAASHEF, JFHY—MEENSES R G, KT
17388 A 2> R T 2 ) SSH %2 .

TG AT LSRR, AT CALRIEIE DL BRI O ORISR B AR -
PUX RT3, R 4% P i el B8 IE O 24T R 2, B A 2@ i k% .

% 7 i R 25 i 1 20 7 O S A T R REAE , B R T P i 1 SR IR IR 55 2R Y DA
S PR B N 177 o IXRE AT BATEAS D6 O B L) S B e (A 1 00 A
FRAN R R B (I AR ety AR K RS 1

5.2.3. K& OpenSSH
5.2.3.1. BCE M

Bo B SAFA PR AF R, — RV T2 7 ke 7 (10 ssh. sep A1 sftp),
A= ZRFIH T M55 (sshd SFH2EFE)

ARG H I SSH e BA5 B RAF(Elete/ssh/ HF R, FHERER 5-11 RGETEH
(R E ST o e 1 SSH IC B AR B ARAFAE~ ssh/ H3k T (% H XAERR € FH
MR HFE), VEILRM 5-12 FreH P e & Stk

R 5-11 RGEEECE S

P iR
% T Diffie-Hellman 254032 #t 75 F4%
/etc/ssh/moduli i) Diffie-Hellman 2, Diffie-Hellman %41

A T 2 A AR = R R . =
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R A R S5 AR E R GEVI0 R G HE T

3

ik

TYPIE A SSH Ul (1 S W R Beg s i)
R, — DN ILEREEE R, i ET
IR AT SR — 7 BT g » XA EEBE
JE B RARBE TN LINIE .

/etc/ssh/ssh_config

BRIAH SSH % Fromic B0 F. He, R
~/.ssh/config /-7E (TG, 1% 3B B 4
~/.ssh/config 78 75 .

/etc/ssh/sshd_config

sshd 747 HERE AL B ST

/etc/ssh/ssh_host ecdsa key

sshd 547 3ERE AT 4 FH (1Y) ECDSA FA8H

/etc/ssh/ssh_host _ecdsa key.pub

sshd 73 F2 Fir 5 FH 1) ECDSA A%H.

/etc/ssh/ssh_host_ed25518 key

SSH WA 1 1) sshd SE47 3R A48 FH (1
RSA FAEH

/etc/ssh/ssh_host ed25518 key.pub

SSH WA 1 1) sshd SE4733EF2 A48 FH (1)
RSA AH.

/etc/ssh/ssh_host rsa_key

SSH A 2 1) sshd 547332 A48 FH (1
RSA FAHH.

/etc/ssh/ssh_host rsa_key.pub

SSH A 2 1) sshd 547332 B 48 FH (1
RSA 2%

/etc/pam.d/sshd sshd P FE () PAM P & 0.
/etc/sysconfig/sshd sshd Jii 55 1 Hic & SCA .
FiE 5-12 R AP B E
XA i34

MRS i R B — DA AR . 2% P e
~/.ssh/authorized keys B S5y, RS il i A & R Z S B
[R5 44 A FHRVIE S P ¥ o

~/.ssh/id_ecdsa 38 F 7 1Y) ECDSA A\ 8H.
~/.ssh/id_ecdsa.pub F /i1 ECDSA A%H.

~/.ssh/id_rsa

SSH Whs A 2 1 ssh FTfdi FH i) RSA FA%H

~/.ssh/id_rsa.pub

SSH P iRAS 2 1) ssh BTfdi FH Y RSA A4H.
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SR LR T P 25 AR AR AR RV 10 R H T
XA it
~/.ssh/identity SSH WS iRA 1 1) ssh FT A FH ) RSA FAHH .
~/.ssh/identity.pub SSH B ARAS 1 ) ssh BT FH ) RSA A%
A5 F P U5 i8] () SSH. R 25 i 1K) =ML EE £H o 12T X6F
~/.ssh/known_hosts THAfR SSH %5 1 i 1 AE 382 IR 19 SSH R S5 by /&
IREEM,

RECH 5% SSH. e B AR b Frfdi FH I & Bl 48 2 {5 B, 7§27 ssh_config(5)
Al sshd_config(5) T/t 7 I .
5.2.3.2. JA 3l OpenSSH H.55 i

T8 b 254 %% openssh-server £ J5 7 g1z 4T OpenSSH Ik 55 i -

B YT 21 38 sshd sFPERE, 15 PA root P 1E shell 5 2 ATHRTT R
BN %

~]# systemctl start sshd.service

B AT UG T 1EIZ 4T sshd sFHERE, 15 PA root FH 7 1E shell iy 21T H#87R
FFREIALL N

~]# systemctl stop sshd.service

SRS E G B B B0, 5L root AT shell v 4T 42
R FHALL R4

~]# systemctl enable sshd.service
In -s '/ust/lib/systemd/system/sshd.service'
'/etc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. f#iH SSH AT A2 1%+

Tk SSH BIERYEMEN, MazzEibff AL ErEEI . &0, H/H
Y R AT BEAE — D SSH I A (R SR I, B XNHEZ 5 1 1] Telnet
R AER T o R EAEH RS L4 telnet. rsh. rlogin Al vsftpd.
5.2.3.4. fi AT 2 HIIAE

NTHES—PRRE RS Z A, " LUER SSH %X, AR5 s il i 2 T
FHRAUE, FEEERBAGIE . ZEXFE, TE7E vi 8L nano SE USRS 4T
FF/etc/ssh/sshd_config FCE S, FFK PasswordAuthentication 2EIUE N UT R P

e

A
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PasswordAuthentication no

URAEASRAE — D BN B RGP EAT 1A, 1A A& B SR R
A 15 & PubkeyAuthentication no &, N EmAEERE BRT, WA H B
BECE AT N, AR A IR Z J I — T TSR & R R .

N T BEWAE ] sshy scp BUF sftp M — N2 )7 S L i 42 2 I 55 o, 1 44 IR
AT PBRA B — MBI . 1R, LB P R FH 20 0 A

HRIT RELME e R 55 AR A R G V10 BRIME A FBCAS 2 ) SSHHiMMURT RSA 4] .

R
ARG A root HI S 3 ek T DB, R4 R root HIJ BEWS 3 IR LL 5 4
E:

IR IEEREEIERI RS, AR Z T BT, &~ ssh/ B3k, 1E
HIGE, HHEHREMNEEHR. X—dBETFELRSE LA P 3UT, O
root FH /7.
5.2.3.5. A RERNY

FAE A SSH PR ARAS 2 ) RSA S35, 154 LR 5 B -
1) 7E shell i 2ATHRRFT THIA LT a2 2E B RSA %

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) PR R EA RS, Rl~/ssh/id_rsa.

3) A4, I HAERRFIN I E R ANZ O 2 AT 24,
T AN A R RN 36 i J8 000 I P A (] R 1

4) BOABOLT, Ki~lssh/H BRI BN rwx------BGE LU\ BEHI Rt &R
AN 7000 IXFEY T IR A XTI USER R & HH AR . W1k
AE, FTRME I PR fir & R HEATA -
~]$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) R A<, B APIRH 2 — G fErLEs L.
ssh-copy-id user@hostname

WRAHMAZERE, 2o E il —RAE S~/ ssh/id*.pub A%H .
AR, AT PAE E A SCHEA
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ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname

% fir 4 & ¥ ~sshiid_rsapub [0 9 A I B G AR OE B P A8
~/.ssh/authorized keys X4+ . & authorized keys XA EAAFE T, HHKS
BRI R E .

TLA R SSH PR UAA 2 1) ECDSA % 4%), 154% LA D B -

1)

2)
3)

4)

5)

f£ shell fy AT AT A LL T & 42 ECDSA #4147 -

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

T2 | ZERR TR VOB A 1B I BR A B8 12,  Rl~/.ssh/id_ecdsa.

N — 2, I HAESORBIARI iR RO AN Z E 4o N T 2 i,
T AN R RN 60 36 i J8 000 I P A (] R 1

BN DL T, B~/ ssh/ H sk AL IR ¥ B A rwx------ 3038 DL\l ARiE &
AN 7000 IXFEY T IR A XTI USER R & HH AR . W1k
ALEL, AT LUE I BN i & R BEAT WA -

~]$ Is -1d ~/.ssh

drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

fEH LU R 2, B AP EH 2] — G a el L.

ssh-copy-id user@hostname

WRAHMARZERE, 1Za 2Bl il —RAE S~/ ssh/id*.pub A%H .
ALk, AT DA A SO 4

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

1%t 2 & ¥ ~/.ssh/id_ecdsa.pub 1) P & B i B &K A & B WAL AW
~/.ssh/authorized keys A4, 1R authorized keys A CLAEAFAE T, HiHK &
BN B Z S R R -

H L

AN N, AAZERESIEMA, X—RAIEFHEER,

5.2.3.6.

OpenSSH % J7 ¥

T 2522 3¢ openssh-clients £ )5, A HE I P i . #4332 452 2 — > OpenSSH
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
M o5 (B2 W 4.2.4 SRR 1 MR CEHRIATIBLIE = 2 55 & 4R A E R G
LRI

5.2.3.7. fH] ssh TH

ssh THATPLEREE R 3| — GBS B, IR BT a4 o & &5 rlogin,
rsh 1 telnet F2/5 I — N2 2 B fit

A telnet A AHML, (A PAT A & &k B — G el ds b

ssh hostname

W, BESF]—E 44N penguin.example.com [IIZEFE ML, 7 LALE shell iy
AT A LA R a4

~1]$ ssh penguin.example.com

i 2R 2 U IEAE A A AR LS 00 P 2 8 5% iR IE AT e — A HE
FIH P4, EEHL N4

ssh username@hostname
4, LA USER &3¢ % penguin.example.com, &% A LLT a4
~]$ ssh USER@penguin.example.com
S — IRWIARIEERS, RraE 2IAa T ABEHEEE S

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f.

Are you sure you want to continue connecting (yes/no)?
FE R B0 HE P B I BT, FH P NAZ G AR AR EN 2 5 1A . H AT B
17) IR 55 S 4 7 BE GA DAV RS B2 IEWR Y o X Z DA —Fh 22 ) e L i1 T7
AT o QR AT DU AR S5 3m (9 =NV B, W B A BAR ssh-keygen fir @K
K AR

~]# ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

I yes e HHIFINER: . BB SB B —NF RS e ma &
P ENAIRSEFES, P NN E D R
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Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of

known hosts.

USER@ penguin.example.com's password:
HE Y
ISR SSH AR 55 i i) AL AR 1, %0 ks @ R0 P IE R AN RE AR 2,
B AE B 55 i 1) SE AL 25 BH M~/.ssh/known_hosts SCAE IR . SR1T, 7E3E4T UL
YEZHT, TEBKAR SSH ARSSImH) RGUE B O, SR UE AR 55 3w BoA ML 212k

LM~/ ssh/known_hosts LA HIBR — A28, AT LA W0 R4
~]# ssh-keygen -R penguin.example.com

FENFND 5, Bkt NIZFE EHLE) shell ar 4T FF T o
Alafett, ssh AEFP AT DARRAEZAE B EPAT — 2% %, T A&k E shell
4 TR T
ssh [username(@ ]hostname command

) 4n,  Jetc/kylin-release 3C 1 2 A S AE R 40 il A 15
penguin.example.com FiZ AR, i

gy

o HAFR

~]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

KYLIN Linux Advanced Server V10release V10Update2 (Potassium)

AL EN )G, e BoRim i EVIRIE R GRAER, Rk
K3 [ B A shell #y SATHERAF R .

5.2.3.8. ffi[] scp LA

scp AI DLHISRAE ML (A8 — AN 2 s pd e oty . it b, &
1 rep B AL

BRI — N AR RE R G, ATUME IR a4

scp localfile username@hostname:remotefile

2, 4 SRS AB K taglist.vim %% £ 44 4 penguin.example.com 2 AL L,
A LLTE shell i 2ATHRATT FHRIALL T 54
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~18 scp taglist.vim

— kA LR E 2 A O . EAL B vim/plugin/ H 3¢ K 1 A & )G R L
penguin.example.com FJAH[FE HZ T, A PAHALL Fdr4:

~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
TR — AR S B A R G L, AT DU ] DA i

scp username@hostname:remotefile localfile
B, FMGZAE T E T vimee BEE SO, AT RN

~1$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. fEH sftp TH
sftp THEAT VAR RITH — A2, R BN FTP . ekt b, B2R1
T ftp, ANFEZARAET sftp T T — AN s &,
EREFTE RS, AU TR a4

sftp username@hostname

flan, #EAffH USER H /& 563144 N penguin.example.com FJFE 41 L,
CIRVR PN

~1$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
IR IEFI B J5, BRBSE B sfp My SATIRRAT. sftp TH
A LUd H— R G fip R A2 (= WEHK 5-13),
K& 5-13 HHK sftp v d

iy Hhiid
HIH— AR H RN A . WA SR AT H %
SRR, BRI 4 ET 8 CAE B %

Is [directory]

cd directory Pl ts TAEH K2R EM HE T .
mkdir directory B — N H 3%
rmdir path HIER — AN H 3%
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we ik
put localfile [remotefile] | KA SCAFAR S R FE FAL L.
get remotefile [localfile] B ENL BB TS A L B
B A 2 R h K, 15255 sttp(H)H P F Ml .
5.2.4. ARAL—DZEH Shell
A A A AT A A TLm%Hﬁ%ﬁ%ﬁﬁ%%% 4T A M
, ATLAERL SSHEIERAT X11 KTEMF A . 8, @I TCP/IP ¥k, REiH
meﬁﬁémméﬁﬂu%%ﬁh%%SMMJﬁb
524.1. XI11 ¥R
TOEI SSHIEEATIF X11 1, wLMEA LA R R fr 4

ssh -Y username@hostname

fhn, ZAFHR USER H &334 N penguin.example.com HEFE F 41 L,
CIRYEETPN

~1$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

LA shell A 2ATHRTE NIgAT— X FE/FIT, SSH & i AR 55 i 2=
B —ANHT I A I0IE, X P27 5 i X A I % B k0% 2% - i plgs b

R, ERAE X1 HRZAT, LIEITRE RGP 20 X & IRt LA root
PSRN CUT A2 0] L2223 X113 0 2.

~]# dnf group install "X Window System"

LR T PRI ANEZELE, B2 4.2 MR,
X1 FRARFA M Blin, X11 Fx TRy LITHN R E ] TR —4
LR EASW . BXF, SEfiH] ssh EZBIMRS o, IREHIA-

~1$ system-config-printer &

CITENRE ] TR & Eon ik, il BEZ e B b2 e ic &
TER.
5.2.4.2. iR

SSH W] LA e s 11 4% 22 4 I oAt AN 22 4= 1) TCP/IP e AR X —3%
ARIF, SSH k5 ui A T SSH 25 P i i) — AN In& 3 .

S 11 R H) AR D R e 2 7 i ) — > A b i 1 R 380 e 55 i ) — S R
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LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
Uiy 11 b o SSH AT DA MR ZS s 4 AT 255 v 11 B S 2810 2 7 g PR Ao 1 o IX—HORIF:
AN i 115 T AH VLA o
H Y
BB U 7 R MW 1024 LU 3 1, 75 2 root 245 El"ﬁj? ] AR
B — AT localhost _FFIERE TCP/IP iy ¥4 ki@ iE, nf UEH LR
MR

ssh -L local-port:remote-hostname:remote-port username@hostname

i hn, EAEH POP3 @it —AN N iE #4075 44 4 mail.example.com k55 2%
EREREE, PTRASEH BL R 4

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— H% P i LA R S A ik 55 2 < 1) 1 ity 1 98 R d e v w5 ik 4 5 3t mT DA
—> POP3 W% J' i £E localhost b A8 1100 S I SRAG EETHEAF 1o ARATESS
Fin R4t F AT 1100 S I RTE K, #OKE B 22 443 7] mail.example.com k55 %%

U mail.example.com WA IE4T SSH AR5 Uiy, (2 A — W45 H (1) 5 — G 4L
#1817 1 SSH M55 m, A4 SSH ATISRAT LA RN EREFAT 2 il . 48R, f#
FH Ay & 2 0E A A A

~]$ ssh -L 1100:mail.example.com:110 other.example.com

FEIX il rp, P HLER (0 1100 3 11 H 6 POP3 3R, H@ it 22 3
1 I ) SSH ZEF2 4k % & 3] SSH il 2% %ifi other.example.com. 2R J5 , other.example.com
4% 2 mail.example.com 1) 110 i 1 RAS 2B . 1 =, 7R X —HORES,
HA % i Al other.example.com iz 55 B 2 [8] %2 2 22 4 1

Uiy 1V AR AT DL SR E ok o 28 977 K ik 22 A R UAE 2, o a0 BT K L B R
VRRSUT (8 P A s 11 CRP 22 5 1) /Y SSH ER IR, H & FHZE 70 3L e i U5
], ABAAEEAE PN & ML R FH Ak BH Z€ v @A R 2 AT e, REDE
AT [R]85 8 — SR 70 I SSH IE AT H 7€ [m] B A o

HEUL

DLIX A7 2R A FH B 11 R ARG R AT 3 I, W SUVR P o R 40 IRAT:
o] FH P AR RE R BIAH N AR 55 b o R P i RGNR, Bl B RIFERE S UT
7] 4 2 RS o

g D R RFEEH G, 7] DA AR 55 Ui /ete/ssh/sshd_config SCAF A1)
AllowTCPForwarding 11 ¥% B N No, JFH 5 sshd k5%, RAEH im 15 & Dhfe
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5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & —MEEA R ILERE,
A Pk AR s ) e v L

TigerVNC K IR 55 -2 P i e A . IR S5 om 35 = it (vneserver), %%
Jui (vneviewer) &4 3% it o
HEHH:

AH bl CAAF SR VAT B BB /= S I 55 2R A E R 40, AR IR LB = R IR 55 2R B E R V10
B ) TigerVNC ff A systemd R A& H P R FTRE . B & XM
Jetc/sysconfig/vneserver & ¥k T /etc/systemd/system/vncserver@.service .

5.3.1. VNC %%

vneserver _|E K3 8— VNC (Virtual Network Computing) S[fi. &+
f8 FHO&E 2 Ik Tia 47 Xvne, JFE VNC =l E 23— M & HE B S . vneserver
ARV P E— S Las EIFTHEAT 2 DML 20, 2 51X 8% n] DT 25
= 1% i ME A B T
5.3.1.1. %2%& VNC R4 i

% TigerVNC %5, 15 LA root A P AT DL R fn 4

~]# dnf install tigervnc-server

5.3.1.2. FLE VNC R % i
VNC x5 3 o] MG E 79— DNEE D (i KB 7 IR AR T &R
gi b B — MR, PRI E S ISR E . P Mg 1, LR e E
LR[S
(1) K45 E H P 5 ] vneserver@.service 3 4 £ /etc/systemd/system H 3 ( A
smbuser F ' 1)

~]# cp /ust/lib/systemd/system/vncserver@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) B4 service A HE<USER> 4t il S i) FH

~]# vim /etc/systemd/system/vncserver-smbuser@.service

# The vncserver service unit file
#
# Quick HowTo:
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# 1. Copy this file to /etc/systemd/system/vncserver@.service

# 2. Replace <USER> with the actual user name and edit vncserver

# parameters appropriately

# 3. Run ‘systemctl daemon-reload

# 4. Run ‘systemctl enable vncserver@:<display>.service"

#

# DO NOT RUN THIS SERVICE if your local area network is

# untrusted! For a secure way of using VNC, you should

# limit connections to the local host and then tunnel from

# the machine you want to view VNC on (host A) to the machine

# whose VNC output you want to view (host B)

#

# [user@hostA ~]$ ssh -v -C -L 590N:localhost:590M hostB

#

# this will open a connection on port S90N of your hostA to hostB's port 590M
# (in fact, it ssh-connects to hostB and then connects to localhost (on hostB).

# See the ssh man page for details on port forwarding)

#

# You can then point a VNC client on hostA at vncdisplay N of localhost and with
# the help of ssh, you end up seeing what hostB makes available on port 590M
#

# Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#

# Use "-localhost" to prevent remote VNC clients connecting except when

# doing so through a secure tunnel. See the "-via" option in the

# ‘'man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]
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Type=forking
WorkingDirectory=/home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %1

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target

(3) #AT systemctl daemon-reload
5.3.1.3. Ja3) VNC fiR55 %

LA ERFITHLE S 3h VNC kS5, ELEM AT IR E BoRdiT. 1£53.1.2
BC & VNC k555 T BB <Oy 50— P B VNC 2o i R iC & S4B AT:
EHRM A A, U % ¥4 systemd Fl Bongw 5 B . i — N 200 &
NG KIAAT LR A2

~ ]# systemctl start vacserver-USER 1@:display number.service

WA LIRS E RGBT B3G5, 2 )G, &R, vneserver &
ZABNEBN T . Lhroot P HATLL N4

~ ]# systemctl enable vncserver-USER 1@:display number.service

IXEHEE, HAH e AT —A VNC BEEFET, PLURE IR R ga 5 A
HADRIEFE R VNC kS5 . B a2l 7 —MNERAET, #HaBrizs
T — 2] o 3X AN SEBITRT B AR BLAs B IEAE 5o B SEBZ A HE E ) o

RIS P A AS R B~ B B VNC k55 3

T WA O AR E & VNC IRk %5 i vneserver-USER_1@.service Al
vneserver-USER _2@.service, %A LB AR BRdw's . Blan, DLRar&ke
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SR LR T P 25 AR AR AR RV 10 R H T
fi USER_1 ) VNC k45 ImfE Boxgm*5 3 EJR3), 1 USER 2 #) VNC k55 ikt
RS 5 LR

~ ]# systemctl start vncserver-USER _1(@:3.service
~ ]# systemctl start vncserver-USER 2(@:5.service

5.3.1.4. #1F VNC £1F
FKALTF 5 H vneserver ITFHLE A3, AT PAZEIZ RS ITFHLE & 30

~ ]# systemctl disable vncserver-USER 1@:display number.service

S, B RS EAEZATI, 40T BLLL root FFHRAT LA R Ar 4 k4% 1E VNC

K55 -
~ ]# systemctl stop vncserver-USER 1(@:display number.service

53.2. HE-ACHEENEHD

BINE LT, —ANOEZH P A — AW X RS umigftn. EERmS 0
. AR PUE A TigerVNC IRk 453 1) xOvneserver SR 2 A0AT T 510

L. E-ANXEEH

EfH xOvneserver 22— NCVE KA P RIS, 15 3% LR D IREAE:

1) Lhroot P AT AT A4

~ ]# dnf install tigervnc-server
2) N EE VNC %

~1$ vncpasswd
Password:

Verify:
3) PACES S0 AT AT
~]$ xOvncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

MR KA DA N E T RVFIESR 5900 i, EFEEH S ILAE B AT L% 3
BoRgT 0 b, AR CEKM T BRM 52 W, 5.3.3.2 3 VNC B &R k.

53.3. VNC EE %

vneviewer J& — R o BITE H P AR IR 245 1 vaeserver [IFEFT .

R T H#RAE vneviewer, H—MEEVFZ 2 HIHH SR, Ed X% H AT LA
PATIE WD) A B, B BB S 2P RE. mlikih, Etmrid
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AT R S R AR S A B E R A VIO R EH R T
1 1 & R EEAE vneviewer. fE A7 24T H %I\ vneviewer -h A] DA% H vneviewer H
ZH0.

53.3.1. %3 VNC &E
B % Tiger VNC % i veviewer, 15 LA root I PP HATUA N4

~ ]# dnf install tigervnc

EERER] VNC RS 31

—HRECE L T VNC k%50, &k nl LLMET VNC &5 SRR 55 v
I
5.3.3.2. S VNC [t & [ -k 1%

0 AR DN 2 R, firewalld AJRE2FHIEIERE. O T ik firewalld SLVF VNC
Hefn i, o] DU 2 19 TCP i . 48 H-via O, HdR R
it SSH i 7 E g, T SSH % [ /E firewalld HER A M
ST

VNC AR 45 i R iy 112 59000 ZE75 B8 A2 5 PR 07 I (193 15, AT LA
FA BRI 355 15 B P e BoR g S . Bldn, X8 AN EORBE: 2+ 5900 =
5902,

ST BRGS0 2] 3, nfLAEBER A firewalld X} VNC IR 55 1) 52 FF R 4k,
HAR R DL 1 service IEWURIEATH . R, X T KT 3 KB RHES,
ST N [ 1335 H2 AR Y H (4 < H R R T VSR I

5.3.3.3. {{iff] SSH i&E#:3] VNC IR 55 b

VNC & — MR B 1 SCAR P 8 W, 7RIS HR A A 1) 22 A AL R BT
AIREMI BT . N T AEIEAE %4y, 8 nT DUIE I 5 FH -via 328 T00SK o 2 445 11 A 45 it - 2%
FU e . IR TE VNC RS F12% - i 2 A B1) 8 — 4> SSH R%iE .

I VNC RS -7 7 e 42 1) i 24 0 F

vncviewer -via user@host:display _number
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BANE RFH

6.1. Web iR%%8

Web 55 #% Be 8 N H P AR i — P T web BUM 28Ik SS, 1@ LA TR R
Mg P AR 2845 B o EETHRAALH], IAE AT DA G 5E 22 [ % A oCRs 1.
9 web IS5 #A% FH B2 HESCAAE i (HTTP), P DARFR web k%5259 HTTP
i &

6.1.1. Apache HTTP k%28

TR LB v I 55 AR AR E R g AR AL T H web iS5 %5 22 Apache HTTP Ik
%45 (httpd), httpd WIRRAA 2.4, & 2& H Apache #1342 1 — PP I
web R 5525 -
6.1.1.1. HEEAH

httpd AR 55 4% il

AL IEF T SysV WA IA, RS E B G R A8 H apachectl 1
systemetl A7 2K E HRSS, AL service ir 4 1. TigH T &% httpd Ik
1451

AN
iy &

service httpd graceful

PR B T

apachectl graceful

E15%5 httpd ) systemd H G SCAF AV IE AL IEIAS, G 40 R B AN Rl # 4
> CHECHINER SR, BOAERTE graceful B JH 7
> FIERSSEE, BRIAE 2 graceful 45 1- 75 3K

AP
Al

service httpd configtest

w7

apachectl configtest

FAH /tmp

RN T IRE RGN, systemd BT CAFIEAT httpd SFH@EFERS, B £9/tmp
SR, RS /tmp #2453 T

He B A R

METRGH, AT RN & AR TRAE T /ete/httpd/conf.modules.d/
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H3&No N httpd F&AL ) —LER] Ingk b ho e i B S A7 T tk,  40: php.
fetc/httpd/conf/httpd.conf 3 #4 o (1) 3 E Bt B Il Include #t /2 H K #h 1A
/etc/httpd/conf.modules.d/ H 3% F ) include SCAFIY . 31X 5 = #RE £E httpd.conf 13
R T, BB conf.modules.d A HBACE 4. 7E/ete/httpd/conf.d HE R
I3, 72 IncludeOptional F87~ 0, £E httpd.conf SCAF )5 n LAHIA,
B, XS4 TE httpd.conf EARZ fEHEALFE .,

1 httpd HCPF A0 HR A ) — L8 e B O

> /etc/httpd/conf.d/autoindex.conf --- Fit & mod autoindex H%Z 5|

> /etc/httpd/conf.d/userdir.conf --- FC B o] 5 ) H & H %, fl 40 :
http://example.com/~username/ ; A T ZA# I, NiZZEHXMEINIIA

> Jetc/httpd/conf.d/welcome.conf --- {E4# F - AR A, 24 http://localhost/
BAHNEREOT, Bk FSCE R 7RG T

NN

BRSO T, $2EE hitpd.conf AR IRNICE .. VP2 % ILMACE, W
PLATER D & ) Timeout B¢ KeepAlive EXANF# A1 E 1 T ZmiDis & ik
HUAR T o &F X BT A 0 B 48 7 00 e ) 15 B A TR DR .

A WTEVEAR

IR HEMNIUA [ httpd 2.2 Ko BIEFZ ) httpd 2.4, MIAFAEA KET G A
A httpd BL BiEVE R EB N, EE2H KTHLE 1 Apache LY, ESFH
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib PRASRY

FEARIA] TS v IR 55 2543 E R I R A, AR 2 A B RY (MPMD
AL T ASE R httpd Z@EHI 0. e 3T @R A AT DL “prefork” A
/ust/sbin/httpd; & T ZRFEALA 0] DL “worker” X /usr/sbin/httpd.worker

FEAR UBE S B 55 At E R i, RS 78— httpd. 3 > MPM fE
A IR ERIE 2 R ). worker, profork (default) #1 event, 47 EIN#E—"
MPM #EH, B] DL i 25 #5/ete/httpd/conf.modules.d/00-mpm.conf F & S 4F,
FHIE MPM R H i BB R # 2o 3, A0 AT LASEI MPM BRIk 1 .

AL AR B

FH A7 1 73 £ mod 1dap SEILELERY) LDAP & {7 38 uk A AL . T 1 706
mod_session $2 L mod session 1 helper. HH#T1 4> mod proxy html 214t
it mod_proxy html Al mod xml2enc. IX%&HAEL#S AT LA AT L 5iiE - 3545

TR AR Gt Rl
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AN F3 A% FH /var/cache/mod_proxy/ H 3%, HXUIMARZ 72 /var/cache/httpd/ H 5% T
] proxy il ssl T-H%

httpd FAFC R IRAE T BN R 24 M /var/www IE# 2 T /ust/share/httpd/ .

> /usr/share/httpd/icons/ --- 7 T —HH T HXZRII W EFr. FIHRALAE
/var/www/icons/ B3, BU{EIER I T /usr/share/httpd/icons H R Ko 7EBRINIE L
I, http://localhost/icons/Z&H % ]. fE/etc/httpd/conf.d/autoindex.conf SLAFH, W]
PATC B IR A7 B AR F A o

> /usr/share/httpd/manual/ --- /var/www/manual/ H % © & it # 3| [
/usr/share/httpd/manual/ H 3% . X4~ H 4% 17 K H T httpd-manual 34655 P 2
757 httpd ) HTML WcF o a5 2228 173X AN 84449, T http://lo calhost/manual
/3B %) 1E/etc/httpd/conf.d/manual.conf A4 H, 0] LD & T 84467 B A1 \]
Mo

> /usr/share/httpd/error/ --- /var/www/error/ H % © & i& ¥ 3| 7T
/ust/share/httpd/error/ H 3% . fEECABLE S, OBk 7 HE X2 HIEST HTTP £
{5 AL E . 7E /ust/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf
SO, BRI TG E SRR

SIS, BRI Al 42 )

T 46l S5k . AU RS H R E R 2 O R AE TIHEN SR, 7
A T B S8 Y Order, Deny A1 Allow $i5 4 Wl H 1% 1 Require 1572
H KX Apache X ™ W ¥ Z W M fF B , W A F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTRE RGN, CAF %% suexee —HEH] T, BUMARZ H2& SCAH
ROGHEINLE, RVFEMEINREE. 456 2, suexec WA FAEH
var/log/httpd/suexec.log HEM 1o MK, HEFEDHILR T syslog: ERINIEHL
~, ¥ IAE/ var/log/secure H E A

Bz L

H1 T httpd 238 7R € S, BItE, 5T httpd 2.2 #2055 3 J7IEHet
httpd 2.4 EAFRE M. XA, HUFEERYE httpd 2.4 BLHE: 1 S, % AR LA AR
ML ERE, &JE, FHEM. K httpd2.4 APL R E WG BVIER, S
&

http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .

FI 3 MUE A B B 1) apxs T $R AT SC A © 48 M ust/sbin/apxs 3T 7% F 1
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/usr/bin/ap.
I A R
FEAR TR BBE = R 55 St E R Girh, CABMIBRIY httpd BEERFIR MR
mod _auth mysql, mod auth pgsql
7t mod_authn_dbd H', httpd 2.4 24t 7 A& SQL ¥ R A UEL o
mod_perl
£ httpd 2.4 4, A IEZSZRE mod perl 1o
mod _authz_ldap
7E httpd 2.4 143 H mod_ldap ", ] mod_authz_ldap $2{it 7 %} LDAP ]3¢
o
6.1.12. HHACE
AT BE#r Apache HTTP Server version 2.2 it & S0, 258 bL A
1 T HRAFRA AR 1, KL, HEEMAIT A BERZFRZ R IE
T B0 DA AR T | A4 PRI AR, 75 22 B X 1 Hb R 4 LoadModule
FE7R I o
2. FEFREINECEE =07 AT, REEHmETA]. X EWE R E Y
O AR AR AR o
3. WA H mod userdir #He, NITE UserDir $8/ni7, 75 E$E4L H 3%
Sk GEH N public_htmD),
4. WEREAE ] Apache HTTP %4k 55 asiilh, WA KE M Z 2B E
(SSL) WXL HE(EE, #EZSE 6.1.1.8 Ji/H mod_ssl #il.
ATV AR i, A A e & SO ] BE B A5 iR

~]# apachectl configtest
Syntax OK

A KUNATH Apache HTTP IR 55 & FRL B I 2.2 UATH 2.4 WA, 5 E
http://httpd.apache.org/docs/2.4/upgrading.html .
6.1.1.3. 217 httpd %
A TR UM JE 8, 1515 J5 Apache HTTP, LA 4nfa/ 46 & Apache HTTP
HIFRAS . 9 T BEAET httpd ARk5%, BIJGHI LR fr @ WfiA 2 5 B4 %24 T httpd.

~]# dnf install httpd

T, TEERIT LI R S5 SR E R G, Ao L H A S A B R SR
ZWHEZEE, ESH 5.1 H systemd E B RFNMS -
Ja sh Ak 55
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H root I P AT UL N4, A 3) htpd x5

~]# systemctl start httpd.service

BT DL ir4, AT MR REESI S, E1B0RIE) hitpd k5%

~]# systemctl enable httpd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

2
R E L2 4 R 55 %5 77 208 8l Apache HTTP R 4545, NIHEAE RS G 80 )G,
S PUR TN SSL FAAH N 2R (1) 254,

1Rk S
H root I P AT UL w4, 151k httpd x5

~]# systemctl stop httpd.service

PATLLU R dr4, wT LS httpd AR 55 FEHRAE R ST HE A -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

EVE)iiSsy
ALLR 3 A5k, Al AE A httpd AR 55
Hi root I $ATEL T4, S 4 A sy

~]# systemctl restart httpd.service

XH, BREEIEXMETER httpd RS, REHEBE. B, £
R — A shAINEAE: (i PHP) K, 2HX NH4
i root FH P HAT LA Fan4, A DAE B NE A & -

~]# systemctl reload httpd.service

R = B2 1 httpd AR 5525 SIS IO EC B SCIF . AT A Y
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e BRI PR 25 SR AE RGEVI0 RGEHE T
ARV SRR 24 rh 7, 257 v B 4% bt 227 B 45 1R A5 B AR s BRI A 58 8
N B N 1T AN = BT AT A ISR, ) BAE root AT A

T g

~]# apachectl graceful

R = B2 1 httpd ARk 5525 SO INECE IOEC B SCIF, AT Y
AEARTE SRR 270 T TH B BT B 4R SR AE 2

FEARVT LI R B S5 2 R AR R Girh, AR E B ARG IEZE L, 1§
2 5.1 i systemd B R GRS -

BT 5 R 2
7 shell SR T, PUTEA T A4, W LUKAHEATF 1Y hitpd BRSS HOMRAS

~]# systemctl is-active httpd.service

active

6.1.1.4. Jm’EICE T
BRSO T, 4530 httpd B, 212HCEMS 6 -1 hitpd MRk 55 B & SO H 41 H
1) httpd k45 B & S

FH 6-1 httpd RFEE X4

B & #H o’
/etc/httpd/conf/httpd.conf F L B
/etc/httpd/conf.d/ A0 AE 32 B SO e B SO
(KT AE H 3%

AR, BOARERSE & T RGO, AR, AT EEHEL
e BT AR L. JER: N TR B REAER, e B SUE A
J& web k5545 A7 RUAE S httpd IRGSHIEZER, 1HSF 6.1.1.3 1217 http
H R 55 o
HEARSS .

ATRAR AR A2, A A B SR mT e B AR

~]# apachectl configtest

Syntax OK

R % 10 T B D7 V2 AR e I B SR R BB SR RRAS
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6.1.1.5. A AR
TR BAL Z5 M B ML HT S httpd JiR 55 & K AR I 5 5 KR SIS E X 5
(DSOs), MR ZEATTA AAEIZ AT A Bl A N AR B 8. £ AR L = 2 Ik 55
MEERGH, X LB A7 U /ust/lib64/httpd/modules/ H 3% T .
IEES
N T In#EEE ) DSO Kk, 75 ZH | LoadModule fE/R5l. . LIS
BAFEIE IR AL, 38, 76 /ete/httpd/conf.d/ B 5% N8 & H KL E SO
Sl nEEER
LoadModule ssl_module modules/mod_ssl.so
e, T EEE web JRETAFRINBAI . A KA E S httpd k55 HIE 2
ZR, 3% 6.1.1.3 1547 http KRS Y
HJR RS

B R
R ELAN AT DSO Bk, IR 2424 hitpd-devel 2K . AT LA R4,
5t AT DL SE 82 2
~]# dnf install httpd-devel
XA B A A W @R T R 1 include X, header SCAF RN 136 AR i L
H. Apache eXtenSion(apxs)» T2+ o
— BB, gl AT fr & R @i 1.

~]# apxs -1 -a -c module _name.c

i A RS, BT LU INE Apache HTTP R &5 2% H e B i) vtk s e .
6.1.1.6. W E MM

Al LM$ A Apache HTTP IR 55 a3 00N B L ENURHE, SCIET AR 1P, F
BLAG A S 3R A AR I 2445 B IR 55

NoT W B OE T OFE N &L MR B E N, WO ¥
/usr/share/doc/httpd-VERSION/httpd-vhosts.conf At & 3 14 3] /etc/httpd/conf.d/ H
T, & @@Port@@Ff@@ServerRoot@@ 5 A7 FF « HRHE 75 2 H 7€ ill L I,
T BT R o
el BB ENLE E SEp

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
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DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access log" common

</VirtualHost>

VEE ServerName W22 A XU DNS 44 . <VirtualHost>%5 7% 11 7] H € PR
4, WA FIRS AT R ZHER RN ECE . B8PS 1) User M1 Group 7£
AR T, BUMAZ /2 SuexecUserGroup.
RVE:

U R ) RO, AL T o AN B, TR R SRR R, 121K
1 Jetc/httpd/conf/httpd.conf A )4 Jaj 45 7 Tl Listen.

NT B E R BTN, FTEHEE web IS4, A XRUWATEE httpd Ik
SMELEE, E2E 6.1.1.3 1847 http FIRS K

HF MRS

6.1.1.7. % SSL k%5 #%

LRBEET)E (SSL) J&—Mae i Ir 55 28 A% 7 o b AT 22 1@ W in
il fE%E 224 (TLS) WhiUshs& SSL MY JE A i AT, HEWS il {1 e fL AN
P22 A PERI 528V . Apache HTTP IRZ5#8F1 mod_ssl BEERIf145 &, MIASMEF T
OpenSSL T LA H, GEUSHRAEXT SSL/TLS (34, MHFRE N SSL AR 5%
LR LB v I 25 AR R E RGBSR AR T TLS SEILY) Mozilla NSS. mod nss f5
Bt 7% Mozilla NSS B 37 .

AME HTTP &+, AETRe a2 e M AH T DL EICe . Frid HTTPS
FELE HTTP B3N 1% SSL/TLS WISCHE, & Refhd &5 N A A1 I FliE 2.
AR EEFEATE Apache HTTP R4 S ECE I, el Jo FH b SRAREER (1) — L FE A Ty
%, Te S AR RV A ZE BRI R

NEIA U 5022 4

FAE B T Al . fEERBNFRINE A, F5 1wz AR F
TR S AL . SR, AEASLEEERIRINE HoR T, A 2 AN E AR
—MREBERENFH; A IR, ALAH. A HRE N EEE R
BEFH 0T B I RA B R AR RD s FHRABH AR () 55t X B8 P X B2 ) A B SR AR A

N T T SSL SsSB4 i8R, SSL R 5% 2% 0 Zi A% A B E B K LA (CAD

% 101 W / #3017



£

B R R = R 55 SRR R SEVI0 RGUE B 5 T
BB B EEA RS ASSMEE (Bln. RS54, A
&y WHEAE S, BFBAMEEE CA R . XA W] DU R € IE
PRI O TIESS, FFHARBMERTT B e,

P VAR T web EENLHTH SSL RN, 20 A web kS5 EHIRBEHIIES .
IARAERBA BT AE CA HUIREAL , BEEUEFS F IR WL ATE BRI EHLA AT
i, web k55BN, 8H M W SEH RN ARG R .

BOATEOL T, KZHOE S EA 440 2 K SERE RIS . 1IEH
NN, WEZERSASN, BATEE - NEER CAIES, XFE, R&M
BT VS RIEERE 1, B, SN ARG R, R, FEANERZ
AMEAS . T LRI AR, B2, M5 8adiE ] g,
b, SRAHERE R T REE A IS CA. MIRIEZER, HSERKRRK 6-2 BFEN
YA T IEE R CA.

R 6-2 AFNRAH/PEE TG CA

web ¥ Y328 ® o
Mozilla Firefox Mozilla root CA #1|3&
Opera Opera 1] F FIRRAIE 1
Internet Explorer Microsoft Windows 1] F (AR IIE 15
Chromium Chromium project AJ F AR IIE TS

FE#ET SSL MRSSasit, FEA R —AMEBIERM—ANEH, KRG, KIEIER
TER, A A S UE A SO AT BREB MU . — B CA Bk T & HIEF 1 KA
FHIER, B KIE— A0 AR RSS #8 —E (i A AR S fE. Fak, e
Bl ANEBLER, EAEEH CA N TE4, Fik, XAUGE T Ll
HKANEWSE
6.1.1.8. J&i F mod ssl B

R AT mod ssl B, #Z—-> SSL 8 HTTPS k5545 ik, MIAEE
TN B (40: mod_nss) £ FAR A3 o Sim 1 443 2 BRIN HTTPS
Uit 11

AT H mod_ssl #EELAT OpenSSL T H. AU, #37—A SSL Ak%54%, NIFEEH
%% mod_ssl Fl openssl ZAF4L. H root F P AT LA iy &l mT DL SE e 3«

~]# dnf install mod_ssl openssl

RS, 26172 mod ssl KD B S /etc/httpd/conf.d/ssl.conf, ERINTEIL T, ©BEE
7f Apache HTTP 4528 M E . O 7 i, FEH )T httpd MRk5,
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KN ST LB 5 0 PR 45 SRR R EVIO RS B T
WESE 6.1.1.3 B4T http HIIRS T E R RS .
BB

1E4 POODLE: SSLv3 vulnerability (CVE-2014-3566)F1 firffiid ff), Kylin A~

HEFE S ssl, ZEUUA# A TLSvI.1 B¢ TLSv1.2. f#iH TLSv1.1 A] LAS2Hi (A 5 3
K. BARWFZ =2 R SSLv2 X SSLv3 Wil T, FERNEH T e,
Hig, MAELRAE GRS EA.

£ mod_ssl Hj5 FHAIZE A SSL #1 TLS

N e FHARNEE R 96 2 A SSL A TLS Wit BE T ATERC & S0, it 78
“ ## SSL Global Context™ 4> % /M B SSLProtocol f 7~ Wik 4= 7 ja FH /2%
SSL, ] AFEREN“VirtualHost” [ “# SSL Protocol support”H 5L 2 %5 R I\ 10>k
SEWL . AR B AR MR ENE 82T, MR R NRE. N T
R AR A, & B 51 RE AT DU AE“ SSL Global Context” # 73 K $i5 7€
SSLProtocol, A LAFEREANIR I AL ENLA /48 8 E, HEE W ESE all.

6.1.1.9. i FIAAAEI 2 HANE S
A DU © 8 B AAIE TR EC E SSL IR%5 4%, MRS, (A2, a2
FRIE TR AN AT LAY
1. [EfEEMCIP 8iis 44
UEP AR 8 1) 1P sk 44 i AE . R, Ry —RA T, iE
Ft = AL
2. IEFESE M VeriSign Ak T IE 15 1 IR 55 a5 14
VeriSign /& —/ FH BIUEBMUR A, B0 REE s, 1P HihkFlis 44
WURAEFS e — BN T3, UE B ok
T LR A SR A, # R B E R AE IR . AR EZHRER, ESE 6.1.1.9
A BT S ATAE 15
R EAS O R HAE, W E 5551 48 5% S 2 /ete/pki/tls/private/
Al Jete/pki/tls/certs/ H 3% o AT AFHAT LA T A2 SEH -

~]# mv key _file.key /etc/pki/tls/private/hostname.key
~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, 7E/etc/httpd/conf.d/ssl.conf Bt B XA, W FF4T:

SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

NTREFNEE S B, ESE 6.1.1.3 1847 http IIIRS T H 5 RS
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Billn. AEHISK A Kylin %24 web IR 55 88 K PAANES, 407K fos:

~]# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key
~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. 4= BHT & AAFNE 15
NT ARG BZEARNES, £RSGTHBILEET crypto-utils ZAF L. H root
P BT AR iy 2 0] DLSE il 22 265 .

~]# dnf install crypto-utils

XA SR T — A AN B SSL AEH AT ) T 5 S genkey N TR,
BREHS B A B A

HE Y

R —ANFNE BB DA NEZGET, BHAFRE N ARMFIS.
IXHFE, A DU OR 2 i ) A AR UE T S 1, S vy e T . A TH B E
XFHSEIEHAER, FE i root I R4 B4R genkey i 4

~]# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

HriE
ARG, WA RHE BN SRR, MIIAT genkey N HIAE
SR BB, B root HI P HAT AR i, BRI E S0

~]# rm /etc/pki/tls/private/hostname.key

H root FH ' HUAT genkey N AR, F5Z N HEHFE—NEEMENAL (.
kylinos.example.com), 1 FFis:

~]# genkey kylinos.example.com

6.1.1.11.2y HTTP A1 HTTPS Fc & [ -k 1%

BRINIGOCT VAT B o= IR 25 #8454 R4t =2 A )5 FH HTTP A1 HTTPS 1.
EARGHE L — 1 web IR 2% )5, FIH firewalld fR45, By k8%, whnl LUg
Fi HTTP F1 HTTPS 7 -

H root I AT LA R w4, WU A HTTP:

~]# firewall-cmd --add-service http

Success

Hi root ' $AT LU d4>, W LLJS A HTTPS:
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~]# firewall-cmd --add-service https

Success

FRAGERE G, ZEBEURAKR T . N T EREBEUK AL, RFELE
PAT BB g 2B, N E--permanent .

A HTTP A1 HTTPS [ 451 [ 1 7]

1 root HI T HRAT BA T dir 2, AT DA A i B Sk i 70 VF U7 10 AR IR L8 0

~]# firewall-cmd --list-all

KRB ZR T, BARPIKEEEH T, B2, HTTP A HTTPS &4 ft
VRIE I By K U 1] 1

— H R VF@E L By kBRI LAY ] HTTP A1 HTTPS 1, AbAddr Liddn 4, #t
276 B services T _ L&A W R IME B

services: dhcpvo-client http https ssh

6.2. HFMREH

6.2.1. OpenLDAP

LDAP (28 H Ui il &—Hmmvi, FskviafEm g g7
i E R BT X.500 HILZhruE, H2 /DR REMBTIEHER, Bril,
LDAP #FRAE X.500 FrifILati 7= A i — AN AU RRAS

& X.500 —#f, LDAP RH H 450 277 20 X 8 H 7] AF i & FiE 2.
g, Hitk, FEIESE, R DGEEPIT MEE(E B RS NIS) KA,
TR NAEATATAL A Bt LDAP FEi4 5 W25 40 m LA il Al AT 0 7

LDAP &% FH TP ERH A, AP Rl RahiE. SHaErEN
—AN LS H 3, SRV T A P RS R tkAh, ERTRASI A
JUEIHAR LDAP RS54, AT AL — MRl 2 3R1E B E. R,
Fe i W N AT 1A ELZNA, FlnRss . BUFESIITAMRANAF .

6.2.1.1. LDAP /%4

i client-server & 54544, LDAP G — i 2% v] o5 ) ) 03 5 B
Ko MR B IO A B R B IS S, MRS Inil H P 2 S A B
PIRLRR, SR WS FF RS EE B N O A T # R NS 2 2242, Transport
Layer Security (TLS)%5 A5 iS4 F >R 97 1388 i ok A% 4 ok Bt

LDAP IR 5588 X 2 M AR FE R 4, & B AT DIARIE AR R oK, A 211k
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LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
. BN CAEHEE LRI mIEE I, B9 LDAP k55 a8 2E47 1845 () B H AR P
HiRZ, JFHALEMRE LEESE .
6.2.1.2. LDAP Ri&

N AE A F HE A LD AP-specific Aif:

entry

LDAP H MR —24HM. B—A> entry 38t I 73 2K 2 X (DN)

attribute

RSB A entry RBERT . B0, B an—ANH KR A— LDAP [ entry,
MHZH LRI attributes QAT ML, (EEHL5EE. KUK, PARRHN—D
entry, ALFEAN N HEE 55 BT AR Hodk

— attribute FJ L& —MMR—ME, B £ —HILFNEIIR. BRTELE
P A TR Y (H oA R A TR AT . DAELRY attributes A F objectClass SR3E X,
H 1% /etc/openldap/slapd.d/cn=config/cn=schema/ H 5% F ] schema S {4 H #7 R 21]

1% attribute 17 B F1'E FIME#EF7 N Relative Distinguished Name (RDN), A~ A
T DN, RDN XfF—" entry Kt 20— 1,

LDIF

LDAP ¥#5 25 4% X (LDIF), /& LDAP entry fI4ECALR I 7, W F s

[id] dn: distinguished name
attribute type: attribute_value...

attribute type: attribute_value...

id T — AN E CRIECY, KRS entry. BE— entry 7] LA 24
attribute_type 1 attribute_value 44, A ENIFEAMN KIS R#E L T o 7 entry
e, BE AT,
6.2.1.3. OpenLDAP %5t

OpenLDAP 24t 1 1R % B ZE)Rp: «

> (FF LDAPV3——7E LDAP A 2 4, ZHh F 28k 2 F R

fRUE LDAP Bt 4. He i, fH S+ Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS) A1 Secure Sockets
Layer (SSL) &5 Pp%
> LDAP i f} IPC——1{# [ inter-process communication (IPC), 5% | %4
PRI VH PR I X 28 HEAT X 1 R R K
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IPv6 H 37— OpenLDAP 2 HF IPv6 2% il

LDIFv1 [ 3 ##——OpenLDAP 37 ¥f LDIF fii A 1

FOHEI C 0 ——MATH) C #3858 7 F2 7 OB FE A LDAP H
MR 55 5 177

INaE T SZ ) LDAP IR 45 d8——4E 7 HH 1RV R4 R G, A,
WUF T &S,

6.2.1.4. OpenLDAP JI} 558 2%
£ Kylin 24t %% LDAP IR55 255 U0 .

1)
2)
3)
4)
5)

%5 OpenLDAP 4114, 2 6.2.2 %% OpenLDAP #4114,
MLE 2 W 6.2.3 BLE OpenLDAP [k 55 %% .

Ja 3l slapd k%5, S 6.2.5 i24T OpenLDAP I} 55 .

1§ ] 1dapadd T EEFS N entries 45 LDAP H 3% .

i F§ LDAPsearch ZhREf{R slapd k5 D& IE#ISRIS(E B

6.2.2. %% OpenLDAP 444
OpenLDAP 1] 5% 72 A1 T B i DU N A3t

F#% 6-3 OpenLDAP RF|FE
a ik

openldap Z BB IET OpenLDAP Jik 55 a3 A% 7 i N2 I BT 7 22110 8

B

openldap-clients  Z B ALE 1 7] LAV; R AE L LDAP Ak 5535 (R e AT HE 7
openldap-servers  ZH A 71217 LDAP IR%# RS UKL ERE T, & T

F ) LDAP Daemon, slapd

compat-openldap %L E T OpenLDAP H3HE % bR 2
UEAh, DAUNELE H AT LDAP 55 23 8 H -

R 6-4 HEHKIN LDAP &FIF

A i3
nss-pam-ldapd ZAAE nsled, — DNAME LDAP ZH RS, REH
AT A AT )
mod_ldap Z 1 4 & mod authnz Idap F1 mod LDAP # e, H

mod authnz Idap #iHt /& Apache HTTP Server Y] LDAP 5
IEAEHR . X HEHL AT X LDAP H k8858 0E FH - e+, IF H.
Rt v EE T H P 4, B2 DN, dXR, —4
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{T & attribute, B(E & — P EBMLEZFH . X4

mod_LDAP *ﬁﬂ%@é‘ﬁ@~/l\@qﬂ, PRAL—ANC E L
IWAF cache, N 7% E K HTTP iR, F SSL/TLS.
fHH dnf 223D N R

dnf install package...
flln, 2% LDAP % #%
~]# dnf install openldap openldap-clients openldap-servers

EEELIHABEH PR, H root P #ITE RGBT L. WHR
PPSIBE E%ﬁf&?ﬁ?ﬂ#@ﬁﬁfn B, {E5%<4.24 23R40,
6.2.2.1. OpenLDAP IR %% 2 A2 7

HNTPATEFRESS, X openldap-servers %% T PL N 244 A0 slapd AR 55 -

FH 6-5OpenLDAP R4 3 T EFIE

LS EiE:3%)
slapacl RVFIER VT A JE R 513R
slapadd FEVFIEANIN entries M\ LDIF SCAF 2] LDAP H 3%
slapauth RVHEREIAEFR R 1D 513
slapcat ARVFEMM LDAP H 59 UL LDIF #% R 1F entries
slapdn RVFIERE DN 713k
slapindex FRVFEARYE 91T N A FH B % F slapd H k. 20k B XL

MRS, RvEZA:
slappasswd RVFERIE— AN P %8S, A ldapmodify ZH4F, o3

& FTE slapd Bt & S
slapschema TRV I8 I AH B A e A O B S A S R
slaptest FVFER A LDAP RS AAC &

6.2.2.2. OpenLDAP [{% F' i f2 /7
openldap-clients 22235 G605 LA A A%, DhREEFEAE LDAP H N, Bk
A ER entries:

XH: 6-6 OpenLDAP % /¥ TRFIE
D4

g
S
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S HLAT U S R S5 AR E RAVI0 REEHRTFM
dapadd FVFEY LADP H VM entries, AT LU — 0 fFal % R

FrERIN, 1% & ldapmodify —a [ — M5
ldapcompare RV IEEZ— A5 7E W attribute AT LDAP H 3¢ entry #E(7 HL#

ladpdelete RVFEMIBE—> LDAP H 3% entry

ldapexop FVFEAEH LDAP ¥ £ 1E

ldapmodify ARV LDAP H 3 entry, 18 SCHFEFR #EFRI A
ldapmodrdn VBB SZ N LDAP entry ] RDN {5

ldappasswd L LDAP H 4515

ldapsearch RVFEE LA K LDAP entry

ldapurl FOVFIREAE B3 i LADP URLS

ldapwhoami FVFIEAE LDAP k55 o AT e A
K% 1 ldapsearch fi&-4b, Heaw & @ 3O SO 7 kAT i, AR E
Al Ham 23 71200 7T BLE man iy 2 A H SCHAS .
6.2.2.3. LDAP %/ i b /48
BAINE V2 LDAP % F o ] LLA g A& 2w 25 a8 o B 5%, (R ER 70T TR =
PS5 2 E R WA B AR H A —Fh. & LA RE DU S A R 55 2%
HMMWH, %5 Mozilla, Thunderb ird , Evolution, 4% Ekiga.

6.2.3. ECE OpenLDAP fiR% %%
FRIN), OpenLDAP HC & X RA71E /etc/openldap H & N . NHMIRKEE
TN — A H

FH 6-7 OpenLDAP B & B FHRICHFF

BZ %)
/etc/openldap/ldap.conf i F] OpenLDAP & p& £ 1) 2 7 g . FH A TiC B SC
4, f#E Idapadd, ldapsearch, Evolution 545
/etc/openldap/slapd.d/ Slapd [JHC & S
OpenLDAP AT1E i /etc/openldap/slapd.conf Bt & SC4, & 4 FH —/NC & Zds
JE{E /etc/openldap/slapd.d/ H 3% . RUEZ BT Z3 4 H 1 slapd.conf A,
AT DAE R DL i & AT e -
#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd it & 045 LDIF entries, f£—M7 20 H XA G, v L TA M
1) 2 48 o
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ELEN HRTR L = B SS A A E R VIO RBE AT
6.23.1. B ERLE

LDAP i 55 #% 1) 4= e e B A PR AT-7E /ete/openldap/slapd.d/cn=config.1dif S ff
. WHLT RS

olcAllows

olcAllows fir 21847 {545 & MR LeRr k2 ol DM HTEY, (8 A BA R A% 3K

olcAllows: feature
TR, SRR 6-8 AT olcAllows JET . BRINKIETIE bind_v2.
F¥ 6-8 TTFK olcAllows 135

HEIR i35
Bind v2 LDAP AJ$25Z [f] bind 15>k
Bind anon_cred 4 DN 2 7% [ I fig 42 52 B 44 (1) bind
Bind anon_dn 24 DN J2 JE7 &8 32 FE 44 bind
Update_anon Pz e 24 T Ak

Proxy authz anon P2 A2 AR ]

Blan. fEH olcAllows F54
olcAllows: bind v2 update anon

olcConnMaxPending
olcConnMaxPending 77 % fL VI 848 € fE 4 = TG i RTE SRS i h:

olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth iy & #8458 & B kit i 2 1% i G SR S5 mrd i

olcConnMaxPendingAuth : number

ZRINME Z 1000,

#ltn: {#H olcConnMaxPendingAuth 74>

olcConnMaxPendingAuth : 1000
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

olcDisallows

olcDisallows 4 L V&6 e MPLLRF AT . 2 W T

olcDisallows: feature...

RS IRIESI RS B R 6-8 AT olcAllows T . #5cA3 BRIAAN R A
FIRREE

R 6-9 W H olcDisallows I

bl i35
bind anon A Fe VWS 44 bind 13K
bind simple AN FRVF TR LY bind B8 UEAL ]
tls 2 anon AN SR R EE 44 23 1h 24U E] STARTTLS i
tls_authc M A LHIEE A o VF STARTTLS 74

fGln. 1% olcDisallows iy 2>

olcDisallows: bind anon

olcldleTimeout
olcldleTimeout fi 2 FL VT8 EAE L — A idle EREI i, AT DL A i it
8. Ayl R

olcldleTimeout: number

ZIEIEME AN (BEZEBEN 0

lhn: ¥ H olcldleTimeout fiy 2>
olcldleTimeout: 180

olcLogFile
olcLogFile i 248 — M dkHEFE R, w2 WF:

olcLogFile: file name

S5 BB B R AR AR A% X
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ELEN HRTR L = B SS A A E R VIO RBE AT
fltn: i olcLogFile fiv &

olcLogFile: /var/log/slapd.log

olcReferral
olcReferral iET RO VFIETE E — MRS 28 10 URL RACFETE R, 2R

olcReferral: URL

BAIAAMEH
4. f ] olcReferral fi74>

olcReferral: ldap://root.openldap.org

olcWriteTimeout
oleWriteTimeout 15 7 ¥F 45 76 5 A 52 A 5 SR e B I 1,
PLEERF B 1] o AR

olcWriteTimeout

UNATHE (BEZEN 0O

ln. 1% olcWriteTimeout iy 2>
olcWriteTimeout: 180

6.2.3.2. Bty Bl G B
BRINET, OpenLDAP Hi %% #% 14 H Berkeley DB(BDB){E A o i B4 22« 1%KL
P& FE BT B A7 it 7F /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.Idif L £f. LA
O E B
olcReadOnly
olcReadOnly iy 4 Fo VAT R e XA A 22, AR
olcReadOnly: boolean

Bk S¥:. TRUE (Hi#is) 8% FALSE (AJ&#ki=), BRiAN FALSE

#ltn: {#H olcReadOnly iy 4>
olcReadOnly: TRUE

olcRootDN
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olcRootDN 541 LI LDAP H=xfgEMEH . FHWT:

olcRootDN: distinguished name

I DN. ERIAE N cn= Manager,dn=my-domain,dc=com.

#ltn: {¥HH olcRootDN 74
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW & SV IE A P B &0, AW

olcRootPW: password

A DL I SR 77 8, BB M A {i, £ shell 235, AR
L U A E

~1$ slappaswd
New password:
Re-enter new password:

{SSHA } WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

Bltn: f#H olcRootPW 4>
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix 4 VB TR EHEAUE B, AT

olcSuffix: domain name

0% FQDN, ERiAj& de=my-domain, dc=com

#ltn: ¥ H olcSuffix Ay 4
olcSuffix: dc=example, dc=com

6.2.3.3. ZEHY
E M OpenLDAP2.3 DLk, /etc/openldap/slapd.d/ H 3%l & T Z B 47 i 7E
/etc/openldap/schema/ H % R f]—4& LDAP & . OpenLDAP 1 FH iX£en] DL
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F, SR attribute TR R EALE I SR Z2H SO o S8 T IXAN 7 THI BE 2 )
5 &, A LAZ% http://www.openldap.org/doc/admin/schema.html.
6.2.3.4. FESL AR

OpenLDAP % ' v 1 Il 2% 2% i 4 F Transport Layer Security (TLS)HE 22 5k
WEZ2 4. TLS 4t 48 2N il . EImiR 20, 7EaLin Rgs = 2 ik
54451 255 OpenLDAP 1 il Mozilla NSS 14 TLS F)%35 528

i FH TLS #2372 4 %, B 438 1d Mozilla NSS i | TLS/SSL, %%
http://www.openldap.org/fag/data/cache/1514.html. [Flt, 75 ELER 7 um MR 55 2%
AT ORI E . /0, RSS2 5 2L E CA UE e A & 1R 55 4 Uk B AR,
o 2 P s B A SR CA IR

HARVP), 5578 v s 248 E — D CA R, &7 b A EE R 3] — N2 2 ik
S5 wvn, DRI R A LG B OO B T 4 € TR AR CA.

MR #RECE

ZETIHH T /E OpenLDAP AR5 #5 H 8 TLS, 752X slapd #2317 4 )5
BL&, 7E/etc/openldap/slapd.d/cn=config.1dif it & X H AL E .

2 A B TC LA P SR () B0 B S A, 38 A2 /ust/local/etc/openldap/slapd.conf,
B A slapd & i dds FEORAFICE . ORAF H 5%/ust/local/ete/openldap/slapd.d/.

PAF A 2% T 5L SSL kUi 2 A 24, B T TLS A &4h, BHEARS
vz SSL FTH— AN I, — MR U2 636 ¥ 1. Z’H/ete/sysconfig/slapd 14,
N 1daps:///“F4F 5, $5E SLAPD_URLS % URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile 172 & %€ | Privacy-Enhanced Mail (PEM) % 14 Y] 3C
fF, BEFER CAEY. FHWT

olcTLSCACertificateFile: path

path A E CATEFMISCH:, B35 A4 H Mozilla NSS 1%, w] LLZUET
E

olcTLSCACertificatePath

olcTLSCACertificatePath iy 245 & 7EAN [ SO A9 2 5l CA IR A7 H
Ko 1% HXWZH OpenSSL ¢_rehash #HAT & B, A2 alidg (n) SEFRUE 5 SO B
— MM, 1M olcTLSCACertificateFile 1E &K

{E 41 Mozilla NSS #4# fil , olc TLSCACertificatePath 5% Mozilla NSS % i &
e GRRTBIFUO . EIXMIEOLT, c_rehash 2 A TER.
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
(EELUNN

olcTLSCACertificatePath: path

. {3 olcTLSCACertificatePath Mozilla NSS
i1 Mozilla NSS, olcTLSCACertificatePath 15 7€ H 3£ 515, 1% H =84 NSS
UE T FE A S

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb

certutil 74 F K45 NSS Hodis 22 SO in CA IES

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

PLERI a2 in 7 —A> CAUET, UL PEM-formatted #% R (7, & 7N
certificate.pem. -d &I Hiﬁﬁfp H, 1% HE NSS kB 2ZE S,
-n AT BUEPB AR, -t CT,, BEZIEREEER, 7£ TLS &/ b k% 2%
i . -A USINCAFAE E‘Jiﬁ%ilﬁ%iﬁ?ﬁrqj -a FRVFHE F ASCIT 4% = AE i
N, -1 8 certificate.pem ¥ AL L5 2 o

olcTLSCertificateFile
olcTLSCertificateFile i 245 L5 slapd 55 2% Uk 15 B 34

olcTLSCertificateFile: path

path NELF slapd Il 55 28 4E 510 S0, 248 A Mozilla NSS, SURE 544 55

BN @it Mozilla NSS 1# A olcTLSCertificateFile

241 Fl Mogzilla NSS AHIE 5 5% # Hic4fs [ SCIF A 0lc TLSCACertificatePath iy <,
olcTLSCACertificatePath FISR#EEUEHHI A PR, H5E, FIH NSS 8dfs e s rhay
FBIES

certutil -d sql:/home/nssdb/sharednssdb -L

LT, BerZ AL H#H% olcTLSCertificateFile
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olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile fir & 45 & A, Z XIS Y], RPN TRAE
olcTLSCertificateFile FJUEF5 2 ULECHY o T A SCRINE IALER, BRI S A 20
WA R IR

olcTLSCertificateKeyFile: path

2 PEM WE 5 &R), path B # AFAH SRR 2. 2448 B Mozilla NSS B,
path & # oy — DA AFR, 1% E olcTLSCertificateFile iy %45 & HIE S
&Y (2% R HIE A olcTLSCertificateKeyFile A1 Mozilla NSS)

#ltn:  f#H olcTLSCertificateKeyFile Fl1 Mozilla NSS
2 ff il Mozilla NSS I, %y & 48 € — D XHH &0, X E
olcTLSCertificateFile i %€ FIUE T3 1) key )50 o

olcTLSCertificateKeyFile: slapd cert key

modutil 774 AL F KA %00 LR B e A8 NSS b 28 SO 244

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

=i B

fic # SC A /etc/openldap/Idap.conf /£ R G H &4 /w10, WA B H 1
~/.1dapre fic & AT B I E .

AR A 5 21T DL — A SSL i&E4:. 1E OpenLDAP 772 LL. U 1dapsearch
ldaps:/FFF B AU AR 1dap:/o 1K 28 48 FH ik 55 25 dm ER A () SSL i 11 636

TLS_CACERT

TLS_CACERT fir @45 7€ — 3, A& %7 milnl KA BIET . 123088
2 [\ T R 45 % i) olcTLSCACertificateFile #iy 4 . TLS _CACERT [ i% £ 3 {4
/etc/openldap/ldap.conf #' TLS CACERTDIR &I AT #%F6 € -

TLS CACERT path
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path: CA IEH {842

TLS_CACERTDIR

TLS_CACERTDIR 2458 & £ A R SCAF AL & 5l CA TEBAFTHUR H 3% o BR
olcTLSCACertificatePath iy &Il . % H kA4 H OpenSSL c¢_rehash #H47& #,
$25% Mozilla NSS $¥s A B8 4E, FEXFMEOL R, ¢ rehash & AT M.

TLS CACERTDIR directory

directory: & CAEPH HRMAE . ] Mozilla NSS B, SNiE ek ¢ 8
Kl e SCIF BB A

TLS_CERT

TLS_CERT #&7E 3, WER k. %4 R A TEH 7~/ 1dapre L4
PR E . 1£ MozillaNSS T, Zan 448 € M2k 45, H TLS_CACERTDIR
TR IE -

TLS CERT path

path: 2/ UiiE 530K AR, B & NSS il FEiE 1 4 8K

TLS KEY

TLS KEY #5 &8 & RIS, FAH 2 VLRCAFAAE TLS CERT 48 € FIE S
ZINAEFI R %5 %% olcTLSCertificateFile Z5MbL, N % i U2 AS L HEHT, BT LAIZ L
PERRER NGRS, IR TR BeE 7 1~/ 1dapre SCHHFE E -

1§ H Mozilla NSS i, TLS KEY #&&E — 3, BEAHEN, Hk
&4 TLS_CERT #8 € MAE+5. ThAEM olcTLSCertificateKeyFile 281, 4] DA
H modutil fiy 2 & FLEEM,

TLS KEY f#i I+

TLS KEY path

path: 2/ S5 SCPFERAR, B & NSS Bl o Hh ) 3 65 SO 4 Bk

6.2.3.5. WHEBN
e — 0 DUt RE, N —> LDAP Ik%#5 (provider) &—Ei%
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MNHE RS 28 8% F 3 (consumer )« — ™ provider #47 H % 5387 & consumers,
FEWC R BT BE A8 4 consumer 15 3% 2 H B RS54 i, I —™ consumers 7]
DI 24— provider. — consumers A LA ZE —/~ LDAP k%5 #3ti, ‘& A LA
A A& — AN 3 o ££ OpenLDAP, A Z Fh & B, # W mirror 1 sync.

RO AR kB R & B, 7% % AE provider M1 consumers [
/etc/openldap/slapd.d/idE 5 LA T H A —Ffigi =

olcMirrorMode

olcMirrorMode {# F mirror £ 13 5 =,

olcMirrorMode on

Hrh serverID 415 syncrepl — i #FE E .
olcSyncrepl
olcSyncrepl i sync £

olcSyncrepl on

6.2.3.6. NNEIEHFN 5 v

f&a] U FH 2h 2 ik F R 38 5% slapd Ak %% . TERCE slapd FROESE, AT BL
1§ F --enable-modules 376 1K L & AP Le 1] PSR B . B ORAFAE la 55 1) 30
s

module name.la

Je S A7 P B A 2 ST LDAP 53K o i i &S R 2 25 28 slapd B0 4 Bk
FEMSCRFIN, EIRE PSS, XT)EE, LN AmALAE

back backend name.la

N T INERAEERAN f5 5, 7E/etc/openldap/slapd.d/if £ .
olcModuleLoad
olcModuleLoad & %€ B2 4k 1

olcModuleLoad: module
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module: — /AR EREEREL 50, B BRI

6.2.4. 1 LDAP M A K SELinux SEBE

SELinux »& —/ME linux AR H SR — AN s il 15 m) 32 B AL H] . BRIATY,
SELinux 24248 15 1] OpenLDAP i %5-#%. N T S0V A LDAP %1,
SELinux [ allow_ypbind 4 Z0 #% ¥#& A " H 09 . 3 2 N H & %
authlogin_nsswitch use ldap &% FLVFf. DL 2BUE 4

~]# setsebool -P allow_ypbind=1
~]# setsebool -P authlogin nsswitch use ldap=1

-P LT X IR EAE R EJE — HARFF A L

6.2.5. 11T OpenLDAP k%
FETR T ERES. FEib. BRI SET LDAP RS PR .
6.2.5.1. Jazshk%
% FH root #XPE, FFJH slapd A 55

~]# systemctl start slapd.service

8 H root BLFR, BeEITHLEZN slapd A 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

/usr/lib/systemd/system/slapd.service.

6.2.5.2. {F1ERS
Z1EARSS

~]# systemctl stop slapd.service

BCEITHUA R SR 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service
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6.2.5.3. HEJFRS
A RS

~]# systemctl restart slapd.service

e iEIb RS, S EHERRS . FHZmSENINETE.
6.2.5.4. K EIBITIRE
R slapd AR S5IE1TIRES

~]$ systemctl is-active slapd.service

active

6.2.6. BLE R4 OpenLDAP £ RHKHE

N T ELE RS OpenLDAP {E AL, HERATA %37 LDAP IR%
PR AL g N BEAREIESHEA 6.2.2 4% OpenLDAP 4L EAl
6.2.3 fiL & OpenLDAP 5548 . 7E% i b, NG T:

~]# dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. I IHKEIFE B2 LDAP #% 2\
T T HARME T2 shell 1 perl A, A LLHS BIE# 10 B 56 E (S )
LDAP #%30. Z3ixsety, AR

~]# dnf install migrationtools

7 4% 5 Ja, M OAR fF L H 3 :  Just/share/migrationtools/ . % 4
/usr/share/migrationtools/migrate_common.ph A4, &84 BL AT P9 25 F R Wi 24 Hif
Blo

# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
# Default base

$DEFAULT BASE = "dc=example,dc=com";
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B, WHmSITIRENEIALE. #lW, 217 migrate all_online.sh JIA,
{ERERIAR 1, % E de=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate _all online.sh

GRE [ RS IIARIZATIE RS P Bl i, 275 3R4% 6-10 H 1) LDAP it
B IIA o

FH& 6-10 FF K LDAP B HA

EFENRS  LDAP RHEfT 2 FH B A
/etc flat files yes migrate all online.sh
/etc flat files no migrate all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
Netlnfo no migrate_all netinfo_ offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate_all nis_offline.sh

Baffi HIX LA, % README Fl migration-tools.txt S, 17 A
/usr/share/doc/migrationtools-47/H & T .

6.3. SCHAETEIRS 2%

XA EEAT E LA 4] Samba [ EABCE, —> Server Message Block (SMB)
F1 common Internet file system (CIFS) WS (IR SEIL, vsfipd, R 7m] B IBE =1 2 Ik
KR E RGN FTP k558 . MAh, INA T E AT RS TR ERE
FTERHL.

6.3.1. Samba

Samba AR linux JT windows BEFIH . ‘5L 17 SMB M CIFS #ill.
© RN E ) RS ALHE Microsoft Windows®, Linux, UNIX 2%, 1 7] £ T windows
(RIS FIFT BRI . Samba ) SMB {8 F 25181 windows ik 55 %5 5 windows % /-
Uiy —FF o

samba % %%

~]# dnf install samba
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6.3.1.1. Samba /4

Samba J&—MREZRIAM, MFENTEER K Linux ik 55 a M £ Active
Directory (AD) 8. &R LLE N —Mgidm il as, B 2 5 A I s i1 .

Samba REW A4
AR%S H M AT Linux, Unix 1 windows 2% 7 i (0 F1 ER AL
0B 1P 28 3]
Windows BUEAT & 17 58 UF 6 5%
&4t Windows Internet Name Service (WINS) 4 F Ik 55 il v 7 &
Windows NT®-style Primary Domain Controller (PDC)
Backup Domain Controller (BDC) for a Samba-based PDC
.44 IR 55 4 B
SN Windows NT/2000/2003/2008 PDC/Windows Server 2012

Samba ANEEMA 4

> 1E7 BDC %1t windows PDC

> AR RS A AR
6.3.1.2. Samba LA R AHRKR S

Samba #& FH = AN 5F 3 FEZH  (smbd, nmbd Fl winbindd). =AMk %5 (smb,
nmb F winbind) i35 SFI RN R, AFIEFHEMICRS DiGE. X LRSS
YERNARI init A DUR VRGN A5 — P4 iR .

smbd

E[ﬁﬁ‘%ﬁlﬂﬁ smbd S HEFEZ windows %5 ) lﬂﬁ?mf ECA L AT BN IR S5« S35,

TP SR, SHRBUE, HUREILZEEE SMB . BUAR), RS AR

;cl SMB H 4 114 TCP 3 11 139 £ 445, smbd ¢4 3E A2 24 smb R 5542l .

nmbd

nmbd P HFERT T NetBIOS 44 FR %5 1115 3K (SMB/CIFS in Windows-based
systems ) #FAT R MR AN B . IX 2 R A HE Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, F1 LanManager % /' ¥iij . SRIAARSS %% 1598 NMB £
Ui /& UDP % 11 137,

YV V.V V V V V V

winbindd

winbind fii 55 fi# ¢ 7 HI 7 A AF B M IE 4T #E Windows NT, 2000, 2003,
Windows Server 2008, or Windows Server 2012 fl 45 28 b # Wi a8 . 3xX i 15
windows F /7 FIZH 15 B e84 UNIX “F 5 iR 5] . X & # Microsoft RPC calls,
Pluggable Authentication Modules (PAM)F1 the Name Service Switch (NSS)FrSZ )
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ELEN HRTR L = B SS A A E R VIO RBE AT
X 01 Windows NT 38l Active Directory FH /7 # 24 UNIX H Pt iT#4E. &
SRAN Samba HEAT 7 HHEE, {H/2 winbind AR 55 &A1 smb 43 FF3E4T 425 1) .

%A% Samba L

T AT LU I Nautilus 2G24T 24 7] ) Samba HL 5,

HHIL=
AW, FFEXS Samba AT HEIRAE, FTEMH root HP SR, w4
R

mount -t cifs //servername/sharename /mnt/point/ -o

usernamezusername,passwordeassword

2147444 sharename 4 2 A< H/mnt/point/ H ¢

6.3.1.3. FCE Samba /L% %%

BRI C B SC A ete/samba/smb.conf 58V FH P U5 i8] B A1) home H & AE N
samba = . TR DL A e B AF AT EDHLYE Y samba FEZATEINL . #7] LALE
RGN — AT EPHLI Hidid windows HLEFTENZR 75 .

KERCE
B & Samba f# FHEEH:0, 7] LA http://www.samba.org/samba/GUL/ .
MAITHCE

Samba fifi | /etc/samba/smb.conf 1 AL & 3. BSXANECE XA G, T2
)5 Samba 7 HEWLE L

~]# systemctl restart smb.service

&8 7€ windows LAEZ A1 Samba Il 5528 R % IR, ZW#H/etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1E linux £4t 6% Samba JLZ H 3k, fE/etc/samba/smb.conf A4 H s b LA
T
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5 ln. Samba 5528 I C B

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

Z 1 70 W A P tfox FI carole i i Samba % /7 i X Samba I} 55 &%
/home/share/ H 51738 5 #4F

05 5 hy

TR B R v ARG AF R IR, DR N8 (R B 2 B 22 4 o R — M B &5 %
B AP, w2

smbpasswd -a username

6.3.1.4. JA 815 Samba
Ja 5

~]# systemctl start smb.service

ENil

~]# systemctl stop smb.service

HH

~]# systemctl restart smb.service

condrestart (RFEKAF FHE)E) £ HAIIEARIBITHE N 42 )83) smb. 1X
AN IETUN AR AR T E P, A5t iRk g BT e, BASH )5 5.

~]# systemctl try-restart smb.service
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HHT 3N Jetc/samba/smb.conf it & X 4F, AFTEIHATRSES, LMW H

~]# systemctl reload smb.service

THHLE R 30

~]# systemctl enable smb.service

6.3.1.5. Samba %4

Samba A P Fh 2 445, share-level Al user-level. share-level V& HFH T,
User-level A] LUH =R AR SEIL T 20, X277 A RRIE 2 2

User-Level %4

User-level security /& Samba ERINHEE FIELE . RIE security = user A 1
/etc/samba/smb.conf FC B XA B, BRI . RS BT & I
[ S AEE RS, 28 7 i A2 A BL S R IS A R AN 75 245 € % . Samba tHHE
AR BT P A B RS IIE K . 25 7 sl e fd F — AN 5k ) UID 4E+F 250
UEHPIRES .

/etc/samba/smb.conf LA, security = user 15 & user-level security

[GLOBAL]

security = user

Samba Guest JL =

Fii 2221, share-level security B AT . B ABLE Samba guest
==, ANdH security = share &1, % DL T DR

5zf: BCE Samba Guest FEE
1) G s SCE, B U/etc/samba/smbusers, A0 EA AT

nobody = guest

2) f&Mt/etc/samba/smb.conf, ANEAH A valid users
[GLOBAL]
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security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 JSIRIEE

3) f&f/ect/samba/smb.conf, AEffH valid users

[SHARE]

guest ok = yes

NP2 HEE user-level security SEHL T 3,

Domain Security Mode (User-Level Security)
EXFTTNT, Samba ilk5 254 — MLEEIK S (domain security {5 F (]
5, PTA SRR KA 7 s s 2 . Samba IR 55 g8 EAE NI R, TR
fic & /etc/samba/smb.conf

[GLOBAL]

security = domain

workgroup = MARKETING

Active Directory Security Mode (User-Level Security)
BRanfE4H —A Active Directory I35, MIANIRAE AN — /A HL R 523 2 7T BEAT .
B A 22 4> S g PR 1 487 F NT-compatible 46 4iF #01%, Samba fii 55 % vJ LUid i 4 A

Kerberos I\ ADS. Samba 7t Active Directory member 153X, T 1] LL#25Z Kerberos
tickets.

& M4 /etc/samba/smb.conf
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[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

FEZREAT, g5 a2 P s IR A e b — N A WA P 44 I3 i . IR %% 2
W B A DL e 3=, ANMRBH 4. W2k dE i, Microsoft
Windows %% ' Uiy 3t 2% share-level security HR 55 #% . %A D44 Samba 75 T
B I security = share W 2 #% F+ ¢ B% user-level security . WIR A A, HZ%
User-Level &2 %] : BLE Samba Guest L.

6.3.1.6. Samba [ £

W 2% i) Y5 fd 44 Windows F1 Samba ik 45 #% H Il /£ Windows Network
Neighborhood "', 7E Network Neighborhood B[, AR%5#sA H KR, FTHFE
b, RS R T B AT EIHL AT AR 2.

[ 24 331 B3 75 2 NetBIOS Jf it TCP/IP. NetBIOS-based M4 {#i Ff UDP K%l
BRI R L. %A NetBIOS Al WINS 14 TCP/IP EHLA R vk 7 3
AT, FHEREImERS S (ete/hosts) BY DNS J& W5 4024 H 1 .

— AN 320 IR 55 A BT 1 I R A T 3 R 5% s OB AZ R BT Y
PYEFER, PR AR 2R ) ) A DAAH 00

s B

BRINE, —A> Windows IR 554§ PDC 1E—AM8, /2 12380 32 30 50 IR 55 2% -
Samba fil 55 &5 AN BAZMAE 9 — > TR B SS 4=

HEVFZ TR, ALE Windows R%5#% PDC, K, Samba k4535 7] LAE
N —AAH 0 YIRS 5% . B B /etc/samba/smb.conf SCAAE — AN A Hb = 0 W R 2%
oy (BAMERD, RELEMARESRL (30 6.3.1.3 BLE Samba 55 4s.)

WINS (Windows Internet Name Server)

Samba 1 Windows NT Al 558 7] LA#EAE A — WINS 55 %% . 24 WINS %%
EFN NetBIOS — it ff i, UDP %45 At W 9l i 76 WX 4% vp o VA B 42 BRI 4t
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SRR T R 5 B AR 1E R GEVI0 RS T R T M
B WINS k5530, UDP &8 R BerE 4T+ M AR i kK 2 HE 1M,
AR . RN E WINS &0 Dhee, AEAEA Samba /E K WINS k55 #4
K25 Samba A RE WINS %477 .

7E—4> NT/2000/2003/2008 i %5 %% F1 Samba & & 34355 1, H#E# 18 A Microsoft
WINS. fE—ARHE Samba #45H, HEFE A Samba /4 WINS.

NI —ME A Samba 1EJy WINS R %5 #5141 1

Bilhn: BB WINS RS2

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net iy 4 1 HAITE Windows F1 MS-DOS R4t H 2K, FH—ANSH4EE o
A EIBMY . protocol IET AT BAS& ads, rap B{ rpc. Active Directory 1 ] ads,
Win9x/NT3 {# | rap, Windows NT4/2000/2003/2008 1# ] rpc. 1% protocol 32T
WARSE, net 2 H AN E B

TR T ENLA N wakko BIRTFHEILE

~1$ net -1 share -S wakko

Password:

N F 58 T wakko FEALAT H H Samba 41K

~1$ net -1 user -S wakko

root password:

nmblookup

nmblookup <options> <netbios name>
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ELEN HRTR L = B SS A A E R VIO RBE AT
nmblookup F] LA NetBIOS 4 Fr46 40 1P Hidik. %50 H 72 1M b2 H%
A ERA B EALE N
N7 R NetBIOS £ FK trek [ TP Hhubik:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit Tt H & H SAM E3E A7 IR 7 o BT 1 5 Ui B 95 S RF smbpasswd,
LDAP A1 tdb $¥5 g
N RS, A ER AN A P

~1]$ pdbedit -a kristin

new password:

retype new password:

~1$ pdbedit -x joe

~1$ pdbedit -L

andriusb:505: lisa:504: kristin:506:

rpeclient

rpeclient <server> <options>

rpeclient i H 7] @& # 4y 4 i ] Microsoft RPCs, 1X 72 %5 %118 Microsoft
RPCs &M P .

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls 7 H /&4 Windows ACLs S A4E: 1 Samba (1) H 5% 84 & Windows
5525 o
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smbclient

smbclient <//server/share> <password> <options>

smbclient s& UNIX R0 H % i, IHEER fip 240,

smbcontrol

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbceontrol Wi H & iZ 5 Hll7H B KiZ41T smbd, nmbd & winbindd 57" i3 % .
smbcontrol —i & H:iz17, HEBHITATEE ‘@ BN

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd i H & BN %405 . 1200 H e 4B 9 P2 XA I PR
A P EME TR Samba Z R

smbspool
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Ji H /& Samba —~> CUPS #AHI4TEP4E 1. B & B N CUPS
FTEIHL, smbspool A LLFIE CUPS FTERHL— & A H .

smbstatus

smbstatus <options>

smbstatus Il H 7~ 2 H Samba EHLIRZES

smbtar

smbtar <options>

smbtar F£ /7 HATIE T Windows HEZSCAHA H RS0 AR E . BARAN tar fiy
AL, PHE AT .

testparm
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testparm <options> <filename> <hostname IP_address>

testparm £ /7 £ 7 /etc/samba/smb.conf SCAF 5L, RWITE ) smb.conf 17 fif
TEBINL B (Jetc/samba/smb.conf), N AT ELGE . F5E FEHLA M 1P Hilik 25
testparm 27 £ 2t hosts.allow 1 host.deny (A 4& 5 BC B 1E# - testparm #2771 LA
7R smb.conf SRR 55 # HUNAE MR SS o A2 PR i T LS 8 250 (1)
MR AEA HE S

~1$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE_ STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO RCVBUF=8192
SO _SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]
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comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo

wbinfo <options>

=/

wbinfo #£/7 &7~ winbindd SFH'iEFE(E B . winbindd FEFEA 2R IEIT K

6.3.1.8. HABLFIHE

LAY
/ust/share/doc/samba-<version-number>/
A E man Fj}

» smb.conf(5)

» samba(7)

» smbd(8)

» nmbd(8)

» winbindd(8)

A FH B A 3

> http://www.samba.org/
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»  https://wiki.samba.org/index.php/User _Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

ZE A4 FTP Wl B A% vsftpd (Linux 54 FTP R4 5%)

FTP {58 FH & P i R 55 i A AR B R AL H SO A, 456 TCP W25 603 o RN FTP
T AN, AR SR PR RD AT IR . ST IXANR A, FTP 2
WA LRI BRAERER TS 0L N AU . KA FTP £ %% Fa
R WATI, EEEWH RS ZX . Bk, EN—ADEER, 2SR
RERFIE

AT 7B LB E vsftpd RE L Z A ERET TLS ME 4 @S
SELinux KNy FTP {22, FTP B— i A A2 sftp, #&H OpenSSH
YPF T AR BARFR U 2 OpenSSH it & DL M2 SSH i, 1527 5.20penSSH.

AFEFHERIL, FTP FE 2 LA LIRS TAE. 2 FTP &/ i 3L —
ANE| FTP M55 a8 HIERE, © T i 0 21 1EAR S S5 iti—3% il 1o 31X i
I SR R ik i & RSS2 o A MR S5 #5212 7 i PR 500 17 SR ] 1 1T AR 4K
vty 1A% 0 o BOHm e Hz 0 11, LS B e 2 A G A A s T2 7 g 1 SR gl o7 =K
active BY passive H 1.

active mode

Active mode #& FTP Fp B A% 4 Ho 4l W WAL FH 3 1) i SR aR i = 2 — A4
active-mode AL H 1 FTP 2 ' imA146 4k, M55 28 dm 2= F1 91—~ 20 ¥ H 45 1P
Hohk, F—ANBENLTCHEA G D CRTF 1024) . X AE R ZHE R RS &P b HL g 4
IR SOV AT AT RIS 1024 fm H iR G A MR, 8RBT K
SRARF 25 7 v LA HAE A2 37 30 1) o PRI 8 g 977 K 35 0 5 8 M\ BB A
ANBIESE, LA passive mode #% % 1HHIK .

passive mode

1% active mode —¥¥, Passive mode s&# FTP & F i aatb . 2 MR 5575
T SR FTP % 77 i < B ' 2B E Passive mode 15 1M #0dE, AR5 esfEMRSs 25
SR A P HBE A — AN FENL . TR 5 T CRT 1024). 2R 5% 7 i i 2 2
g AR IR 55 a4 B R #0E SRIAE B

IR Passive mode A SR R 9% 7 S 97 K 3 P 280408 148 4 ) R, e AT DA
P 55 2 i 77 2K 3 o SR AAE — AN ik 55 2% b Jd i PR 1] (49 96 61 TG 4 L A g 1 £ FTP
k55 25 b el T A . IR TR AL T IR S5 A I L BT R i A
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ELEN HRTR L = B SS A A E R VIO RBE AT
6.3.2.1. vsftpd R4 7%
vsfipd Wil AR, e 24, vsfipd A& 87 LIS = iR 55 28 8 E R G h 1
FTP k5545 . &5 9 Re g Ab 2K & N IE S B 2 a1
vsftpd FITfs FH () 22 B = AN 2071 -
> 9K IR AUR SRR 2y 85 1 R —— T 1 i RR AL BN R AT 55, B — A
HRRIEAT BAE 55 R 77 L /MR
> AR TR BAE 55 AT LS f /N PR B AT A 3——F H libeap FE A%
PERRAE, 75 2 root FEAURLPR BT 55 AT LR NRFRL ) BERE AT
> REBOHFFHEATLE chroot T—— R EATRE, #EFEA] AR P AT I 2
FPR BB N YEI I E A H R XA HFHIA A2 chroot H3x. 14l
w, fEun/va/fip/ H F 2t H 3%, vsfipd 48 %€ /va/fip/ AT 1 root H %,
YERN/ . X B Kt .
i IX e 22 i it 200 vsftpd WAl AR BRIE SR = A2 52, R
> SHERRIBAT AN 7 d5e D IR A —— Sk R R B A B TR d VR A
W RS /M o FHERR AL R B 32 5 % P i A8 ELANUR AT e fl FH B BR 12 4T .
A 1) 7 2R AR — AN /NI SRR A BE—— A8 Apache HTTP Server
—FF, vsfipd 73 K TCFFRLH)F R R AL BAE N PR . X SOV SRR R
Al RE/NEERAT S
> A MIERFRL T R R (18 SR A S R P
sl socket, AR H TRHAZIIE B S A.
> KRS FTP % i 58 B\ A /2 7E chroot PAEE F——BKh T 1HERE 2 3E
FEALT, EMTRAEAELZHZ NTAEARIR, R vyt #aees vy e 3t
EHX%.
Ja B 1E vsftpd
A root FH 3%
Ja8)

R R AT 31

~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

H A
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~]# systemctl restart vsftpd.service

HRMER, HECLABITINE, 4R iU

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]# systemctl enable vsftpd.service
In -s '/usr/lib/systemd/system/vsftpd.service'

'/etc/systemd/system/multi-user.target.wants/vsftpd.service'

FFJa vsftpd £ B4 I

A, — ST EN 2B HRIE N Z B FTP d8 . XM AR 2 )48 . vsfipd
2 1 & NE R IZ AT 2R UL, DR B3 S i &0

Ho, BRTE MR &S ECE P,

FHX, FTP BI85 DNS R 5535 D206 B E#ff AL 2% o

Y vsftpd W BANE] TP [RiEKR IS, HEFEI 2 288 DL A2 81T . N T K
vsftpd SEFE )2 B S, — MFER IR 55 systemd service unit (vsftpd@.service) /&
# vsfipd FLIRALHT .

RN TAEAZIRS, — DS vsttpd BCE SO A5 FTP IR SS 28 S22 75
LY, RAFAE fete/vsttpd/ H 5% o X 80 B SCAF 0 J0HH A ML 44 R (1 4o
Jetc/vsftpd/vsftpd-site-2.conf), It HIHA root FIEEEHR .

MBS, ZEWTSEAE YT Py %%

listen_address=N.N.N.N

N.N.N.N 4 FTP 3 s 1P #ihik o AR anfsi A 12 IPv6, NIfEE A listen_address6
R anlc B S DA A7 IR fete/vsttpd/ H 3%, BT vsfipd #EFE, ATUAHLPATR

i A 5]

~]# systemctl start vsftpd@configuration-file-name.service

FELL B4, 122X configuration-file-name J4y 5 2 (10 B AT 440K . 451
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vsftpd-site-2, J¥&, .conf J5 %% 275 EI IR .
MR — IR [ B2 vsttpd B2

~]# systemctl start vsftpd.target
~]# systemctl enable vsftpd.target
In -s '/usr/lib/systemd/system/vsftpd.target'

'/etc/systemd/system/multi-user.target.wants/vsftpd.target'

i/ TLS % vsfipd 3%z

T XL FTP [EA RA 2 v (RSO 4D . vsftpd #EFE R LA TLS
KX AME B AT N . FTP 28 P bbb 20 52 FF TLS

TERC B U vsftpd.conf ¥ & ssl_enable A YES T TLS B .

Blan. BoE vsfipd i TLS

vsftpd.conf fit & 44

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

)5 vsftpd service XK

~]# systemctl restart vsftpd.service

Al LLAE vsftpd.conf(5)) man T 1 i 58 2 A G5 B

vsftpd ) SELinux ZEH&

SELinux HHgE 3 vsfipd sFH i FE(LL AR fipd iAE), & LT — Aol v
[, T AV FTP sp4P iR vy A R SO el H 3%, 77 20 B4 il Al a4 1
PR

#iltn, Jy 7 RegRE 44 3= 30T, public_content_t HRAE WA AT Fl 45 3L 1 AT
MEF. AT LAM#E A cheon i

~]# chcon -R -t public_content t /path/to/directory

/path/to/directory & REAE 73 FCARRE I H % AE, W RASAR 3 ST — A _BA& S0
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1 H 3, &9 205 BE — AN KR AF ) AR 25 public_content rw t.o BRI 2 4b,
allow ftpd anon_ write TN BN 1, ffH] setsebool 21k B

~]# setsebool -P allow_ftpd anon_write=1

RUEAE LA it FTP 1510 home H 3%, 7843 0] BEBE =1 28 IR 55 w8 1A
AGEF XA AR E, fip home dir SEIAZEE AN 1. 41 vsftpd FCYF LA
ML R AT, AR BB SRR S B RIERATRE AN RRE R RE,
ftpd is_daemon ULAIIZE N 1.

6.33. TEIRE

FTERSCE T HHRATEDHLI AL &, 4E4P T ERHLEC & ST, FTERHRRH s DL
FT BN JEFIFT EPHLAE 2K .

% L HAFE T8 H Unix BRI RGE(CUPS). G0 FRARTF0 1) 2R G52 56 B A AR ]
LB S IR S5 S BRAE R R AR, (2 CUPS, EF SO R 2 IRAEST BN AL

{l

o

oif
C

JESATERHLEC & T A
MAT2AT A ST ENHLAC & L H, % system-config-printer, $JTEIHIECE 1.5
B3, BERIFE->ARF->TEHRE, TN E T RS T,
{TEDiGE - localhost o IEX
iR%5ER(s) fIENML(P) ZEH(V) FEBi(H)
C
ﬂ:gﬁﬁ?;jl:ﬂﬁ; EXEHEGEDERSHEERF S —
RS 2R

BHMiRS EE

RiEE

A 6-1 FTENRE

6.4. fFH chrony E4EE NTP

FEIT ATE, PREFFSHA RIS A2 AR B, XARZ IR . B, ERZ
b, B RN H S R ES TR (B RR Y . £E linux RGEH, NTP PR~y 47 it
REIBATAE P 22 (B SE Do

PP A R 74P R SEWrs AT A WA T B R GE b . RGN Bhae sl ] 2
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A sy B T YR PR R S TR E A . 18 %5 148 A Time Stamp Counter (TSC). TSC &—4

CPU Z A7 28 RIS IS e, M HeR A .
BHWATF R RIEPRE, ntpd F1 chrony, K H ntpd A chrony fil. AR

A1 chrony B IS FH ) S FH R o oK BB RGEIN 80 R S8, NPT S AL SRR A M 284K

6.4.1. chrony E4NH
Chrony s&ia1T7EH P A ) s 3R ) o 2ATRET . RAEWMREH IR,

AR Z i a3 ntpd BT R GEE [H]

6.4.1.1. ntpd 1 chronyd )% 5
e £ B 22 2 TSI B R B 53 . chronyd BEWS LE ntpd 57 5

It

> AR TA] I Be s (Rl ER M I U5 1) B chronyd BB TAE IR 4F . ntpd 7522
A] AL AR IR [A] IR  RE e TAR I GF

> chronyd BEM% 75 W 28471 55 () I fige AR (1) 4F

chronyd 18 0] D[R] 25 i b 5 BRRT B 47 ) B ) K B

> chronyd 818 7E I B e B I SR AR A i TR B 481 4, T i R 3R 3 28 1R
£ B2 4k, ntpd AT fE 75 ZARK I 18] A4 e B OE BT K.

> EEOARESF, ERA)EER A, chronyd MARER ], N TA
FIELHANIZATRE T - ntpd AT AR E AN FPITA], RS 250458 FH AN [ 77
OB I B X 2 — LBk A

> 1E linux #1E RS L, chronyd e AE— MR K BTE IR RS AE % . X o
BAE— MR EA T E LA BT ERAE. filan, £l b,
chronyd REE i — L% ntpd ASBEM I -

> chronyd SCHFIRIL X 28 ] [R] 42 T I ME— D732 2 T3l N o i n, i 3 38 5
I} f . chronyd REREAEANE I B h i & HEF IR G B, WHhitH ENLE 2 el %
SIS [A] T

> chronyd $ SRR T AR (U 2 BG4 2R 1R 3 58 S I IS e A8 420 i Ak 24 47 1 SR L
SR PIIIHE  B AT U X Se I 1E 2R 40 8 B I B B R e [B) 4 P R 2 fm
SR IS B FR) B (] B AL B AR IR AL AT 7E Linux
ntpd A LA chronyd A~ GEMSL A 15 .

> ntpd SCHF NTP figA 4 (RFC 5905), GG #%, £+, manycast 7% /7 i A1l
S, LB B SCREEA M 1) 5 Bk 77 2 25T AN % (RFC 5906).
chronyd {8 ] NTP ili4 3 (RFC 1305), FZ&NA 4.

Y
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> ntpd BLIEVFZ S H B BB T chronyd WK T FH A I H 640 gpsd, V7 17 £k
Rl R

6.4.1.2. NTP P dEF2 1k #%

> Chrony FJ A [ELEIX L8 R 45 b fdi ], IX 06 38 G o 48 8 £ B ) b T 3
AVEHNEE M %%, FInFE sh ML RSt

> NTP P4 #tE (ntpd) ROZFHEREL T IRFAEN RS L. R HEEH
TR 2 F 1P, BT B 3 B E A s AL 1Y Autokey WM, 1% FE AL ntpd.
chrony AN SCREXTFR % & i B0E, {§H MDS5 ¥4 &2 & i B iEA i3 (MAC),
SHA1 B S A 75 500k . 1 ntpd 1657 FF Autokey MBI, Z MR LA
FIF PKI R%t. Autokey 7£ RFC5906 F1 74 filiik .

6.4.2. HEff CHRONY RHEE
6.4.2.1. Hif# chronyd

chronyd #& chrony [J5F4P A2, BATAEH P20, ABIEITENZIN RSN
B BOEIE E SN YR, A NTP WhBCRIEAT A% . H4MH 5 HIEA R A,
chronyd s F f5 5 v ARG AE SR IR . B3] DA chronye T8k 1T1&
Mo
6.4.2.2. Hfi# chronyc

chronyd #& chrony HJ5F 4P #ERE, AT LA A2 AT A4 chronye #%. XA~ T A
At T — A r SR fr i A\ — ey 2 A AKX chronyd #EAT . BN BC &
chronyd AN FESCAS L) chronyc 72>, chronyc FJ LLEC# 7y chronyd 7] LA Ak
izl . chronye 7] LLZARIEAT f5 8 —MECE chronyd 252 F2 154 . 1P ik 7o
VFZESES) chronyd N ™ #4251 o

Hf# chrony ft & iy &

chronyd R\ 1T & A4 /ete/chrony.conf, -f I AT LAE & —ANHEC B SO 1S

Comments

Comments should be preceded by #, %, ; or !

allow

LR, FBE D ENL, TWECE M EEE — G A LMEN NTP k%5 4 11
PLEs. BRUGEA SLVFIER.

i
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allow serverl.example.com

W ENAL, FEE AL BATIER

allow 192.0.2.0/24

o€ — M2 VT IR

allow 2001:db8::/32

&€ —> IPv6 Hihk

cmdallow

Z A2 allow fr AL, BR 1B SCVFREE BT~ M ER EHLRHE SR (A
5 NTP 2% Pz N D)o (BN, & EZ chronye REWI21T7E & FHL_IF Hie
g 38 I A M T L& $2 B chronyd ) il (1158752 —FE . cmddeny all iy 2 Al

cmdallow all 7522518,

dumpdir

£RAF chronyd AR5 55 00 & D7 52 H R AE .

dumponexit

iz 2 218171, ‘© R B chronyd 2204 BT A B ) YR CR AT I 2 1 73 52
local

local S8 A& UV chronyd it 2 7 s ek dan A\ BEAT B (8] [R) 20, BpAd & A
R DI . % T2 KR AE master FHL LA, £ MM, T2
TFHEALTE LD, master EHLFE @ T T 3him A\ R AERf N 1A]

Bl .

local stratum 10

log

log i & B L L5 B EHO s Hd . eI LM eIt
measurements

ZIRTL R T E LA RAE S, A measurements.log S
statistics
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RN R A R S5 AR E R GEVI0 R G HE T
ZIATIC T [EHAEBEA RS S, AR statistics.log S
tracking
BARTHC R T RS et AR R G T, A2 R tracking log S
rtc
XANEIC K T R G SE I I A5 S
refclocks
XA EBLL 7RI IESE N Bl R, 4K refclocks.log.
tempcomp

XA RN S i L B A R g AMEIEE, A ) tempeomp.log A
log H B LK IAFAFAE logdir 45 7€ 1) H 5%

log measurements statistics tracking

logdir
8 5E HE SO T80T H 3%

logdir /var/log/chrony

makestep

%, chronyd REARYE 7 KIE S Ja e ORI Bl , {813 R G0iE 0 2 IE T A I
[ 22 AERLERFETROL N, RGPl fe IR iR, SECZ RS REAER
KIS TSR IE RGEI Bl o 148 4 58] chronyd 78 1 52 3 K AN 1 (L 25 33k 1
ARG B, (HRELEEA chronyd J& B )48 H8 e PR Crr e A 9 {2 k2
PR, B 52 I RIS A AR 2

makestep 1000 10

maxchange
ZIEL KR E RN I W &, HWEE KT ENRME, chronyd 27K
ZFHIRH, 40 ERI%S syslog

maxchange 1000 1 2

BN BIERTS, chronyd R R AR — AN PR WAL B SR, R 2
2 KT B A% A I
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maxupdateskew

chronyd AF: 55 Z — w2 ZARN T M = v SEHLR IS B2 AT f PR e 2
[ . maxupdateskew ZH2 ME fiTH & M2 S AT FERBIME, SREEOT, BIEZ
1000ppm, &A%

maxupdateskew skew-in-ppm

noclientlog
N RBRAESH, &P Adsx log HE
reselectdist

4 chronyd & 45 [F] A2 U5 AT FH IR RVE, E0Rs B S 3 /N R P BEES . SRT, N T
T G AT P BT B AT SRIRAR ) P B B, — A E O BE B . BRIATE LT,
PE B2 100 TR .

(SN

reselectdist dist-in-seconds

stratumweight

stratumweight 15 2 W & 4 chronyd M AT I RS [FIZB IR, BN ZE NAIZTR
mz /s R ED IR . BRSO, CentOS &N 0, ik chronyd 7EEHEEIE
I 2 U ) R 2

& r

stratumweight dist-in-seconds

ERINIE DL T, dist-in-seconds A 1 72

rtcfile

rtefile 164 € X T — AN SCHRI SRR, Z3CHF, chronyd AT DURAFERER R
SER I P HERAPE(RTC) S 40, 1EE IS =02

rtcfile /var/lib/chrony/rtc

rtesync
rtesyne F84 8 A — DWW, b, RGEREEE 11 0824 1
B SR (RTC).
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ELEN HRTR L = B SS A A E R VIO RBE AT
chronyc [P)% 4=k

FI1 Network Time Protocol (NTP)FH Et, PTP s & 2 UL s 2 WA RS2 E, £

$5VYFZ ) network interface controllers (NIC)F1 network switches. & K HE S 1B
8] [5) 20 PR HERR 1 .

6.4.3. {ff chrony
6.4.3.1. %% chrony

{5 FH root FH 8%

~]# dnf install chrony

BRI\ chrony #2147 & /usr/sbin/chronyd . fiiy 2 17 204 %2 3£ 11 /usr/bin/chronyc .

6.4.3.2. 7 chronyd JIR#

~]$ systemctl status chronyd

6.4.3.3. JH 3l chronyd
53]

~]# systemctl start chronyd

BEITHLE R 3

~]# systemctl enable chronyd

6.4.3.4. %M chronyd
ENi|

~]# systemctl stop chronyd

WOEITHLE 5 3

~]# systemctl disable chronyd
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6.4.3.5. K& & chrony &5 [H D

A TR chrony s2 75 [F]25, fdiH tracking, sources Fl sourcestats 74>

¥i & chrony Tracking
[/ NN

~]$ chronyc tracking

TR

Reference ID

R 25 2% R0 Hhk o Bhns2 127.127.1.1, Kozt ENUREA RN IREAT R
A, BIEAEAEH local BEAHRAE.

Stratum

WA RS

Ref time

e — IR [AD Ja & 1) UTC I [E]

System time

ZRGLIN ]

Last offset

B Ja — IR B i A%

RMS offset

1 25w A% B

Frequency

R chronyd #A AT, REGEREIHEEREZE, Flan: lppm EEER
GRS IE) 1 FP, R RESERRI )52 1.000001 #5.

Residual freq

TN Ll puA AP UE R TS

Skew

frequency [ fliTHiRZ%E

Root delay

IX T P 265 B8 A% G 1R B B 4 [R5 T LN ) stratum-1 THENL ST 7E 4L
WeamAIIE LS, BB AT BUA A

¥ & chrony KJF
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~1$ chronyc sources

M

RN AR — RS #8, =Rom > peer, #EIR AL S
I

S

FORBRPIRES . *FRoRIEFEFD, +RoROiER, ROk, ? o
O RK “xX*RIR— W8 chronyd TA N2 falseticker(-5 R 22 i = Ath >R (1) B [H]
A, <~ MIERIN AU R 2 AR AL .

Name/IP address

PR TP Hbhik 544 F

Stratum

BHE, B 1 RWATHENN S A S En s, 58 1 F2RHEERE 2,
HJE 2 P ENAER 3, LAk,

Poll
SERTEME polled IR, HIUN{E N 6 BIN %, BiRNEE 64s HHAT — IR =,
Reach

BoRiE — MBI . — R AR LB 8], R mhd By BoR
I3 NI JURERLAE . 10 4F BE R R A IEX AN

LastRx

BoRi e — MBI IR R T . — R AR LB 2 8. PR mhd By B
SR AN JURER LA . 10 4 HE R R A WX MR .

Last sample

BEA] S A I b 55 B A R e I 2 1) 1 i 2 R

KA chrony KIRGL 1T
sourcestats Ay 2 i 7~ =4 B #4625 PR VR BV A% 1 P A A% = R4S B . -v S8k

gt e, BERICKH. ERXMHOLN, BOMNIAT R RN RS,

~]$ chronyc sourcestats

Name/IP address
NTP iz %5 %5 0 hik
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ELEN HRTR L = B SS A A E R VIO RBE AT
NP
AR FEA SR H AT IR SS 48 DR B o A2 T 2 F0 L Y i A2 i 38 T 26 1
AT SR
NR
X EIEAT [ residuals HA M [HARF 5 HIHE .
Span

XX B 2 BRI B R AR A 2 TR R ] [ B o SR A o B HfE, 3R
ANFELE SRR . AEIX AT o TE] B 2 46 3Bl

Frequency

T RIFRAR, EXAEOLT, THEHLI R BRALT2 1/109 A ik 55 4
Kk

Freq Skew

fliTH AR 22 IR

Offset

vk B ffs &

Std Dev

KR TR AR e

6.4.3.6. T RGN Bf
wRUwT
~]# chronyc
chrony> password commandkey-password
200 OK

chrony> makestep
200 OK

6.4.4. ANANFEFIHERE chrony
6.4.4.1. N—MRDEREN RS R E chrony
XA T 24048 ] dial-on-demand &85, 1% HIEC B N 22 3 A &

UG & BB T T 22 4 . 1 4G, B A AE A Jete/chrony. BRI % B C & 50T BL R JL
=¥

driftfile /var/lib/chrony/drift
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commandkey 1

keyfile /etc/chrony.keys

command key ID #& £ %3N 42 |, BT A commandkey {8, /etc/chrony.keys .
N0 NTP fIR45 %%

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

6.4.4.2. N—/ ML RSB E chrony

FE— A MRASFI SIS WX 28 1EAT 42 ST I 28 v, BT DL — S 1 AU E
A AL, & FHAE A AR

£ master EAL F, 4i%E/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 client] client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 52 7] LA fo VP42 1) X b ik
&P umblas b, YwiE/ete/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys

commandkey 24
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local stratum 10
initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /2 master EALHKIHLE,

6.4.5. {#H chronyc
6.4.5.1. f# [ chronyc %l chronyd
HEN chronyc HI3Z H 4 1H

~]# chronyc -a

chronyc W A1LL root FH PP #UAT . -a ST H A keys H 2535

chronyc iy 24T F1f

chronyc>

& AT LAEH help Ros BT A i 4
WA DA AR A B A T HEAT R

chronyc command

6.4.5.2. 8 [ chronyc #E47 1T FL 8 B

BC & chrony 42| LHE chronyd, #%40F:

~1$ chronyc -h hostname

T8 € I

~]$ chronyc -h hostname -p port

port & FH >RA% il A1 4% #2 chronyd

5ok i A N
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chronyc> password password

200 OK

TR RVE 2%
R A& MDS W54, WE A 00 204 authhash iy 2 7ERT

chronyc> authhash SHA 1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. BCE NTP f#F NTPD

6.5.1. NTP /4@

NTP 2 W 2% I ] ip i (Network Time Protocol), ‘& /& FH SR IE] 25 W 45 Hh %N 1
SEATL RIS 1) E8) B0 L o

6.5.2. NTP 532

NTP 73 JZU0R

Stratum 0:

JETRP AN 5T ik L S5 F0 GPS
» GPS (Global Positioning System)
Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60

(Japan), DCF77 (Germany), and MSF (United Kingdom)

IXEEAE 5 0] D& &, R4 Bk RS-232 42| RGN — A4,
2 ety VL TR A R ] R 55 45 o

Stratum 1:

HLF BRI T TR . GPS I e Bl iR 18

Stratum 2:

M Stratum 1 528, 1E N5 R )= AR S5 4%

Stratum 3:

M Stratum 2 525, 1E 5 R )Z AR S5 4%

Stratum n+1:

Y
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K ST LBl 1 R IR 55 B AR R VIO RAEEL A FM
M Stratum n S2HC, AE AR ZE RS 2%
Stratum 15:

M Stratum 14 BB A5 Z B IR ST 4%

6.5.3. Hf# NTP

HRVAT AL It 2 IR 55 28 B REUAE I 1 NTP JiUAR, #E RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis A1 RFC 5905
Network Time Protocol Version 4: Protocol f1 Algorithms Specification H VA IA .

6.5.4. HfR drift T4

drift SCAFCRRAT R RS TAHR 5 UTC I BP0 ) A2 5

6.5.5. UTC, TIMEZONES F1 DST

NTP 58 4 #£ UTC (Universal Time, Coordinated) #' , Timezones 1 DST
(Daylight Saving Time)# A< 1 22 45 87 F . /etc/localtime #&/usr/share/zoneinfo [ #5 U1
BBk, RTC v REFEAHLES (BB UTC 1, fE/etc/adjtime 55 = ATHRE . XA
AT LAAIE RTC B4R E . F P AT LUR T 148 System Clock Uses UTC 7
Date and Time FEJERC & 57 2470 B 1204

6.5.6. NTP S {3 IAEI%EI

TEYHTN S, Yl DLdId ik NTP G T8ty . a4 A S 1 NTP 3
I, DN T AL, fE/ete/ntp.conf SCIFH,  AZIAT 3 AN AR BIIHA A
U5t ntpd K52 ZEE IR AR N )RR 75 22, BT LG ST 8 BT S 5 30k

RN BRI $ 2 R Z IR o R vk g Ok H S B ik, AT RAfE A
disable auth 7£ ntp.conf X £FH,

6.5.7. 7E RN E E R ]

REFUNLASBE A F B 5L 1K) hardware clock Ff H B SIS (M FSE . 7E4R AT it
B RS AR E R G, kvm BRI kvm-clock.

6.5.8. HEFHEW

FEAP, e A OREFE R S L T A 2], HE R E RS — e LE
FERREAE T (AT REAEZREA) 0 B th Sy B I slege b 1 AP %E . BTk H
AN SRS M (= il BRI, St (R
G-I 2 [A)AH 22 3 310+0.9 FPINF, At At i rdk 1 2 (RE, &E—70
B 59 ) s fEtk 1A CGEEP, &E—a el #); EPY—RIEL
ERBLA FINH AR
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6.5.9. FHf& ntpd BB X
SRR ntpd 7E R S5 2080 EE )5 B 2 EUEC B S ete/ntp.conf, & 0] DLIE
T A A B S .

~18$ less /etc/ntp.conf

NS RN B C B
The driftfile entry
drift SCIF A

driftfile /var/lib/ntp/drift

The access control entries
DL AT ¥ B BRIV 170 428 il B i) -

restrict default nomodify notrap nopeer noquery

nomodify EIT: BH IR ot B S

notrap iET: [y 1 ntpde #1174 B WM HE

nopeer I [ 1E peer KA BT Ak

noquery &EIi: [y 1k ntpq A1 ntpde 2 ), {55 B 18] &)

A5 I A% 45 Pl BE R R B 75 22 127.0.0.0/8 HuhkBe . ERIA restrict 47 FH 1L T Ak
RVFHIEAN

# the administrative functions.
restrict 127.0.0.1

restrict ::1

U R T B — NN R, T RAE NS ik
FHEARHRLE A RV, VBRI restrict. N T BEATAEEL, #l4n, 7t
P 192.0.2.0/24 R 2% 1HE 47 s 18] FR) 2514

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

MR RFE—EFN, Bl 192.0.2.250/32
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restrict 192.0.2.250

N A F65E mask, 255.255.255.255 K iAE E
The public servers entr

FRIA), ntp.conf FC B A& VU AR5 #5

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

BIAH, ntp.conf B 5 TR ZHHE R IIE] T, XEAEIR KRR B2 B IR

6.5.10. Z## ntpd [ sysconfig 34
XA AE ntpd JB SRS VIR AL BIAS R B 12 B . BRAIAEI N U0 T -

# Command line options for ntpd

OPTIONS="-g"

-g LTI AT LAE ntpd ZHE 1000s A2 &R, 2235 20wt 8] B fd % &= K
T 1000s, {HRANAAE RGL)E s IEHE . 248 X N ET %, ntpd WL &
KT 1000s FI 5 EH BB H .

6.5.11. 221k chrony

mAWE

~]# systemctl stop chronyd

HUYE chrony JFAL)E 2% 1

~]# systemctl disable chronyd

% 152 W / #3017



£

i HRITBE ET RS BRAE R GVI0 RGEE R TNt
BEIRE

~]$ systemctl status chronyd

6.5.12. &7 NTP P fE R B &%
mAWE

~]# dnf install ntp

6.5.13. ntpd &3

~]# dnf install ntp

W HE ntpd HHLE N

~]# systemctl enable ntpd

6.5.14. 2 2 ntp KPR
K ntpd & HIEAT

~1$ systemctl status ntpd

FRI ntpd ARSI &

~1$ ntpstat

6.5.15. BC B B K4 SLVF ntp BHEA

ntp {# /] UDP 43, 1 123 . DAZ0ERENS o v JE it [ K dk

K 2 By KBS B S0 UF ntp A5, 3 H BEIFE S Firewall Configuration 1. H .

J& 3l firewall-config, it Super #iE N, i firewall 3 H% [ 4258, [
KGR E B AT I A %5,

AT HEN

~|# firewall-config

FEE AL N A XKW firewall-config 1. 5% 2 2 H] 25 [8] 57 47
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HFE firewalld.

6.5.15.1. 181 firewall it &

N1 RS IETCE AR, PR T H2E 5 Configuration /& B N Runtime. %,
TS E SHE T — IR B4R, 78 TR L £ Permanent
6.5.15.2. 4T JF By Ktk iy I

FIFF firewall-config T B, ML, Weffum PR, s @sin izl . Port
and Protocol & N#EFTHF, Hi A 123, NHEHERE udp

6.5.16. i & ntpdate k55 5%
ntpdate Ik 5572 N 7 1% BN [AI7E R 4t )5 3 B I
fa ¥ ntpdate IR 55 & 5 IE1T

~1$ systemctl status ntpdate
WEITHLE )

~]# systemctl enable ntpdate

TE AR 7T B BB = 2% e 25w R AE R G R 91, BRI Jete/ntp/step-tickers SCAF AL &
0.rhel.pool.ntp.org. #NANENZMP) ntpdate Ak 55 %%, 9w /ete/ntp/step-tickers. AR %5 #%
HHCRE R AHEER, B9 ntpdate H Al FIX AN SREC— RN S 8. R —
ANAR IS TR IR 55 8, 7228 — AT 3 AR SS a H ko 758 AT RN & R IR 55
o

6.5.17. FC & ntp

BECERIA) ntp RSS2 ECE, YmiE/ete/ntp.conf Ko 1% CH & A ntpd — i
6.5.17.1.ic B NTP 5515 ) 425 il

Ym%E ntp.conf, fi ] restrict A7 4>

# Hosts on local network are less restricted.

# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict {#
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Y VvV

YV V V V V V V V VY

restrict option

option: AJ LLZ&—AFIZA

ignore BT A R B 0% 4 208, B 45 ntpq A1 ntpdc 2 i)
kod———Kiss-0'-death” i /3% PR/ A 05 B2 1) 25 1)

WAR s I S 7RSI, AN RS 1E K . ntpq A ntpde &
WA E

limited

lowpriotrap——RA 56 2 UL FE T HL B E FIRE B
nomodify AR ET T

noquery——FH 11 ntpq Al ntpde # 1, ANEFERS [E] &)
nopeer FHIE peer Bk & TR K

noserve % T ntpq F1 ntpde &1, EAFTH KW
notrap b7 1E ntpde = 4613H B W Fa B

notrust——E 24 7% A %05 £ 17 I UF £ s

ntpport oL, RIULEC NTP UDP port123
version FELEANULIE 4 HT NTP RRA 2 B

AT AMNATE AW, EERRS], restrict 7] A# A limited 3£, fF

Ui ntpd W20 N KoD #i4fE L, restrict 2AZ51# F limited 1 kod %1 .

ntpq A1 ntpde A1) 7] F T HBOKHIEGH:, AZFER noquery 1ETT .

6.5.17.2. it B 1% 42 NTP IR 55 25 1) 3 R PR il

25 restrict I I limited & 500, 20 S A A E HERNBGE IS4, v DLfE A

discard 5% -

i e/ Il

discard [average value] [minimum value] [monitor value]

& 78 VT I BN B A R S, B — AN S5 log2 .

BREAE 3 Q=T 4T 8)

& E YRR AR EE, 7E log2 FME 32— NS . BiME

2 12 W—xTJ7, 4T 21)

AR AN EFME, —BERTFRCS ISR . BiA
B4 3000 5. XANEIHE H T k55 25 50 3RAT 1000 BLHE 235K

discard fiy 2 1

» average

> monitor:
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discard average 4

discard average 4 minimum 2

6.5.17.3. %51 peer Hiti:
£ ntp.conf Pt & AN peer 4

peer address

address & — ip Hilib 5 DNS w15 2 F5K . address W20 7E [F]— 2 1 &R
45, Peers WAHA /0 — AN RS TE]) 5

6.5.17.4. U5 IR 55 2% H ik
WIN— RS ae il 2RSS %8 21817 NTP ks HAAE R & /2 . 7E ntp.conf
XA, A#H server fi 4

server address

address J& A A TP HihkB% DNS A1 A FK .
6.5.17.5 A In—ANT Rl 2 HE R 55 A% Lt

W= HE 2 R Ak b, W iid, |k 3 NTP & 253 i k.
7E ntp.conf A, {3 H broadcast

I

broadcast address

6.5.17.6. 5 IN—~ Manycast 2% 7 bl
75N manycast & Fimiihl, 7E ntp.conf LA, SN manycastclient #4174 .
& r

manycastclient address

i BB RSy NTP 2 P15 FREAT AR Ay SRS i

6.5.17.7. %I Broadcast 2 /7 uify ik
NN broadcast & S udtihik, 7E ntp.conf SCAEAH, #SHN broadcastclient A7 4> o
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
Ak

broadcastclient

Zan 2P E RGN NTP 20/ . 40 R] LA RN D% 7 i AR 55 45 B o

6.5.17.8. ¥ iIi—> Manycast iz 55 25 it

7NN manycast iR & a3k, 7E ntp.conf X, NI manycastserver iy 4
F s

manycastserver address

A OB RGO NTP IS8 . 00T WAL o S R 25 453

6.5.17.9. 7R In—/> Multicast % % 22 Hihil-

NI multicast AR 55 283k, 7E ntp.conf SCAEH, ¥ multicastclient iy 4>
W

multicastclient address

ZAr SRR RGN NTP JS2 . 50T LRI o 5 R 25 43

6.5.17.10.  Fic & Burst 2

ANEFN N IE NTP iR 55 28— FZE 0, 1Z&E0iEH T2 H cH 2 B
HFER -

FEHR 55 % & 45 R AN N IR T

burst

6.5.17.11. & iburst £
TE AR 55 25 iy 4 45 )R VN N %% 10

iburst

6.5.17.12.  f#iH key FC & Symmetric Authentication
FEARSS 285K peer 8 )5, VR INIZE TR

key number
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number & — P 1 # 65534 W5, %% B n] DLAE B0 s 6 f A message
authentication code (MAC). %% F1 peer,server,broadcast, F1 manycastclient iy 4

i .
Jetc/ntp.conf, A=A

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B & Poll Interval
EERIA ] poll interval, 7R 5525 EK peer x4 J5, WRINIZIE TR

minpoll value and maxpoll value

6.5.17.14. BCE MRS ALK
B — I E e I IR 4558, 1E server BY peer 72 J5 VN 1% 1% Tl

prefer

6.5.17.15. 4 NTP ¥ t.lC E Time-to-Live
7t server BY peer iy & Ji Vs N1 1L T

ttl value

6.5.17.16. HCE NTP fii A
{E server BY peer i % J& N IN1Z L T

version value

6.5.18. FiC B BE 44 bk SE T
B B R GEI 8] B H A 8 (RTC), fF/etc/sysconfig/ntpdate ¥ 1T LA T e 1

SYNC HWCLOCK=yes

% 158 W / #3017
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AAH IR

e

~]# hwclock --systohc

6.5.19. it B i h IR
TE R S5 HA] I SR

~1$ cd /sys/devices/system/clocksource/clocksource(/
$ cat available clocksource

$ cat current_clocksource

7B i BB ERE, 7E NI GRUB B 50 clocksource, 151 2

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. fHF ptp4l B2 & PTP

6.6.1. PTP A

Precision Time Protocol (PTP) & F T X 2 Hr it 8 5] 20 B sl o A5 FH I &5 5 fi
P3CHE, EHCHEIE R NTP B4, PTP SRR R4 N WAZ AT = 25 (Ao iin] i
Wi v IR 25 2 R AE R Gt linux WAZSCRE PTP I8 linuxptp A2 1 WS SE30

XA linuxptp A E ptp4l F1 phe2sys 4T [FEIDIUH o ptpdl F2/7SZHL T PTP
11 GRS R ORI @ i . S AE LRI [AVER, S BT PTP BRI B 5 = e [E 22, 5K
PREFIEEL, BT RGN B S E 8P [EE . phe2sys F27 R SRR B, #
ZR G B[R] 5 2] PTP I b X 25 42 11 -R (NIC).

6.6.1.1. PTP [¥IHf 55

F1 Network Time Protocol (NTP)AHEL, PTP # 3= B FIAL s 2 4 1) S kF, &
F51F £ 1] network interface controllers (NIC)A network switches. % KH)FEE 1 )
[i) [ 25 PR b 12k

6.6.2. f#/H PTP
97 (477 PTP, P IO BR A4 0 3 F P o .
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6.6.2.1. F & KA AT S HF
1§ F ethtool #4211

~]# ethtool -T eth3

eth3 AR A 1 1

WIERSCRFRRET AR, D2 & DL 240

» SOF TIMESTAMPING SOFTWARE

» SOF TIMESTAMPING TX SOFTWARE

> SOF TIMESTAMPING RX SOFTWARE
R SCRERE LRI TR, it & LR 224K

> SOF TIMESTAMPING RAW HARDWARE

SOF TIMESTAMPING TX HARDWARE

> SOF TIMESTAMPING RX HARDWARE

Y

6.6.2.2. %% PTP
~]# dnf install linuxptp

XN 2 22 %% ptpdl A1 phe2sys.

6.6.2.3. JA 3l ptp4l

ptp4l 7] DLt iy SATEEAE NS S5 8. 24 ptpdl {EA— ARSI, AT BLTE
Jetc/sysconfig/ptpd] 48 L . AE ZEAMRFS B Zw AT H3N, LA
Jetc/ptp4l.conf $8 7B LT /etc/sysconfig/ptp4l SCAFA & -flete/ptp4l.conf 1T, X4xil
ptp4l 15 B /ete/ptp4l.conf T4

1ERIRSS ) ptpdl

~]# systemctl start ptp4l
fdi 5 2473247 ptp4l

~]# ptp4l -1 eth3 -m
CNECE SN

ptp41[81921.804]: selected /dev/ptp0 as PTP clock
ptp41[81921.805]: driver changed our HWTSTAMP options
ptp4l[81921.806]: tx_type 1 not 1
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ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE RECEIPT TIMEOUT EXPIRES

1o ptp4l HiE

BRATEL T, HESCE R KIS /var/log/messages. -m &I H H & FI bR
i, REWE N debugging FEALE S

FIIFRRIS AR, -s T, AT

~1# ptp4l -1 eth3 -m -S

AN IR W 2 AL

A 2 MASE BRI AL, BE %@ AN B IR T AT e

-P

-P 1%+ peer-to-peer(P2P) IR Ml = AL

P2P AL E 1k, BRIYE S P AR A B PR, AT R bE I ARATL i) 58 v A )
AR,

-E

-E #%£F¢ end-to-end(E2E)ZEiR M AL o 31X 72 BRI 1 IE TT

E2E i A& request-response ZEIR ALl

-A

-A FTIFLEIRALH H) B Bhik

H BIIETIT T 12 ptp4l 1) E2E #30. aA F 2, W] LAk P2P i,

6.6.3. FMEZAELOMEH PTP

FEAN AN 2% 1 22 4% 1V PTP, A 4 22000738 I [R] B8 AT R A XA U =X

sysctl ZH44 FR A WAZ I TS » XTIEEIBITRI RS, 7] LM 247 80
&M /ete/sysctl.conf SCAF

BEHCA loose X, & T
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~]# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N TR — AR B BUR A A2 e RS, {31 net.ipv4.interface.rp_filter

~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

N T ARE IR B K A R, 1B Eete/sysctl.conf SCF. BlN: AT BRI
HRIW R, Bete/sysctl.conf, 1T s

net.ipv4.conf.all.rp_filter=2
IR B R — AR, IR s

net.ipv4.conf.interface.rp_filter=2

6.6.4. 1HE—AECEXH
BAABOANECE ST, e ZAE I AT I R T e, A -f 1R T

~]# ptp4l -f /etc/ptp4l.conf
—AECE NS, ST -iethd -m-S W, W R

~]# cat /etc/ptp4l.conf

6.6.5. ¥ PTP BFHE Ui
PTP )& PR P o, pme 7] DL RIRENEAL ptp4l 5 B o

~J# pme -u -b 0 'GET CURRENT DATA_SET'

~J# pme -u -b 0 'GET TIME_STATUS_NP'

TE pme £

~]# pmc --help
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ELEN HRTR L = B SS A A E R VIO RBE AT
6.6.6. [F]:5 R %h
phe2sys F2 i F k¥ R guist [a] [7] 25 3 PTP [¥) hardware clock (PHC). phc2sys
AR 25 Bc B SC A Jete/sysconfig/phe2sys. BRINEC & 41K

OPTIONS="-a -1"

-a IETE1S phe2sys BERE [F 20K H ptpdl N H FIET 8. B ERFE PTP i IR
AARAL, AR B R R [ [F P I e, RGeS m A, BraE
IR E . WAR AR RGO — AR, 8 - IR K

& /etc/sysconfig/phc2sys &, HJH phe2sys k55

~]# systemctl restart phc2sys

IEHEEN T, 8 systemetl i5 4K BB, {5 1EAIEJE phe2sys AR5 .
WA A AEAS F R 25 )5 30 phe2sys, &0 DLl iy 247K E 80
~]# phc2sys -a -r
-a ETUT 15 phe2sys REWS[F] 20K B ptpdl N IR Bh . W RIS LE R Sl g
FN— AU, FRE - TP IR
18 F-s TR 20 RGeS b 220K 7 1) PTP B4R &b, {514
~]# phc2sys -s eth3 -w

-w IR FFIEAT [ ptpal N[5 PTP B 4f, KE TAI £ UTC fifé =
IEH M T, PTP #:/EYE nternational Atomic Time(TAI), Z Gl [A] {R 7 1E
Coordinated Universal Time(UTC). 477 TAI Al UTC HI{mFE & /& 35s. 41 FP 4
NBBR A5, s B3 T o0, IR LFESRAE IR Y-w kIl
AR, ATV -O kAT m s & 1 i E
~]# phc2sys -s eth3 -O -35

4 phe2sys servo AT HURAES, IHBEA S E, BRIE-S dIREM 4 1 H .
X EWRAE phe2sys 27 W AULE ptpdl 27 LLLCHT PTP A it e [F) 22 5 5 8. A
-w T, phe2sys AHTE ptpdl JG a3, KINE %R, B ptpdl &[NP
phe2sys 7] LME R IR 55 J5 3

~]# systemctl start phc2sys

MRS AT R B, AT LK IR ITE fete/sysconfig/phe2sys TR 7E
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6.6.7. WRUERT ][RP
24 PTP IR [a] [F)20 AR IR B, B B3 A% & DL SO R B 4T ED
ptp4l Al phe2sys. iXLefE B ] LL{E/var/log/messages L AF A -
ptp41[352.359]: selected /dev/ptp0 as PTP clock

ptp41[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phe2sys i Hh 1451+

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729

phc2sys[529.528]: phc offset 54658 sl freq -37690 delay 2725

ptp4l H—/ 4 summary_interval, A LUR/ADHIH, BRUEL T, P2
FTEN—2%15 B o W LMB BN A 1024s 4T EI— IR, 1 /ete/ptp4l.conf KA ML AT

summary_interval 10
— ptpdl FrH 1+, {4 summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

%/ A\ phe2sys Hfart, AT RAE ] -u 2670
~]# phc2sys -u summary-updates
summary-updates #& M 275 F £k, #Fa0

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. f#FH NTP fk% PTP K]
ntpd SRR TT DAEC B RST8] 70 A B 18], RGER [A]52 HH ptp4l A1 phe2sys
i F LOCAI B a1 BX s 4T [ 20 . A 1 B 1k ntpd % R Gih 2l ntp.conf ST 24

Poag
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
AANRENS 15 AT NTP 55 &% LA — M7

~]# cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum 0

6.6.9. {#F PTP R4 NTP K [a]
NTP £ PTP [F:5 2 A BERY . 24 ntpd J& K [EE RGHA], ptpdl 7] DLE
priorityl JETHCE A grandmaster B2, I8k PTP FRGTH Bk 43 & i T8

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

A58 FHBE AR I TR) 8K, 75 2248 phe2sys SK[E20 PTP RE{:I B &2 RS0t 8 . B an
phc2sys & —/MR55, YwiH/etc/sysconfig/phe2sys A4, ERINFIECE 40

OPTIONS="-a -r"

8] root HI1/, 2%

~]# vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

TEIXH, rIETBETEE 2 Wk, FUVF PTP W RAEA B N R e gt 47 [R50
# 3 phc2sys

~]# systemctl restart phc2sys

B 1k PTP I SR Pk i) A2 4k, AT DA S ¢ & 56 /N P (proportional) A1 1
(integral)

~]# phe2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. f# F timemaster [ PTP B{, NTP B |a]
AT LME A timemaster #2571k £ Ge i (8] B2 °] F BB [R1YEEAT R 25 . PTP B [H] &
H phc2sys Al ptp4l #&4Hk, iHidfd A shared memory driver. NTP <33 3 FERE S LL
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ELEN HRTR L = B SS A A E R VIO RBE AT
BPTA R, BRI AT [F 2

Ja B}, timemaster 23 2 E—ANEC B OCHE, 8L E S TR € NTP #1 PTP
N TRJY, Ao 2 WL Y 28 122 11 B el =211 PTP BRI 8, 42 Al ptp4l A1 chronyd
oY, ntpd BCE SCLF, A3 ptp4l, phe2sys I phe2sys B ntpd.

6.6.10.1. 1/ N—"MR %% )3 3l timemaster
1% F root FH

~]# systemctl start timemaster

Ja s, 2xisEl/etc/timemaster.conf At B A1

6.6.10.2. Fifi# timemaster it & A
BRI L & S a0 R s

~]$ less /etc/timemaster.conf

# Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]
#interfaces ethQ

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]

includefile /etc/ntp.conf

[ptp4l.conf]
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[chronyd]
path /usr/sbin/chronyd

options -u chrony

[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp41]
path /usr/sbin/ptp4l

ERRErar 44T
[ntp_server address]

IXAE—AS NTP JR&5 2 X %17, ntp-server.local /& —N4xi LAN ) NTP
R 5525 o
AR AT

[ptp_domain number]

PTP domain 5&—41 PTP I 4f, EAIREWHI LR . EATA LAEGE AN AT LAAT
Fesadt AT 2D o A A R A B % — N8 X A5 — > PTP ) grandmaster
b

EERIE a2

[timemaster]

PR timemaster Bt & SCAF AL T ntpd 1 chrony B & (/etce/ntp.conf B
fete/chronyd.conf), N [ B0 & 15 Il BRI BC E A VGE R EH . X EWE T
SE) NTP AR &5 23 A5 A timemaster — E A AE
6.6.10.3. it & timemaster %5

S YmiE timemaster ACE X

1) FJHF/etc/timemaster.conf it & 14 .
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2) XFFEE—S NTP IRS5 4%, EEIZEHE timemaster, & [ntp_server address]
B

3) WINELE AN, dtE#[ptp domain 01 FEIFFRINM R, BFanT:

[ptp_domain 0]

interfaces ethQ

[ptp_domain 1]

interfaces ethl

4) BT EAEH ntpd 19 NTP s# 47 @282 , 7 [timemaster] 7 BUE BRI entry,
chronyd N ntpd.

5) ABfE A chronyd /£ NTP k55 %%, 7E[chrony.conf] Bt ¥s N4 1) 3% 1,
TEER NI include /etc/chrony.confentry T .

6) fRWE M ntpd /EN NTP lR%545, 7E[chrony.conf]=F B INANS ML, 7EER
IAHY include /etc/ntp.confentry .

7) {E[ptp4l.conf]F B, WRHIIATATHEZEHE D13 ptpd] A= B A BT B SR R T

8) fE[chronyd] 7B, WIMUEMaAAT, H¥% timemaster Uy Al I 1%y & /5 224% 8
% chronyd.

9) fE[ntpd]FE, WIAEM 4T, ZH¢ timemaster Ty A I 1% dr & 7 A% % 2
ntpd.

10) fE[phc2sys] 7Bt @MEM AT, 44 timemaster 15 ] I 1% iy & 75 2% i

% phc2sys.
11) fE[ptpdl] 7B, WIMEMar 24T, ¥ timemaster U7 A I 1%y & /7 2L 1E 2
ptp4l.

12) PRAFECE SCF, HE )5 timemaster.

~]# systemctl restart timemaster

6.6.11. & = HER M

ptp4l Al phe2sys W H] B IC & 918 H i) adaptive servo. XJ - PI servo 2K it ,
EHIIHAET AT LA E P EC & SO AE ptpdl AEH], 75 ZAE/ete/ptp4l.conf
e B SO I BL R AT
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clock servo linreg

A ptpdl IS
~]# systemctl restart ptp4l

7E phc2sys H# ], 75 B 1L /ete/sysconfig/phe2sys FC & SCAFISINLA 47
-E linreg

# J3 phc2sys R 5%

~]# systemctl restart phc2sys
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HLE HENEZM

71. RGHRETHR

ERLE RG22, BREEERAMN RGE BN AR BT, B, BN
I AR S N N AR BB . AT, R X O R, DA EAEIE AT
PRI B S A5 o AN U0 B fe] A FH LA 7 S5 15 >R MG RO AER T IR i 25 25 # 4
RGP RIXEEE.

7.1.1. BFERGHRE
7.1.1.1. fH ps i %

Ps & BR RABITHENGE R . ESER—NEHEHIR, FIRBWEE
T MIEPAT A BT RGUSAT BIEERE ) — AP o Gn SRR AR RE 2L T SE i i R AR
18 75 ZAEH top A ARG 1 M .

WERAB G U HT RGP BT A RS, P LALE shell BLAF 40T 454

ps ax

X TR AT IR, ps ax 4 SRR PID, HERLIKI 23,
HERRIRAS, HERR I CPU BT, AT SO T A

~18 ps ax

IR SRR A, TS

ps aux

%7 ps ax fr 2 HRHEME AN, ps aux IC R HEREIE H A2 T, #ERE S H
CPU A AFHIE 73 b, DA 15 D B S s B UL A A7 K/INRR SE e 3 A A 1)K
Ny BERETTURIZAT (VIR 1] o

] LM ps dr M grep fr @ AH G R EE KBRS EIe T, B, =
HIE Emacs 7& AEIEAT, (EH R IHX A2

I

~]$ ps ax | grep emacs

A RA Har SATIEI T e 8513, & F ps(1) man Fift.
7.1.1.2. ] top %

Top fir & W/8 RAIBAT HIFREIN LN B3R . Bib a2 Bos NG B GRS HE
HriTiElL, HET CPU MNAFRIEH R, AT S XA T] UG 3E R ik 5
B R, 1N m] DAgs BERE HR R I R AL — AR
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1B4T top 14, 1E shell AL T 4

top

XTI RIEERE, top i 2 Won3ERE ) PID,BERE PN H 4 7, #EREIL e
2%, FE NICE {H, MMM AL, SRR HE N AE, e
LA, BRERPIRES, MR NAEAT CPU I E 2L, BERE (5 A CPU
RIS B AT R AAT SO (142 7o

AR LA top — B2 H R BN i 4

% 8-1 X H top W4

s Hid
[Space] ARV ESRPN
[h] R H W B
" AICIHRL, R UIRMAER ID DB RIEAE 0
=1
[n] SR DR IR R . SRR AR
[u] ZH
[M] AN EHF
[P] % CPU i FH ZHE 7
[q] 1Bt top

7.113. ARG RET A
PRl DUE R G la 12 T B R A _E &S F A SRR, SO HEFE s 2%
LR IR . FFUG->Fr AR >RE RS S, A
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RALNE =Y x |

KmsR(M) YBEB(E) ZE((V) EHIH)
#iE AR XHRE

Bi—5%. RHE. TASEHsFSRHE: 011, 003, 001

#HiER v RE % CPU  Nice ID WE  FRME BT %
[Elaccounts-daemon EIH (1] 0 1378 9.8 M do_sys_poll accounts-daemon.se ¥ °
B acpi_thermal_pm E{TH 0 20 110 Faff rescuer_thread EES
[E] activation-daemon E{FH ] 0 3984 17.2 I do_sys_poll dbus.service e
[Elagent BT 0 0 3496 6.9 M do_sys_poll session-5.scope N3
[Elagent BT 0 0 2686 6.9 M do_sys_poll session-4.scope g
[Elagetty EfTH 0 0 2188 1.1 M do_select serial-getty@ttyAMA F %
0

Bata_sff EFH -20 43 FoJf rescuer_thread E[3-r— g
4 »

& 7-1 #E

STFFIHERE, /Rl TASERERNS T, RE, #HFE NICE 14,
MR FH N AF AL CPU B E 43 b, HER2 0 PID, 3EAR S5 A5 018 B A FE il i H e
G R SRR A A AT DU AR R 5 BT I BN B R RS

ARG T H S BoR MR8 P R, WG B A G R T
ANFEI, AT LA

> BEES R

> BEATA R

> A UEE S S R

> B R

> A4, AW EEA W EA:
> HTERES R

> kPR S R SRR

71.2. BEAFREABR
7.1.2.1. f§iH free %

i free A1 2 Al IR HE RAT WM CLM AT, 7E shell FHIAL Ny

B

free

Free fig & n] LR SEVIEE A AE RIS e (8] (045 2. e n] DL R A7 B B, (8
MINAERAN, BRAAFERA, FEENARD, buff (RN cache 1R/ AL
Hal . Bk

~1$ free

% 172 T/ #3017



£

X HRITBE ET RS BRAE R GVI0 RGEE R TNt
FRIA free AP TR/ KN, AnAAE DLIR N S0 R BUjH-m 3350, 4R

~1$ free -m

7.122. ARG NIET A
AW TR TR VBB RS 2 WA KN E &8
KA, B RFERE AR RGN BN

RELAE o El
SHlg(v) WEE) FAEV) BBH)
#E #/E XHERR
cPU iE
= . ' —_— SN
CPUL 1.0% W cruz 100 Il cPus 123 I cPus 1.0%
REFENZREE
’ nE 5 b23: 3
B 24GB (64.8%), £E}38G8 B 12.7MB (0.8%), 285 16GB
REFHE
@ Rl 11.4 KB/# 4 EEXS 490.0 KB/B
Sitesl 5.3 MB 2itBR= 387.8 MB
>
& 7-2 BiR

TERAE RS e oy X BT, R0 % TR B R PAE A A 473 X (1) )7 s A FH 3
FUAER PN AT AIAE 453 IX 2 R/ BA B A 26

7.1.3. &F CPU fFH
7.13.1. FHRGHETH

MR IER S B R RGN CPU AT O, £ CPU BT, RGWIE TARE
/v CPU [ [ s A8 I |2 1 CPU 4 i i R I R B B U & F UM R G
7.1.3.2. f§if Isblk 4

Isblk iy & 1] LA~ R G0 RT LAE s % . e B blkid fr SR IEHE 2 115 2
A A S H . B udev EEHUE S, AR root A A #R AT LA . BoRERLL
AR FBAE shell AU R s

Isblk

BE— B P BL &, Isblk AR R B4, IRV T, W1 A U
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BRI B R 25 BB 1 RAEVI0 R4 R T
i, WA, WA RE, R&EA, REERBE. BT
~1$ Isblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M 0 part /boot

“-vda2 252:2 0 19.5G 0 part

|-vg kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

“-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
ERIA Isblk iy DL T S84 fa tE BRS04, A 2R AEEREUE 22 (&% A5 B A -1

28, .

~1]$ Isblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
AR i AT IR e 85K, A 1sblk(8) man T .

7.1.3.3. f§iH blkid fir4>
blkid iy 2 AT LLE /R AT HI R SAIRZE R © 5 root AR, [ 3F root
P BeE F 1sblk £72, DL root B3 7E shell AN F 72 :

blkid

B, blkid 2 Box BRI AEE, F1a0 UUID, SO R 482K
B, B, Bl
~]# blkid
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="7IvY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2_ member"

/dev/mapper/vg_kvm-lv_root:
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UUID="a07b967c-71a0-4925-ab02-aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg_kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0c1ddb6"
TYPE="swap"
BRI blkid i@ 2 BoR T o] I H % . R AR R — ik g, R
i o TN 44«

blkid device _name

fan, ME R/ dev/ivdal ISR, LA root F P AL PR S i &
~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
1E B a2 N -p Fl-o I AT LASREURE Z 407515 2., v & [FIAE 75 2 root
BLRR -

blkid -po udev /dev/vdal

i
~]#blkid -poudev/dev/vd al
ID_FS UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS UUID_ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID FS VERSION=1.0
ID FS TYPE=ext4
ID_FS USAGE=filesystem

AR A 2ATIR T e 4813, &F blkid(8) man T,

7.1.3.4. {#H] findmnt fy4
findmnt #7428 RGCYHTHER I S R S8, 7E shell AW Ry 4

findmnt

B AFIHESCE RS, findmnt @7 SRR, RBE, U RGER
A SRR 3 T
(PP
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~-]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2, inode64, noquota
=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| /proc/sys/fs/binfmt _misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd

rw,relatime

b=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel

I }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime

| |-/sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

FRA findmnt LA LS5 K e tH SO &R S8, a0 RAESREUCE 2 %5 2 i1
2,

findmnt -1

B4

~1$ findmnt -1

AT DLk i AR B (R Sk R, fd -t IR T, ST S SO R,
(LR

findmnt —t type

Bln, SaPra R xfs RS

~]$ find mnt -t xfs

A RTH A 2ATIR TR 2853, AE findmnt(8) man F-/lif.

7.1.3.5. fiiH df 4
df iy 2% RS HLEL =S AR, 7E shell BEIA W T 4

df

H—NIHE RS, df S EE SR ERENZ T, KA (LK F
TONEALD, WA S TRl AN KN, A S 1) e R NSO s . 5]
TR
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~]$ df
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm
/dev/vdal 495844 77029 393215 17% /boot
BRI df i o 70 XK/ CBLK 5 N B, RS I P B, AR
R HE (LK 80D B M FH G 5215 B 77 248 A -h a1,
AR IA] LA 55 13277 A RS 20 s g A 2 1) K/
i
~]$ df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot
A RA] FH A AT R TR e B HIFR, &% df(1) man Tt
7.1.3.6. i/ du g4
u i AT LA SRR du dn AN E0mT LR R BEAS H s SO
EI"Jj(/J\o Bian:
~1]$ du
14972 ./Downloads

4 ./.mozilla/extensions

4 ./.mozilla/plugins

12 ./.mozilla

15004 .

FRNEOL N, du i LUT 2 1 O AL R BER AL PG Dl . W2 RAE LA 5 i

J730 (MB Al GB) 7n KN, wIUAENIIZ H-he fi40;

~]$ du -h

15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla

15M..

FEPIRARE du v 2 Bom AT H R P ST AT, an A Bos H sk
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ELEN BRI = IR S5 2R ERAE RAVI0 REE AT
WSO B R /INAT LS I 2 4-s, 151 1«

~]1$ du-sh

15M .

AR A AT I 7e 8K, EE du(l) man i

7.1.3.7. MRS TR
FE A G0 A2 T RSO R GehR 8 TURT LA R 1 05 sUE A SO RGBSR
2[R RAE A O

L Ea

EME(v) RE(E) HEHNV) FHH

#HE #AE XHR&K

RE BR v RE B2H ) BL] =1

Idev,'mapperfkfas-mut / xfs 13.2 GB 1.4 GB 1.4GB 11.8GB

I /devisdaz /boot xfs 1.168 689.6 MB 689.6 M8 373.7 ma [l 35%

B rdev/sda1 /boot/efi vfat  209.5MB 203.5 MB 203.5M8 6.0 M8| 2%

I /devisro Jrun/media/root/Kylin-Server-10 is09660 3.9GB  0FF  0FH 3.9 GB

B 7-3 X R4S

IR R S, RGE TR S s, HbsE#Es, X
RGN, il 2 1B A5 FH RN A K/

7.1.4. BEEEER
7.1.4.1. fEH Ispei T %

Ispei & A LA 7R PCL s 4k ERX&E R, SoRITE K PCLIXA&TE shell B
BN Ay A

~1$ Ispci
R8T LS A -v e Ttk H 1 £ RIS S, 3 A -v I T H I A BE RN R

~1$ Ispci -v

AR A H A SATIEINE e 8 513, £ 1spei(8) man FHf .
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7.1.4.2. ffiH lsusb iy %

Isusb A7 2 1] LR 7S usb W5 S . TIRFTA M usb 1% %15 BAE shell H¥A
IR
~1$ Isusb

&AL IN-v ZHCE R TR R .

~]$ Isusb -v

AR 2ATIR T 5482, &E lsusb(8) man T/,

7.1.4.3. ffiH] Iscpu fn 4

Iscpu 72 E/R 4 HT RS cpu (5 B, 18 2 cpu £ H,

R, 1, cpu mIEZAFESE, 1E shell A2

2Ky, Mg, X

~1$ Iscpu

AR A HAr SATIEI T e 8513, A 1scpu(l) man FHf.

7.1.5. KEEHLER

HRIAT LI v 2R 55 2 B AR R TSN 1B ORE A AR AL o XL =
DIMMs Yt A A7 8 DR AR A 2 AT 2] B8 LI S (R ik, JF BARER R A 2
[ o F P 225 () R 57 4P BERE rasdaemon il 3R A FHLIX L6 Hy P AZ AL R B 00 A7
A EEPE T PR AT R PE B R AT, JFIESYEAT. IXASTBELLHT Y edac-utils $i¢

ft, BUAE 1 SE3ERE rasdaemon $243E.
224 rasdaemon FEE root AR .

~]# dnf install rasdaemon

ISRz} & aiis I

~]# systemctl start rasdaemon

BN R oy 2 B A 2 1A Pk

~]$ rasdaemon --help

T2 {E rasdaemon(8) man i B Tt A HEik
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ras-mc-ctl L HFfL 7 —Fa] I EDAC XS A 7%, N0~ ay2 ) LA
B2 LI,

~1$ ras-mc-ctl --help

T2 1L ras-me-ctl (8) man FMHf L T A ik

7.1.6. fHFH Net-SNMP Wiz :68

IR B v R IR 55 B R AE RG0S Net-SNMP B E4F, Hrp g —A RIE
(PR3 FE 1D 16 R P 2 5 B B (SNMIP) ARER o 2 AR EE K L SRk (1) 5 F R 7 ] DA
WHTINKER RS RS ES — R T H, X8 T HASF SNMP )
W

AL T T B Net-SNMP ACHE 1T X 4% 22 4= R gt v fe s, fd A
SNMP Wik Z B Ay fé SNMP R LR [ 58 XK REFE R .
7.1.6.1. ‘% Net-SNMP

Net-SNMP A A4 AT BT BB & I 55 245 R4 V10 KAT R — 4
RPM #fbf0. s 8-2 A ] Net-SNMP #HAF AR T RN EATVEAT N 2

FH 8-2 ATH Net-SNMP K fE4

Ly ¢ RAtE
net-snmp SNMP fREESF P HEFE RN SCRS . A H PR R e 7 B M
net-snmp-libs | netsnmp FE FHRZE A S B E (MIBs). i HH P e 2504 75 22
XA,

net-snmp-utils | SNMP %% J' 5 491 41 snmpget F1 snmpwalk. 75 ZiZ B4 LA
£ 1H SNMP £ Gt M RE B

net-snmp-perl | mib2c F2FF1 NetSNMP Perl #5 . b6 52 FH Al 328 18 HE AL 1) o

net-snmp-python | Python ) SNMP % i g o JH A0 /& Hh ml 3l i $R L 1Y)

ZIAEAT AN AL T 7 UE A dnf 74

dnf install package...

Blhn, BRI R AE ) SNMP AREE s 37 3t FE AT SNMP %
Ui, LA root Y7 LE shell 8 AU FAg4:

~]# dnf install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. BT Net-SNMP 574 2

net-snmp B AFEH LS SNMP AQH 579 F2 snmpd . A5 HE A e a5
3y, A5 1L AVE 8 3 snmpd ARG5S B . B RIEEAIA BLUBE = IR 55 s B E R G
V10 R4 8BRS K5 B2 5 5.1 1 H] systemd & R GRS .

JRBIRSS

1247 snmpd A5 LA root 43 7E shell BTNy 4:

systemctl start snmpd.service

P B 5 (L AE R GUR 3 e B 2 iRis AT an T~ dn

systemctl enable snmpd.service

%1k RS
{5 1t snmpd AR %% LA root S 3 7E shell BEA U R A4

systemctl stop snmpd.service

Fic B AR 55 (6 AR R SR B R I AT UaisAT, AW~ a2

systemctl disable snmpd.service

5 RS
# J3 snmpd Ak 55 LA root B LE shell #EN U1 N A4

systemctl restart snmpd.service

e A AR 55 IF DU S AR 55 . EAEFTINEACE, M FIERS, B8
TR A

/4

systemctl reload snmpd.service

X 2HIEAT snmp R55 L BB INEACE -
7.1.6.3. L& Net-SNMP
PUE P Net-SNMP A 74 HEF2 M IC & , 948 /etc/snmp/snmpd.conf [ & S
SRV RIS v R 25 AR R AE R 48 V10 B3 B9 BIA Y snmpd.conf SCARE R &R,
TR AR — AR AR T B SO i
AT NP WES: B RGE BRI EINE. XA HWEEE
B MEANE S, 1625 snmpd.conf(5)FM L. L4, 1E net-snmp AFELHA
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e AT LI v 2 R 55 1R E RSEVI0 RGUE B 5T
— M4 9 snmpd.conf WS, AT LAR >R UASE B.J7 A AR &

7 22 VE R W /& net-snmp-util B AL 0 AUHE % ¢ e A AR T BT 3R 1
snmpwalk SEHFET

systemctl reload snmpd.service

WHE ARG ER
Net-SNMP @IS RE e fit 7 — LA RGE B B, TR snmpwalk
[y fm 2 o A B E KRG .

~]# snmpwalk -v2c¢ -c public localhost system

BTSN R, sysName X} R4 15 B A FEHL4 - sysLocation I sysContact ¥f %
A] PL{E /etc/snmp/snmpd.conf SCA-iH 1T 4% syslocation A1 syscontact FI{E # A &
i 4n:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example.com>
EMEE G, EFNEACE, IR ERET snompwalk dr &K — T
P B e A AR

~]# systemctl reload snmp.service

~]# snmpwalk -v2c¢ -c public localhost system

B B AR

Net-SNMP AP IR 7 SCRFITA =AY SNMP 7030, #TPIANhRcAS (1
A1 2¢) IS A R E PR AT B S A B e . 2T E R AR AR ART 25 77 Sy
SEARE T 2 B IL AR . R AE M2 E SR, XA A A .
SNMP FIES 3 Wi SCHRAS A 2 Mo U A A DGIERIE B I0%5 « Net-SNMP /REE L
SCFF SSH iE, f# ] X.509 iE+ ) TLS TAUEF] Kerberos A .

AL E SNMP hiA 2¢

BRCE SNMP A 2¢ 4EIX, 7E/etc/snmp/snmpd.conf At & S A4 F ¥ RO
FEIX L RW #E X $54. 18402 T

directive community [source [OID]]

Hr, community EAF 4L X FRFH, source A& IP Hilib 8+, OID X}
SNMP W27 A JE P Flin, N Fe 20 P et R REmviin, 1%
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i P A T SEAL b A AE X A7 H <kylin”s

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

i snmpwalk 2 FF U8 0-v Fl-c 5] PLEC &

~]# snmpwalk -v2c -c kylin localhost system

Be & SNMP K4 3

BNLE SNMP fii A 3, f# ] net-snmp-create-v3-user i . M & ng H
%l /var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf L4, X AN AT LLAY
HH P FHBA A . VER, net-snmp-create-v3-user iy 2 R A RHEE A B1TH 4 6E
17, FHPI/RBIEIEE T “admin”H 7, Zi5<kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user iy 21 rwuser 54 (B4 AL -ro Ay & AT 1L TH

H rouser) F|/etc/snmp/snmpd.conf H FIZS I rwcommunity F1 rocommunity FA%
AR :

directive user [no auth|auth|priv] [OID]

H, user £H 44, OID /& SNMP W#E gt A . BRINE LT, Net-SNMP
ARIAL AV LB AR Cauth D . noauth AT DL L VF AR LR BUI1E
3K, priv 326 T3 il 455 FH 1 authpriv 126 TUFe 7 (9175 K 06 25058 i 432 BORH |1 52 96 2%

Bilhn, NH—ATRARRTHS “admin”i5 15 ] AR -

rwuser admin authpriv .1

KT E, EEMHP HEX NEIE A samp B, fEiZHX MO
snmp.conf Af (~/.snmp/snmp.conf), U1 N4 :
defVersion 3

defSecurityLevel authPriv
defSecurityName admin
defPassphrase kylinsnmp
snmpwalk iy 275 2 AR I 28 IX Le 2 AR B -
~1]$ snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.e17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64
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[output truncated]

7.1.6.4. KR Bl PERE

RV AL IBH R IR 55 2R R E R GE Y Net-SNMP AR HELE SNMP Bl F2ft T £
FRPERE(E B BbAh, ArLLE A A RGP 23 RPM WIFIR, RS 4hTs
AT IR SR AN R S W 25 i

AT T KT OIDs /£ SNMP L tEReEME iR . B E R4 & %3
net-snmp-utils AL, I HH P A% 7070 SNMP &, 101 8.1.7.3 Bt BEALPR -4

CECE W=

£13E Net-SNMP [1] Host Resources MIB $2{t T =ML 7 v #2714 44 RO 4K A
FoE. Rk 8-3 HIY OIDs B4 1 ££ MIB K ] EASRIUFIAH ¥ OID

FH 8-3 WA OIDs

oI1D ik

HOST-RESOURCES-MIB::hrSystem BE—WAGEL, WisirwE, Hie
ECH, STt RS E

HOST-RESOURCES-MIB::hrStorage B E AR SO R G 1 Dl g8

HOST-RESOURCES-MIB::hrDevices A5 BT AL TR 28, N 2% 15 25 A4t &

GIIBIER
HOST-RESOURCES-MIB::hrSWRun B 5 WA IEEIB AT IR R B1 3R
HOST-RESOURCES-MIB:: BE RS NAFM CPU Gt 5
hrSWRunPerf 2, HOE X XK BH T

HOST-RESOURCES-MIB::hrSWRun.
HOST-RESOURCES-MIB::hrSWinstalled 5% RPM HlE E 71 3% .

1E Host Resources MIB H, &4 —n] H T2 0] H{E B 1) SNMP % .
T 7% 7 HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 18 "W HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 9-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readWrite false a5 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" """ HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0
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SRR LIRS 5 0 5 B AR AE R AEVI0 G IR T M

2% T HOST -RESOURCES-MIB HJ ¥ £ 15 &, 7] LA 5 % /usr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt 344

CPU AN 1715 &

UCD-SNMP-MIB [ K Z 8 R G eEdE 2 v . systemStats OID 2 |
—LE b T R A R

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

FellsE, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait 1 ssCpuRawldle
OIDs $& L TH B AL € R GUE 1 BEAE D 1 K A AL B 45 I [A) 78 3 4% 725 8] 5
FAE)EY 1/O I 4EH A H . ssRawSwapln Al ssRawSwapOut B 7l '€ R 4t N A7 & 15
FERITAEHH H .

UCD-SNMP-MIB:: memory OID 1R £ o] F () W45 B A free i 2 F3ALk:

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB ] 41 %% 3 17 & 7] F f¥) - SNMP ) UCD-SNMP-MIB:: 1aTable
SFIH 1 8, 5 PR 15 3B R aR A TR

~]% snmptable localhost UCD-SNMP-MIB: :laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 ¢] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 [¢] 0.000000 noError
M RGNS B

Host Resources MIB $2 4t XA R G W) K/ANAIE G R . BN XHRS (BLKL
FWAF) #£ HO ST-RESOURCES-MIB: : hrStorageTable & H 5 — 4> A\ I
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 2
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize 1 HOST-RESOURCESMIB::
hrStorageUsed H 1] ODI # F Sk 1T B H:H O R G EIR A &2

I/0 ¥4 /£ UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOT able
KEERT M. EE Rt T EEA AR, 5 OID A diskIONReadX Fl
diskIO NWrittenX HAZHETHE0EY, H T1E R G0 S HUN B AN B % (1) 7
T

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable

SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LA1 LAS LA15 NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 4 ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 0 ? 2 2455552
5120
T sda2 1486848 o] 332 o] 7 y ? 1486848
]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
RESERS,

Interfaces MIB &£ /X 2% 15 %15 & . IF-MIB::ifTable $24it T —/ SNMP %,
Fg AN O K B NS R A BB X N R AR — AN H . NI
F N ifTabel 251, EER T RGN B84z 11

~]$ snmptable -Cb localhost IF-MIB: : ifTable

W 2% i B 2 AR 4 IF-MIB: : ifOutOctets #1 IF-MIB: : ifInOctets 2. T
SNMP &Pk 2 R4 EAE— N O R & .

~]$ snmpwalk localhost IF-MIB: : ifDescr
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" JE 1] Net-SNMP

Net-SNMP AREEAT LAY f 2R AERR R A2 RSt S BN S & XA =M
KA B8 i) /R ) PR RR . lan, AR ENIE B R SR 15 40 8hE 5 e
FERERIIEIRS A TN, 0 A H 2 518 T RS AE TP AL P 8000 M
BN 15 s s IR 20 o N R R AR B R T e A ] AR R
RGN, XKW ARVFEAF R RS RS OLRX RS RerT LG (i,
FE 0 10,000 2515 221 IN-F- 22 9138 %5 100,000)

AL FEER VAT BB = IR A5 A A R 4 VIO 1 — LB R iE L SNMP §
Net-SNMP ACEE USRS F & . A LR 7ok A E RN AR o AR5
i@ IS shell BIAMIATE (1) Perl FfF k5 AL . (RiX RS net-snmp-utils
net-snmp-perl £ L2 %4, AN P AR AL YT 7] SNMP A

f# 1 shell A i€ Net-SNMP

F Net-SNMP fCH#E{ft T —AN J# MIB (NET-SNMP-EXTEND-MIB), #] A
H ok & ) AE = shell A o 248 € B9 shell B A Sk iz 17, W DL AE
fetc/snmp/snmpd.conf SCAFHHE A extend $54 . — HiE 3, AR ALIR KA 7E
SNMP F i & ARt o NI E] TR X MLH], 2B E R R
httpd BEFE 0 .

HER:

Net-SNMP ACEESE it 77— AP @ IALHE proc iy e AR K . HZ K15
ST PAEFE snmpd.conf (5)F i 1L

N shell A 138 H A5 72 72 25 7€ I [R] jU) R 48 HI84T (1 httpd HEFEEL.

#!/bin/sh
NUMPIDS="pgrep httpd | wc -1’
exit SNUMPIDS

N AT IAAE SNMP _ERTH, KA S 3 R ge g ie ERENMLE,
BB WTHATAL, FHE N extend $84 2/ etc/snmp/snmp.cof XA s iN extend 54
iN) S IR

extend name prog args

name fZARIR extend [ FfFH, prog /& BB T IRET, args BfENFETF IS
. Blan, wF Emr shell A & il 2 /ust/local/bin/check apache.sh, T [ 145
LR UNIMEIA 2] SNMP # .
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extend httpd pids /bin/sh /ust/local/bin/check apache.sh

1A AT LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects H1 25 i) 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
/usr/local/bin/check_apache.sh

NET - SNMP -
NET - SNMP -
NET-SNMP -
NET-SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND -
EXTEND-
-MIB

EXTEND

EXTEND -

permanent (4)

NET - SNMP -
NET - SNMP -
NET-SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND -
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

rinsExtendInput."httpd pids" = STRING:

::nsExtendCacheTime."httpd_pids" = INTEGER: 5
::nsExtendExecType."httpd_pids" = INTEGER: exec(1)
rinsExtendRunType."httpd _pids" = INTEGER: run-on-
iinsExtendStorage. "httpd_pids" = INTEGER:
rinsExtendStatus. "httpd_pids" = INTEGER: active(1)

::nsExtendOutputiline. "httpd_pids" = STRING:
rinsExtendOutputFull."httpd pids" = STRING:
::nsExtendOutNumLines."httpd_pids" = INTEGER: 1
rinsExtendResult. "httpd pids" = INTEGER: 8
rinsExtendOQutLine. "httpd_pids".1 = STRING:

THER, B RENER ORGIFR N 8), H M o8 747 &
KM, NTERBHNZELE, extend 5454 VT ARKSH. Hlin, T
FEVAS T LA T 52 VE B 2 748 o I RE AR 2, JF HARKS H A SOR 4 R oK

TR HEREAL:

#!/bin/sh

PATTERN=$1
NUMPIDS="pgrep SPATTERN | wc -I'

echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b R A B 8 UL 3 Jusr/local/bin/check proc.sh &, 4T K M
fete/snmp/snmpd.conf LA HH IR 42 o H hitpd F1 snmpd BJ3EFESL .

extend httpd_pids /bin/sh /ust/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

N EIB)F B8 snmpwalk 4% nsExtend Objects OID HJ4iH -
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult . "snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutlLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB::nsExtendOutlLine."snmpd_pids".1 = STRING: There are 1
snmpd processes.

Th:
REHOR RS PR AILE 0-255 BOVEFE . XTI 256 M8, BERT LU AR 1
bt (BT A By AR A AR T

7.2. BEENEEHIXMF

HEXHRAE RGBS, BN, kLI s TR R .
AEEHEHEEARMEE, #l, F—FEBANRSGHEH, —FH2H
TAE RN I, AT E S HE X

i B AR O 2 4 1) ) i, ik B RN P AZ SR B A B - R PR AN IR 5
Ragint, HEXHRAEEAHAR .. AESHSER R o] IR R H &0, Wi g
HESH, PLEREHE P EEH 4.

— 8 H S — AN 0N rsyslogd B SFIEREIE S . 1% rsyslogd SFATEERE A2
BAX sysklogd [)—FhiGan s, Jroett 79 R iESs, WHENE R, &Fh
Bic B 1% T, % N HE AR B, 3@ 3 TCP 8% UDP B SGBEAT A 4 75 BE9F 2 42 rsyslogd
5 sysklogd #& HE4MH

H HE L] A journald SFP R AT E B, %59 b2 2 systemd [HI4H
. journald PP KRG HEH L, NWZHEHEE, V15 RAM WA A&
WA sV BN B hsiEdm T B, DL A RS AR RS DR th, U B
HATR G, RS A HE S, B —MEi AR 5] Z ik 5T
fF, Bod TR, JRRAEERERAE, T B AR R TR B ECH P ID Rt
{5 5 o H journald A= B H ESCAFAEBRING L AR —BAAFER, HEXMFR
TRAFAE N A7 B/ run/log/journal/ H & T IR X o il B8R =R T AT N
17, BRI EERRE, RFEPCTRBEMR. H2, WER DR SE - &
2[5 7.5.5 fEReRrELAEAE . AORIATITEAEE, B2 M 7.5 HHHE.
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BEOL T, EMLx THEIFFAEETN RS . journald 74 HERE 2 MR R 7]
AR FETH, Bt T LEOH T @4 B EE B m#dE . @l
journald 3R HX 155045 4% 4% & 3] /run/systemd/journal/syslog E#:5, A] LLH rsyslogd
HE— DA s . IR, rsyslogd ERINETT imjournal i AR, MT#EESR 7 ik
MERT . LT LIS omjournal Bk M rsyslogd #| journald 7EAH & J7 1] b A%
iR . 20 7.2.7 Syslogd xR %5 A1 H B M A B o B RAEIE T SOA I H B S0 3
— A T AR ZEY, DA OR AT BE 1 R AR BlE B8 T rsyslogd (M2
Yo F4h, AT LA 458 — Bk B#g 4EP rsyslogd Hi&E . (2 7.3Syslogd H
B

7.2.1. BEXMFRME

VFZ HH rsyslogd 4E97 1) H & SCHF1E /ete/rsyslog.conf Bl B S Bidsk. KEZH
(1) H ECAFAE /var/log/ B3R T« — 283 AR 745140 httpd F1 samba 7£/var/log/ H 5%
THHBACKHZX

AT RE Tk B 2 ivar/log H % N 24 HE XA 55 AN ()
4, cron-20100906). IXLEHCFACRG IS B H BT BLAGI [RIER . H S 30
B, TLHERK/INAES KK, Logrotate B35 T —MNE 6L 5%, ©r IR ¥E
fete/logrotate.conf it B K H 3040 B H ESUHF, ZHC B U 7E ete/logrotate.d/ H % R .

7.2.2. Rsyslog IEARE

Rsyslog ) == B0 & SCA4 A2 Jete/rsyslog.conf. 1EX B, &0/ PlfeE & RTE4,
AN e R AN SR 43 BAh, R R] DLUSCATE PR i infie e (LA
#ZIFRD.
7.2.2.1. LyERS

RN 2 s i) —i sy, BiEFERGHEHEN T8, AT
9, Eg ek R T BT 4 o BRI K /ete/rsyslog.conf FITC & SO € SR,
FE—AT RIS & SO IR AN, FH— A B2 A8 Bl R 55 73R

RYEPTIEJEYE, rsyslog AETRME T AR ARG HEWE . "THE
WUETTE, Ao R EAE TR, FETEMER), FIEE T RN R S
o

WE/ETRER NI IESR

i AT A BT B A0 5 2RI R g H EVE B2 2 T ik B 2L Tt
R JERs, I UE syslog 1 BT WA %A HASHRBEEMIEH. Zo)
ANk, B BL TR IR
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FACILITY.PRIORITY

» FACILITY $87E — My ER T RGRAMHEHE . B, Wit R4
AT S IR S R G H S E . FACILITY A BAH LR S6iE 72 — (8
B AUHE) SkFE IR kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr
(6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), 1 local0 through local7 (16
- 23).

> PRIORITY #55E &4t H A S IS4 PRIORITY w] LLHH LR KT
2 — (B HA RS ) Sk 3R 7R : debug (7), info (6), notice (5), warning (4), err (3), crit
(2), alert (1), 1 emerg (0).

ERIEERE E L E m e Bt FERGHEHE . WA HESES (=) W
AR, 18Ta e MR e &40 0 T B kit b, Bird il e g0r 4 2
W&o FHB, RSERBEFZATA—A (D, mFRR T 2R TG 25 HEHE.

bR ERHEE I OCH Y, WA DMEH RS O SKE XFrA BBk (X
Bk T AR CE BT, 1252 ATE 5). A s e gk &g
& HORHE TN none. W B ALK RAX S KNG,

BUE N ZAWEMRAS, HiES ) Bellnit. BE—irhe XA
e, Mg G) MEl]. R, EilFEdal 7By 8 o5 il i) &),
B PLHRER K B R SR e TR

L. RE/ETIRERNT RS

PLR #& A £ /ete/rsyslog.conf H 48 € ¥ B /2 T8 56 e iyt i€ 25 1 J LA 17 =451
o BLEFETAIURRRIITA WIZ R G H S, 0T I 57 2 i E S

kern.*

BRI R HEH S, RSO erit BEE R, R

mail.crit

EFEFTA I cron HEHEBR 759N info 1 debug ). AFH a0 F % =X

cron.!info,!debug

ETREHENIIES

HT R e Tk e R g HEE B PMEATJEYE, W timegenerated
oY, syslogtag. &R LKA @ B I AVE LA, XS E RS 8-4 BT Bk
PILLEHRAE B LLEHRE . B I LR E R 2 X 7 KN E Y
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
AEYRENLIESEUES GO JFHh, & 3G%ERs, R~ Rk:

:PROPERTY, [!]COMPARE OPERATION, "STRING"

» PROPERTY & X 75 2 JE ) J@ 1%

> ALERELCS (D S e R . T R PRI EAS B AT A SR
A RIS AT o

» COMPARE_OPERATION J& ' 5E X | LUl , 2% Rtk 8-4 HT Rtk
[ B R A e T R M I AR A

> FRFEREMEE R, RS R LA 55
FEEER . AT AR A o e (i —AN515 O, ARBHTFRF (D).

R 8-4 BT RN B ERIE

Compare-operation description
Contains o SR A ) 7 B 15 A A AR F8 20 A B 3R A 1 SO

Ve A7 AR L A o BEPRAT K/ S BRI B e, A
contains_i.

isequal PR BRI 10 54 R SCAS SR AL 1) J 1R 74 B o X IME
W ZRILHL o

startswith R A PR 5 S AN I J& 745 3 TSk (DL AL - 23R
AKX KGRI, A startswith_i.

regex LR A POSIX BRE (FEACIE N R E D) FSCART
RO BT

ereregex LLRAR AL POSIX ERE (F7J& IEMIZRIE A FSCART
TR BT

isempty KR zEE RS NT . [EW 5. A — 1 rEdRE

I, Ll BEATREAE AR, X MERAE R A .
Sl BT BRI e
DA 72 A 1 /ete/rsyslog.conf $5 £ T J& 1t B I B2 11 ) LA 7 £E3H BOSOR
HEEFAE error FRHERMHE, 10T FiR:

:msg, contains, "error"

T AR RS AN ENLAG Y host] SRR H ETH R .

:hostname, isequal, "host1"
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AT R S R AR S A B E R A VIO R EH R T
EEEH H E M BAELE fatal A1 error CL&H 2 (8] 1 SCA

:msg, !regex, "fatal .* error"

ETREANSIES

BT RE AL IESARE & L HEAR, /RS FRR R ERGHENE .
TRk At SELAEH rsyslog H CLHIEIAE 5 A F RainerScript A, 7] DARg#
HARI e .

BN AT RIS L IEAR M H T

if EXPRESSION then ACTION else ACTION

» EXPRESSION J& MR m Eit SRR R, #lan. FiipRis=
$msg startswi th' DEVNAME!' or $syslogfacility-text = =" local0'#& 1] DLE X £
AFgiEA, 4 and 3#E or BRIERT.
» ACTION Jg AR AR LA TR By HE AT R SNE . 1XA] B —> 5
—HIEE, SEEERRE S HEEERIAA.
> FE—AFATHIOT G, T RIA AU e oot if fiEan . RBEF then )
JF EXPRESSION Al ACTION. ¥, tHn] DU SCHET else K e MRLE A2
RAFATAFAS BT R EEIAT
FFRIEA WL IES TUsﬁﬁﬁj(%%ﬁiéﬁﬂ?%#ﬁ'ﬂ%ﬂﬁﬂ FFRILA
PR IZIATT DAL AR R IA TP A T B A/ 2 T Rl g ds . 55—
E T B ESS, A@IAEIX E . RainerScript SCRFHFE PR %L re_match O
H re_extract () [RJIENIFRIA L,
L. BT REXSIER
TR FRE RS MRESME. progl RO H E ST BE T
S “test™ AT 5 PR SCA

if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progitest.log")
else
action(type="omfile" file="/var/log/proglnotest.log")

}

BEMRTETREXWLIERSE AL . RainerScript A2 rsyslog
W E A% R, 155 % 7.2.3 MAHT AL B RS
7.22.2. 1TH
17 4R E X A IR R B 4 o T2 e A] DLE SR B e SR
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4% syslog 1§ B 2| H H 3044
FEAT NFEH syslog ¥ BB RAFIRAN H E S0 X A2 I8 48 2 SO 842 52 il

FILTER PATH

FILTER fAFAE H PR B0 H AR SO R AT . filan, T T ik 2 A
[ corn syslog JH 298 J&5 ¥4 H A7 i £l /var/log/cron SCAFH

cron.* /var/log/cron

BOATEOL T, H AR A A 240 H AT BRI e F25 . (B S
pRic C - ) AFNSCIF AR AT SRE € B IS A 2D -

FILTER -PATH

HER, BRRSAEELR, MRARFRZIERKEAT . HE, XiikE
R REPERE, FRal R R TR P 27 AR AR E PN H S E 2

TSR E IS AF AR ] DU R A BB A IR o S SO o — N SCff g A, 1k
I R B R ROR 1 o B ST AR T ST B R AR AN ShaA S
AR NS (2 ) TSR ER:

FILTER ?DynamicFile

DynamicFile /& — M8, AHX T Ti0E R A T ol i1 . &m
DAE BT S a2 ¢ - ) SKREERRFRRD, SWnr M —NE S0 R 2 A8
G

LA 2 X Window RGNz, a0 B TR 58 1 ST =2 A7 1 1) 24 3 5
/dev/console W%, F 4t H & B AIEBRAER I H O FRRER ) 2 Ab B ) Blds
fil & (s AR ) /dev/console (-0 B

&8 4% & A syslogiH S

Rsyslog L4 AT LLdk 2% RIE MR R G HEW L. LR v EfE—
EHIREHEZNFHMRG HEH L ZH R syslog H BB EAL, E1EH
DL 12

@ [(zNUMBER)JHOST:[PORT]

> at 75 (@) KR syslog H B4 K 2fEH UDP #hl i AL ZAd A
TCP ¥, P at £55 5012 %A T (@@)-
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SRR T R 5 B AR 1E R GEVI0 RS T R T M

> A& ZNUMBER &% B X £4t H E7H B z1ib K4%. 1% NUMBER J&
FaE MR (N1 - BARE] 9 - HK). K4aithas H ) i rsyslogd A fx, Wilf
BT aiiH S 40, WRE SN T 60 5 WA RS

> HOST &M & LA FHLIEEE syslog H o

» PORT J& M & L F ML

> MENLE L IPVe ik, HTFESFEREE (D

el @I P4 R syslog THE

DA 2 izalid 2% GEER, Ira S EaarmaG A — M sseds, Higse e
AL EEE) Rk Z2GHEREBEIERN %57, 2 UDP i,
W B R E) 192.168.0.1,

** @ 192.168.0.1

S FH 6514 3 AT TCP B 3CH 3 254 % 31| example.com:

** @ @ example.com:6514

N EEE B A zlib (9 RS, HH H I  25[2001:db8:: 1], £ 4  UDP
.

** @ (29)[2001:db8::1]

i IEE

g R e L TR E H B SO AT DG B ) KR/ o 36 H 3 S
EHHAEHN CEREAER, 2N 7224 HERE)., MiH@EEREAR AT
WHBEAAENEENES . I8 E H Soutchannel 15 4 € X . EE X
Jete/rsyslog.conf % HH W&, 151 H LA T iEE:

$outchannel NAME, FILE NAME, MAX_ SIZE, ACTION

» NAME JE1H485E 1 fi s i 24 F5 .

» FILE NAME @148 5E 1%t 44 . hdiE R se s A2, &
HEIE, %y, AR .

> MAX_SIZE J& 148 7 30T UK oK/, DU g 5A

> ACTION J& & 430 B i R R/NIAT A

> B SR EE A R N B — AT, R

FILTER :omfile:$NAME
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st HHiEIE HERE
THEEEA - M EEE R T MR RENHERE . W iEES
$outchannel 54 € X :

$outchannel log_rotation, /var/log/test log.log, 104857600,

/home/joe/log_rotation_script
A IE AT A LR R BT A syslog T 2., SR B J5 $AT TS 8 I

** :omfile:$log_rotation

— H R (FEAFIH 100 MB) #7158 %], /home/joe/ log rotation script 24
PAT o ZINASTET DL S AR WS Sh B A ST R N 2, i BRI N 2E, B
H TN R E

K% syslog ¥4 B 445 & A P

rsyslog 18I 45 & F /7 %44 syslog Y B A EIFEE AP (AR Z L. 45
EZAT . BIREZNMH, HES ) 7R 2. BiEERIES X400
BRWPTAER P, HES ().

PAT—MEF

rsyslog A LUAIE € ) 5248 H A BHATEE 7, FFTH system O 1 FLE shell
HHATIIRE R . 48 E —MEFRIAT, I () FRdZza$. Bk, f85E
— AR T B A 2, IR AR 35 B 48 E BT HAT S E N —IMT S

FILTER "EXECUTABLE; TEMPLATE

X R JE AR (0% H 8L B EXECUTABLE 45 5€ FIFRE F3EAT AL B o IXAMFE
7 AT LURATAT A R FTHAT SCF o F RS 2UISEAR 1) 44 Bk 5 # TEMPLATE.

Sl PATER

FE R I, BRI R REHEHE, HkXads
template BIAR VLHCHAE NS H L #45 test-program F2/7 .

* * Mest-program;template

5

MATAT E WL S LU AR A shell $hATERAE, WTRESZFIMAEN. K
i A DLl Ay RN BIEHR R MAT N EESATIRE . O 1 St ] m] RE 1Y %
B, T B shell T4 4,
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LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
17 syslog T4 B 215 &
T R E S EAE, $ARENRGEHEWEE T LEES NBIHHEER.
s P 5 AT BEE N T

:PLUGIN:DB_HOST,DB NAME,DB USER,DB PASSWORD;[TEMPL

ATE]
» PLUGIN A F%Rr € Madifh, X Seddifh mr DAAC BR300 2 S 44 . (ol
ommysql i)

» DB_HOST J& 445 & Fdl FE I EH14
DB_NAME J& %45 & #4f FE 4 -
DB_USER J& P4 & Hodfa 2 HI 7

DB_PASSWORD Ja& P45 & Hdls 2 1 7 1) 3 65
TEMPLATE J& PE5 € — MEEK syslog 15 B I .

E%:

HHT, rsyslog H 32 MySQL Al PostgreSQL #¥¥& %2 . N T 1§ I MySQL Al
PostgreSQL #8755 NThRE, ‘2% rsyslog-mysql Al rsyslog-pgsql . M4k, 1
W PRI 15 ) Jete/rsyslog.conf Bt B SO INZAH N B He .
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsql # Output module for PostgreSQL support
B2 KT rsyslog S B 275 7.2.6 i H Rsyslog ik,
Fy4h, fE A DUAE A i omlibdb 5 e £ £ 58 FY B Bl PR 1 (SCFE
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,mSQL),
E3 syslog JHRE
T8 EFRIL P B B BIERT (~) .

FILTER ~

FIAT R EE R R AT AT — 2B b B 2 /T, DA TE S . Wik
AR —E AR, XRIEFEARN, SWESNERHER S &
FrAERAE B 45 SR T BT AE B B A v R e BB A B S B B ) &5 AT
IXEAT TR ET NN R BRI« WEER, — ByH B8 570 )5 B E S )
AT WA TMERKE R E

B, RO EFE T AR cron Y syslog H B .

cron.* ~

EXBITA
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e BRI PR 25 SR AE RGEVI0 RGEHE T
XFRE— AR, BPVHREZ M XN —MEBE R E 2 M AE,
—MPANEERM AT, TS ERN (&) 74
FILTER ACTION
& ACTION
& ACTION
TRE Z M RIE IS T P BEAE R AR TR G, DA Bk 3 5 2L E B VA

7223, &FE1ES

A JRFE ARG T rsyslogd ~FHHEAR BIIC B IR I A0 A7 138 248 E 5 € e
S RWME, 1ZE R rsyslogd SFHHERE AT ABGENE RN . BT E 4 RTE4
WAETCFS (9. RA-NMELRETIRE. T —1MERELSIIFT,
HAaE 250 H EH BT 5K

$MainMsgQueueSize 50000

XANFE A BIAK/NZ 10000 NH S, BRI LA E T (45— B8 AN [R50
&0 LLTE /ete/rsyslog.conf FiC B U H B X284 — N84 720 1 BT A i
BIRTUAT N, BRIE— N2 00 —F 2] . 45484 7T LLHRECEAT
N, AR BT ARG B4R 2 e B AR AT LS AR L e . HAT, —
FhoEr C B A% N 20T & AT DL ARS EE Al 1B (7.2.3 (BT B A& 20O
SR, B2 R T IR A IE RS U S
7224 HERE
I A2 — N 5[ /ete/logrotate.conf G B A4 T
# rotate log files weekly

weekly
# keep 4 weeks worth of backlogs
rotate 4

# uncomment this if you want your log files compressed

compress
NBIEC B S TR BAT I E XA REE I, Hod A T8 — A HE SR 23K
8%, BESRARE, RENHIEUHRENNEMN, e B HE
A gzip R4 H gz IR S L ARATAT 2R, A b,
] LUK E I H B30 € BRI, F4 HO B AL 2 Rk W i . 28
M, &1 ete/logrotate.d/directory H 3 T A% € 1 H &SOO8 5 i B &
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A, FFAERC B BLAC B AT
N AR AN ete/logrotate.d/ H 3¢ T Be & SCHFHI4] T

/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd

endscript

}
3 B B R TR A Dy /var/log/messages H UGS RCE - 7 AT RERITH UL T,
MR ENREBESLSEREE. Hik, &1 /var/log/messages H & LR AR
B, AN 4 R TE SCE SCRIIY A -
AR MBI, R DR H SR B E S A
> weekly- 15E HERE RO, RO ar S IE 00T

daily

monthly
yearly
> compress-{fi B B A RS ThaE, SRRy I BFE T
nocompress
compressemd — 5 7E T i 1) 65 2 .
uncompresscmd
compressext — 16 & H T R4 115 &
compressopttions — fi & FH T & 4515 77 1 e i e 101
delaycompress — 1B tH 46 B 2 T — M8 .
> rotate INTEGER -1 7€ | —/> H G U gl 8 B0 s o RE H , B 2 3 i H
SO B I B sl R 25 2 — /MR e il . G SRAE 2 (E 0, IH A H B ST B ,
MmAERE .
> mail ADDRESS -t 30, A8 2 I H S STl AF sl . SRALR) 45
L4
nomail
maifirst-$i € R 58 & 1) H SO Ay, 2T H S SO A E
Maillast- 455 2 H SRR, 568 19 HE SIS . ZilRay
DIReAT OIS, ik Te BRIA LTI .
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KT BC B I ) SE B 4R 2 P K S logrotata(5) T .

7.2.3. {EAFHERERK

ﬁﬂ%%m%%ﬂ%ﬁﬁﬁﬁﬁﬁmNW%@ﬁM%%?EM8W,M
FOBT R E VG . XML EAS ) AR R SRR, HE, i A RvrRLt
TeRUI S5 1E 5 WL A R o 1B ORI i BE A2 1 i‘RanKxScnptHﬂZKEEE§&_ﬂﬂ
e B ARG BISCRE, EERIATE /ete/rsyslog.conf FC B S H A .

RainerScript & —FIAIE S, BERH T AP W 2% FH 44 AL E F A3 2
il rsyslog. RainerScript fz- /2 F R & kT RA X ad g as, W 7.2.2.1 il )
g R I T RIA AL HE LS FE Y . RainerScript 7E rsyslog7 IR A 1 S2E T input

() F ruleset (), HCVFFTid/etc/rsyslog.conf FBC B A4 5 N BT HIETE . B

EEAFZ A FEAE T, BB SEIEASHLIESTES], N,
1T, TN, BB . e )96 Bl B P PR ) o X IG5 AT e, FRBRAR T IS A B
ORI E R IR EE . 04— DB E PRI . AL DhREEHT IHERH AT LA
M, A REFEERT L.
510 XS 12 5000 E LA

$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor

[ ) e B A58 BT A BC EL TR AJ R
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
K ERZERDAERETHBSEINEHE , $em 7 rett, JF Bidsett 7 e
4TI . A % RainerScript iE RIS FHEAE R, ES AL TR,
7.2.3.1. FULE

BRAFIRTE 2 24, rsyslog AL PR ) TH B HT R 5E S o U] ey acd 08 2% A7 AR 2 2R
AP N EBEPRAT I EEVEA N . F/etc/rsyslog.conf S I THALI, BT (KR8] LA
AT BRI RVl . ORI AE T 58—, Jfaks:, BERITE
T O 20408 Ak 3 Bl B 209 B e rh ) 5 55

SR, KRN RT 4 7 AN 5] B PR R B o AE RN B, 85T AR i) 3 4
Mg, Hak s A\ B IS E X —H P E 2R E BTN AT R T rsyslog 1
PERE. Het)ihud, FELeSRAY R BAN AT S KA PP Al B R, RALIX RIS D8 5%
] ARk I . 7E/ete/rsyslog.conf H IHFE 4L & XU T Fios
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$RuleSet rulesethame
rule

rule2

=AY E L, B AN SR T, 8 BRI SRR, W

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 FIHT AL E M, input (O F ruleset OO FHAJPATHARE . Frik =X
(RN S 7 Jete/rsyslog.conf H17E S, W1TR Fs:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

J
FHAE RN G AR LT B 3 rulesetname. 1% K1 45 # FRANEELL RSYSLOG FF
B, BN AR AR E ), it rsyslog f#H . RSYSLOG DefaultRuleset &
NRAE B A, a5 B A o B AR SR AT . 7E BTSRRI
rule Al rule2 &, R DUE SO IE-EAE RS NN . 5 TR 24, BT UirE
FIN) £ F PN 350 i 0 D £ e AT T
SN, BREEREEEH T AmA:

input(type="input_type" port="port num" ruleset="rulesetname");

X LA LI input_type IRAIATH S, XEFENEE, SiFET
port num - ¥ [15 . HAWSE, W file 5L tag AT LLAH T8 %€ input O FHHNLE
(1) PR rulesetname. JT—FAM A S AR BHBEMIN S 38 5E, BRAFIN4E
SRR

7.2.3.2. Sysklogd M55 R ME

rsyslog 2f 5 WGl IS -c e 145 € He w2, (HAE 2R 8 Mt SCHF, [FIFE, Sysklogd
PR ) i AT T ok IS, 8 38 A i o IX 8 Ay 44T 1 UG B rsyslog. HA2, &
A A 2 MR R $8 S T B rsyslogd SKA5 1% sysklogd AT A .

B2 KT AE ) rsyslogd I TS B2 rsyslogd (8) Tt i,

7.2.4. {#H Rsyslog A%

BAZIH T1E rsyslog AT (AL 16 N2, MBI EEN TR ARG HEH L.

% 201 W/ #3017



£

X BRI R P 55 SR 1 RAEVI0. R ST HLI T
FERASIHLE T, rsyslog AEWS RIS AL R 2 MH R, FF Al U 2 M7 8% LAYH 2
SRR rsyslog FIEHE IR UL R -

Action Fg

Pracessor autput

‘ Action =
Action Processor output
Queue

=

output

B 7-4 Rsyslog 4 B

Toi8 rsyslog A BHE RN B, EHEXANE ST, REHHIE
VSBT3 B ST A HH A FEAL 6 2R AL BE 25

KU AL EE 28 2 — AT AL €51 25 . 7RI, 1 /etc/rsyslog.conf & SCIFTHI U 4
JEFH o HETIXEERIN, iZ R A B SR VAL MR B IAT . BT NESE EH O
AT BAF o 1 S 38 A Z A 386 BIAT N AL B S8 I 27 AE AR N A o T, FEIX
—ri b, JUMTARTBARIB X —ANE BI81T. N TIRAEP, — N BRI
R EZE RS NSRS

REFMT A DT RFTRER) . IREBCERIAE, 278 B 7T LR KX 2
1T RS AN BN AT BAS . X2 BT (IR0 AT A . e tHERAE R
WS BL T, AT AL BRER I FI AT AF, — B TR] (I RG Je, AT A Ab BRAS X 2 2L
R HE, HRER

25 ERTIR, rsyslog BABIEIAMLE : Toib x-S AR BE8SAFE N — 30
BRI T EAE & A (R AT A AR BAB R T I o BA B PR A 3 2240
RBEA PR m T B AL B RE -

> EATRNLEMES, 1 rsyslog W5 43 B9 AR F= 3 AIVE 9 .
> EMRVFIHATHATH S

Rtz 4, BAFIAT AR T LARAS [F] R 2 3 B B R N R G i it i I RE . X
BB 0 B IAE LR & 4

%%:

W R s AR TCIEARIE — AN R, e AR AR T T T S RAS . an AL RS
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W, FINFHZE, BERIEA . XRBH EFr B S AN P ZE Y B . 7
WA BMEPATIFIRTE LT, XA E AR, FlanfHik SSH H &Il %,
K fead >k X BHIE SSH Vi ln) o DRI, B IR L0305k [ 28 % 1) 380408 e ) it Aok
& AT A .
7.2.4.1. 5 LBAF

AR B B AFAE, o A LB BRI direct, in-memory, disk I
disk-assisted, 5x) V2 f# F I BA ))& in-memory . & A] DL FRIX Se R i Horp 2 —4F
NEEH BB, WA DAEAPATEAS . KT TR 15 ) U 0 2 /ete/rsyslog.conf 3T
i

$objectQueueType queue type

EIXH, ey EHEE B (H MainMsg & #: object) BHATEASI (H
action 8 object) Hi5 15 & - H direct, linkedlist BY, fixedarray (in-memory BA%1),
oY, disk B #t queue_type.

BN E E9H BB 22 FixedArray BAF, B K A7 10000 1NH S o $hAT BAF)
BN E A Direct BAF

Direct BA%

XV 22 A R, Blan, S N BRSO, EPAT RN — NS
FATER) . Ny TR, AT

$objectQueueType Direct

i Fl MainMsg 5k# Action %1 object,iX A~ T AT UL 7E 3 7 2 BA S 503 B
AT BB X T direct BABY, W B EEALE, ERRRMEFLILBE R

Disk FA%

disk BABIAEGfTH S BIRERL RN 4%, XA/ EATm BT SR, (A2 A Tl e
MIHERASE 2 et 1 . AT A TPk s W H SRR E K. B2, K
2RI P A AE A disk BA%I. 22 E disk BAFI, fE/etc/rsyslog.conf HHEEA
PAR A%

$objectQueueType Disk

/1) MainMsg 55 Action B¢ object, i A 55 i LI 75 3 7 K BA SR 240
TP disk BAFIS A5, BRIAK/NA 10 MB. SLERIAR/ AT BUBE T 1
L A 4 AT I
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$objectQueueMaxFileSize size

Horr, size Fo disk BASIII RN o 5E IR R/INR A AN R 5 i PR (4 rsyslog
SR H N EREMIBA IS B, RO S R/ INIR o disk BAS R EEAS i 0 A H
M SCAFARILEC . JX eSO 44 162 00 R BT -

$objectQueueFilename name

KNER BRI E 7 AT . HoU 4 BL 7 M Eer G, min—
A HF B N.
In-memory BA %1
£ in-memory BAFIH, HEBAHTH B PRAFAE N AF 1, IRAEARIX AN RR AR PR
SR i = ET N R B R B, UL HE BA R A R 2 k. (HR, R RLAE
$ActionQueueSaveOnShutdown 15 B K HLHT PRAFEHE . A PIFI 2 1) in-memory
A1
> FixedArray queue —BRIA B FZIH B BN, &K 10,000 NIz . XA
R EIBAZ BRI FH [ 72 T 00 B IR B L AR AR BA B e R IR 4R BT . T IX LE 4R 4,
RIS RAZ S i 6 — € B IS . 281, FixedArray fiefit | fEHia
ATIPERE, IR B S AR B R e, A S B A
> LinkedList queue —iX B, — /MR BT S5 i EL 2 sh A 0 B, BRI,
TPt A I AE T BN 0 BC . LinkedList [ BAF AL ERAE 7R 1 9 78 B AR 3 47
E— DL, 2{# ] LinkedList BA#IAHEL T FixedArray PAFY, ‘& #E 5 /b
HINAE, FERRAR T AL B4 .
Ao & in-memory PAFIAE R I H1EVk:
$objectQueueType LinkedList

$objectQueueType FixedArray

i FHl MainMsg B # Action 1 object,iX M 10 A] DA 7E 2 W B BA 1 53 4
17 B BAF .

disk-assisted in-memory BA %

disk 1 in-memory BA %1 &8 A % H B AL & rsyslog ik & A LUK H & FF 4
disk-assisted in-memory PA%1. Fitk, MALE —ANIEH 1) in-memory PAFI A 5 ¥ M
$bjectQueueFileName fi§ 4 7 & Xy g 4% 48 Bh ) SCAHF 44 o 31X A BA 21 il 28 il
disk-assisted, IXEMF in-memory BAFI 5 disk BAFIIE T HME

W5 in-memory PAF T B 75 EOCHL G 1H BEAE 1Y disk BRI IS . 75
disk-assisted A%, B] LA[FES 152 & disk-specific 8¢ in-memory specific it & %4
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LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
XA (R BA B FT R A d5e i IR, BN AT REAC I R AT I AN AT SE I A E R Il
s
{8 7€ disk-assisted in-memory BAFI{# ] so-called 7K E[J:
$objectQueueHighWatermark number

$objectQueueLowWatermark number

{571l MainMsg 5% Action 2% object, &/ 3 AT LLFFI7E =314 S BA 91 3k 1
ITH BB . A8 VA BRI BRI B2 L number. 24 in-memory BAFI1E F|
T EKALE SCECT-, BT B S NS, IF— B 4723 in-memory BA%IIK
AN PRSI SARKETE CRIECR . IR E K EUR S AN E A 5 10E, [
T 7B ARSI, BONE NBER SO 2 A 18 1) B, Sk AL
L HEANBA B 25 2 1% B SobjectQueueSize k. /KA FIEEARBA T KN 2 18] () 2 /2
BEVH BRI 2 B a2 0P X o A2 55— D5, BOE sk AL R AN b ZE 15
L SIVEAPIRCEEETI IR
7.2.4.2. EHEAFI

FIT A AR BB AT Lt — 2D e B DA A S R 23K o S5 m) LUE R T URRAS [ R 4
LR HAT I B BT HAET, A 20 ZABIISEATH, WAEL .
Forp i — Sy B B L, FoAhaE an TARZARE 3, SR At BABAT 2 Hy5H],
R EmBHEH . ki, AR rsyslog ITERE, T EEHEBA,
BB ARGt R NS AT o

R &1 BA 71 K7

rT PR BAZ o] DL S B, N s

$objectQueueHighWatermark number

i F MainMsg 535 Action /X object, XA~ I0 7] DA 7E 3= 78 2 PA 51 338 1
TR FHBAZ AT ELAL 2 3 B8 H B X number. 7] L E AR/,
AR AE A AT BRAF i o B KN o 52 2 BB FI R B2 BA B BRI A Z1 R 7Ny
10000, 4T FAFIERIA KN 1000,

Disk assisted PAFIAEER NG HOL T 2 TR M1, ASGEFTE A kil R/, (HA]
DAL Ry B A OR B AT T I M B A s 1A, A DA R i

$objectQueueMaxDiscSpace number

i B MainMsg 5% Action X object. 4BAFIKIHIGIS, B B4 E 5,
HEIBANFURER 1 2% 1)~ 1A .
EZHFHER
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BRSNS IE B € R, v 1A AR, SR LAE S E S A K E B
15 2, IRE SRS ISR JCE mTH S . JA ) Z R A B 1 BB R B0 5€ discard mark:

$objectQueueDiscardMark number

{6l MainMsg 5 Action 2% object, AN 35 AT LLFH 75 915 K BA 51 2 44
MBS, X, number %755 R 31 7S BRI S . 2 L
BEWES, AT

$objectQueueDiscardSeverity priority

I F T2 — (5—2%) AL priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Flemerg (0). fHFHILKE,
MBI EFHE G, WE SRS FEBART R AT S AR BB Z I ER .

{5 F e PR

A LABC & rsyslog 7 — M€ I (Al B AR B RA S . A T IXAN IR, AT DL
il oy TAEBIHE S B o 2258 IRV, 38 0 LN

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E SR N R IHESR, DN Bz (61 24 /N, ARt E

B T/ELIE

TARRREPATIH EABNRIFR E Bl a0, £THERS, — A TARLRER
TSR 8 e BN 2R M B IR HLHEB 2R R AT BA A . 247 2 2]
B, — TRl AZES . SHENRESRR—EHEN, 51— TIFL
e R . e s, AW

$objectQueueWorkerThreadMinimumMessages number

FE B B8 EB AR number Wl #b 78 TAEZFE. #1W01, number 4 100,
2 100 Z M B EBIENS, —ANET TAEGAETT G . il 200 M B 2IIEm, 5
EANTARERR R 8h 5. AT, FFATIEAT K2 1 TAR LR RARAH), B LU AT PARR
e R KSR, W N ER:

$objectQueueWorkerThreads number

number A4 AT JFATIE AT 10 T AEL AR AHCH . % T3 BB, BRIABR
BN AR, — B MR TSI, Sh—EIE T RN . i
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
BN, W PR

$objectQueueWorkerTimeoutThreadShutdown time

FAFFEERT ] (LAZZAD AL B ik timeo WA W HE time, FHBH 2470
H, EBRAEE T DAEE, TR B4, R EHE I a8-1, %
ALK o

#HLE HEAFI

N T hEEERE, &R ARG & rsyslog [F]I 22 AS HOTH S8, o€ HiBAAITH &
BOH M ERR, A R

$objectQueueDequeueBatchSize number

FH AT [ I BA B FR 7 J2 (0 B KA H 5 e number . 18VERD,  HIBASIH 2 4L
H & BB AR 2 1) TAF AL RN AT 2 S BUECR I N A THAE S

A LRSI

B ERIBA A IR RS S, AT DAl 45 5 I 18] 18] B A5 AR 2o
K RBAFIALEE, DA HE 2K -

$objectQueueTimeoutShutdown time

fRIE 1 time LAZZAD Y BAL . 2R — Bt (] Ja V58 — S HEBN I S, AR
LR TE AT B AL P, SR ZEBAA . TR, RAEERTE BRI ER. S
AN IS 1] T B AT AL A £ 58 e i PR A Ak 2

$objectQueueTimeoutActionCompletion time

FEVCE Y time B BTG OL T, AR TARLRREAR AR M L RHLN R L

$objectQueueTimeoutSaveOnShutdown time

wnEdE ERFERE T, Fra AR EAELE rsyslogd 2% 15 Fi &R 2> 4% 47ifs 211
S

Il o

7.2.4.3. f# [ rsyslog PAFIHT G
rsyslog 7 $& 4t 7 H H1EEL, PABIXTRAE action (O WNHEBE S, BERT DAL
FH B 7E /ete/rsyslog.conf H— MMM o $AT BAZI A% R F

action(type="action type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file name")
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FH AT PR RO B 42 FR B 8 action_type, FHVH S BAFI AT LGN 1) e R EL
H & A queue size. XFT queue type, ] LLiE#F disk PAFEM in-memory A%
Rk PE—>: direct, LinkedList ffJB fixedarray. XfF file name X5 & — /314
%, MARRRAT. HER, WERAE—ASH0 H sk /A7 HE S, SELinux £
IR

7.2.5. ZEHEMRS 2 LACE rsyslog

rsyslog k55 A K 1507t AT FH SRz 47 H B AR 55 28 A1 B B R GeoR Kk H
HIAFRIH EMRSSAS . 1ES WS K HEH B RIRS 4", BER i
rsyslog ML E 15 S -

rsyslog Ik 55 N 23 AE AT HAE N H RS ARG b, I BRBIra MR
S E R HERKIRG HE MRS A BRI = IR 55 254584 R4 V10 BRiATE
LR %% rsyslog, WIRTEE, DAIR RAEHISLLEE T rsyslog, LA root & 3%
AL g4

~]# dnf install rsyslog

Syslog Jit B BRI BB A 35 152 UDP Al 514, FLAE/ ete/services XAFH A H
SRIM, rsyslog BRINME H TCP 7E% 111 514, {ERC & {4 /etc/rsyslog.conf 1, TCP
EH@@ .

Fov B IR~ I 22 F 31, 481 SELinux 1 BRIARC B AN fo VR K 1% s
WACHE T T 27 H F g 1 e

~]# semanage port -1 | grep syslog

semanage 52 2 5 B policycoreutils-Python € i) — 3 7 $2 £k . 4 5 75 E 3%,
AT

~]# dnf install policycoreutils-python

Ak, EERNTE LR SELinux [ rsyslog 287 & rsyslogd t, HAEACE AT
VERIEFIE U /& rsh port_t FRZEFE shell (RSH) ¥ [, FH TCP BRils 02
514, Bk, XAREEA LELE ] semanage 1B K fo i TCP 3 A 514, 110,
ERI A SELinux VAT AR FFAESR [ 514 1845, MAmLUT:

~]# semanag eport -1 | grep 514

WEBITHEM A SRS RN ARG L, EHFIEREFRD R, AT
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e BRI PR 25 SR AE RGEVI0 RGEHE T
(I A AR ZT L root B 43 1 HRAT i %

7.2.5.1. fEH GRS A B AR
rsyslog 7 B A Z MR R AIRRRE e A7 ER AR R IH RS 3. TP AT d3 A
ARG 7 AR, 4R
template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")
template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")
X EEAFAR B AT LA K XA AR 2SR
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")

property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

b

template(name="TmplMsg" type="list") {

constant(value="/var/log/remote/msg/")

property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XFIX 8 rsyslog BN UL, X AMERCCAAR FRT AE o A 5 32, PRIkl
LASE 25 5 N T o

LE RO TRE B, A 7R 2 E AR s N B e &, IR, AR5
2058 P, ity 1R U A AR RN

module(load="imtcp")

ruleset(name="remotel"){

authpriv.® action(type="omfile" DynaFile="TmplAuthpriv")
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* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")

b
input(type="imtcp" port="10514" ruleset="remotel")

7.2.6. {#H Rsyslog 1R

TR ABEYAL B, rsyslog SR i & i, X SRR MIATA K T RE -
T EE R R AT DL S =T K« K2R (Ao 5. CIL R ST
B s LR S s He . At B i B AR S5 MR R 8 T fE
INE—MEEE, TSt nT A B M INEC B 48 4 o ZEnatl, & H LU

$ModLoad MODULE

Hr$ModLoad & In#kfa 2 B 1 42 JRi #8 4 . MODULE K7 #88 B 75 [ A5
Peo ilhn, S E R SCAR SR AL Gimfile), ff rsyslog ATl A5 #E
FISCAR SRR G HEE R, 1E Jetc/rsyslog.conf it & A48 € LR AT

$ModLoad imfile

rsyslog fiefit T VF 2 AT, XL 73y LT 265

> N AR R B &R RIETH S o A A RR e 2
PLim BZEF45, U imfile A1 imjournal.

> A LA AR DR AR 25 &M 5 AR K I B i 2 ks,
AR E T, BEMELNE . MEERL a2 om BTZE, W
omsnmp, omrel p %55,

> TR XA B B ST RN, B AT e T B R
HHE. H CHEFHHEEZE, KAl LeE | R BT as. st
AR DL pm BTZEHF46, W1 pmrfe5424, pmrfe3164, %5,

> HEBHER - HEBHIEREN ARG H EHERNE . X
H A PR mm WIRTZOT 48 . H BB S A B W1 mmanon, mmnormalize, EX
mmjsonparse HF T~ & 44 50H B IEE AL

> FREERAREES - BAE RS RETHENEN R, JFS
rsyslog TR AL B T REAH B R] o B A BRI A4 PRS2 A sm RTEE T4,
U smfile 8% smtrad 31

> FEREEL - FEREH HARRT In# SR D e o X LERBTERAE rsyslog 7
BN @B g, AreH A CE .

Fir A v] FH R RS B A e AT W T Al R 1 58 B v R o] DL FE
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http://www.rsyslog.com/doc/rsyslog_conf modules.html 3£ %,
B
i EE RIS rsyslog IN#EL AL, X AEARATTRT BAVG A) B O eRECR1 2L
o XK AER 2Bl 9 1 BORKIRBEE D 22 4 Rz, A6 AT {5
R .
7.2.6.1. TN text LfF
AR NS, fATRR imfile, ¥ rsyslog AT = SCAR SRR R G H &
THEW. AT U] imfile WA B C RIS HER M AREF B SAHEH
o ZhN#L imfile, 1E/etc/rsyslog.conf FRA1LL T A 2
$ModLoad imfile

$InputFilePolllnterval int
BELUMER imfile —k, SAZACAFR 2 a0k, $InputFilePolllnterval
G RTE 1R E rsyslog R B A SUAS AR AR A . BRINFRIIN 8] [ 2 10
P, BRI RARD Dy B A B Th) [ g 5 e int.
TR SCA TSN, £ letc/rsyslog.conf ST B ROTEVE N T -
# File 1
$InputFileName path_to file

$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path_to file2

4 N CERTEE — M A

> A2 B AR path_to_file

> HIEER tag 4B tag

> FHME—FPIRZS SO 44 B X statefile name . R S FAF M LE rsyslog
W TAEE R, NBERSUREEIR G, fnid b B e 7 X o W SR Mk
BAT, AR E R . WEIRIETEE T — AR AR

> ¥ n$InputRunFileMonitor 52 g A fE . WHRXANRE, A
A2 2
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R T TR 4, AAEFT LN H RO AR LN E R E . B HE S
1) O B 7 5 4 KB 7 severity SRCE R AW BB EME . ST B #: facility
KiE LA BT RSt
7.2.6.2. MEHEE S HHE

FEHAR T, AP H REEEE LA B S A ST DASE R, 7 (. ST s A
[¥) DBMS HIZRAY, k5Pl B, 140 ommysql, ompgsql, omoracle, 5%
ommongodb. 1EYEEAR, f# FAKH T libdbi FE 138 Fi omlibdbi % Hi B . omlibdbi
R S7 37 B0 2 2 40 Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
53, mSQL, MySQL £l PostgreSQL .

7.2.6.3. {EREMNE AL
P 285 A B (R AL 25 PR RN e 3 PR AT DLIE I TLS 5 GSSAPL N U Bk 43t
22 At (TLS) J& B /RS ALIE I W40 A5 1 2 At N2 virist s 2448
H TLS, rsyslog ¥4 S48 Kk 2 BTN, I RIS 2 18] (1) 75 B2 AR HAIE.
224 k% APL (GSSAPD & —MUgRE Py in) 22 4 Ik 55 1 N B e 2 1
. AT rsyslog FEREFMHH, WA —A1EH 1 Kerberos 355

7.2.7. Syslogd fR&FHEMRXE

n BRI, rsyslog #1 journal, #& R4 LHIPHAHENHEF, FJLAEEH
RRr R, EEATEH TR E . ERZ LT (I 7.3Syslogd HESGH)),
AT UH AR, et @ s Mt i1 &, IR e s £ — A S s .
T3 EOX A AR B — AN A5 12 T2 A AR B ALY, IXLEA5EE B Rsyslog
F1 journal FJIE{E socket S ¥,

BANIEHL T, rsyslogd 18 F imjournal BiEE S H & SO BRI I 4 AL
i XA, AT EL R A S, AT LA Journald $2 (it 1) &5 14 {0 2 dE
oA, H B % #E R BLM journald & OAN C By dE 2 ik H
$ ImjournallgnorePreviousMessages 6% ). 2% 7.3.1 \HEH FAZARH 56T
imjournal [JEEAHECLE

YEREAR, BLE rsyslogd KiLHUH journal FEALIER: FAE N — /13T syslog
N R4« BRI 845 /run/systemd/journal/ syslog. 4 #EAH4EP rsyslog VH &
T AT R T . AH EE imjournal, BRI ASRUEE Z I ThRE, WghE L EK
Eds . Bl EEFFAHELYE, 1E/etc/rsyslog.conf F1# H L AL E :
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$ModLoad imuxsock

$OmitLocalLogging off
FIREVE N imuxsock BB IFIEHI$OmitLocalLogging 154, ffifgd T R4t
BRI BRF MR B /ete/rsyslog.d/listen.conf HHEE, U1F:

$SystemLogSocketName /run/systemd/journal/syslog

& A AT LA A Rsyslog % i v B 2 8 F omjournal B 3 () journal . 7E
Jetc/rsyslog.conf H C B iy HH 4 R
$ModLoad omjournal

* * :omjournal:
i, T R E e R A U R 145 Bl TCP % 10514 £ journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

** :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

Eﬁijﬁ%ﬁ"] HEBIER R G L, — DG X H 545 B AT L7 bk
degp . B SMLER, RESEREERE, ENRGTHE S MAAPEE B
/gﬁn$~£5u rsyslog {8 ] JSON (JavaScript X 475 ) #% 84t HEE B E
k.

HERC T ARSI H ETH S -

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially

RS A H S R
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

A5l FH BB X 5 2R 45 A A Bt B A 1 ) 3k 2048 2R SCA ST A ) g 52 BE B
AT o SRRV RE T AR R &M N R 2R AR R D B - 5541, JSON
SCAFRT LA TE SCRY U 2, 0 MongoDB, ‘B $2 At T &AM BEAT 2 AT Th R
F—TH, — AR R B AR M A 1 R 2 RS )
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£ rsyslog, A AR H EH15 B4 H imjournal BEE journal i . ff
F mmjsonparse 15, AT LAENT R B journal F1IARRYE 7 N EHE, Hfit—1P
XPHREAT AR, i, N — DR R . 9 T AE#ATELY), mmjsonparse %
KT NTH B MALET, [ JAE lumberjack T H & LIMAREE .

Lmberjack 3l H 1) H 112 LAm) J5 325 17 2N rsyslog 9 mes#ib H &l %
B — N EMITE S, Lmberjack 18 €@ cee: 77 H, FLHTE JSON £544,
74k, Lmberjack & ST MiZHTE JSON 5 bt 7B A FRIIFIEK . H X Lmberjack
MEZER, 1HS WAL,

"N THI /& lumberjack A% =7H S A5

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",
"msg":"Message text."}

BLIE Rsyslog PR R, — MBS EH, S W 7.3.2 diES5H
H B o N R T AR 55 %5 7T LR F libumberlog 72 >R 2E Y lumberjack 348 JE =X
HIVH E . A% libumberlog [ 215 5., 152 WAELCHY

7.3.1. MNHEHR AL

imjournal 2 rsyslog 4 ABLH AR B H 304 (I, 7.2.7SSyslogd il
ZHHEWAZ H . AE RN syslog W8, HEWEE IR A idxk. 80,
bEE S — DI AR, FHAEMKE H journal FRAEI U EAE R PR RS ML BITH S

AT M Journal 5 A\ %4 £ Rsyslog, 1E/etc/rsyslog.confi SCA4H 5 F FTHIAC & -

$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages off/on

> {#H number of messages, &1 UAT5 € fRf7 H ELHIR IR, 24
IEF| number of messages 5 %€ FIVH BN, w2 fid & 204 R A7

> HIRE RSB AL pathe  BESCHFFRER journal 5%, JHAZANET
I JE — Ml

> 4 H seconds, & B I1) PR il 3 2 (1 IS 1] [A] B o 1kt ) o A ) A 28 19I5
[ A Re I 7E burst_number $5 7€ F{E . BRIV E AR 600 £ 20000 FYH
B.. Rsyslog 2= & FEHLE IS R P I £ K burst_number 1B 17 S -

> 1 F$ ImjournallgnorePreviousMessages 7 LA ZH& 24 Hi £E journal [¥]7H
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BATHSAH R, XS R e RS g . BRI IE R

Mo EER, WMERIREER RN, BARESXME, Frf journal H)7H B2

AbEE, BT ELZEAE rsyslog ARG A2 if Hh gt Ab BRI .

EE:

&l PAIE B A imjournal A1 imuxsock A5, imuxsock #EHR 2 IHH) R4t H
RN, R, AT EREEES, EUAFHIE imuxsock 2 journal [ RAE
ey, EENIX— 4, i H$OmitLocalLogging 54 :

$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

AT LUE A AR AE journal B)EHE AT B B E A b TE B . Frh i —
6 T B 45 UAE AR 7 S5 “journalet 1) verbose it 41 i, AEFRHE journal 151
5E#EH| %, &S systemd.journal-fields (7) FMiT. Fl4n, B LUK E S BHEN
#% jouranl ¥ B, IR N AL TG A BT B AL o

7.3.2. SFEEHUESR

FAE—A rsyslog FRATIEEL 75 B ) lumberjack #& Z0ITE S, 158 DL R
R

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")
AR I 8 @cee: AT LA I JSON 45 85, i, 246128 ] omfile
BB Bt SRR o BT ) JSON FBLAAFR, IS ATgd. #lin, #RFET
T R I 26 A BV R, $RE 1 H B ENLAZ A UID.

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f#HT JSON

mmjsonparse 5 T AT 45 - 1L TH B o X815 B 0] LLK B journal o H A4
NIE, 3 H W2 lumberjack 11 H A e A7 st A7 4% b o 1% 2298 B A& B @cee:
TR RN IR AT . #R)5, mmjsonparse 2 2F JSON 514 & 15 =& F %41,
SR G %A B AR -

N T F] mmjsonparse i Bt fi# 1 lumberjack #% X Y JSON W B, 7
fete/rsyslog.conf SCA A% A [ L
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$ModLoad mmjsonparse
* * :mmjsonparse:
FEIXAMG1FH, mmjsonparse BEERAESE —ATHINEL, PrEHEH K4 E.
Hl, WA HMEEZ %M T mmjsonparse.
7.3.4. [ MongoDB HFETH B
rsyslog S #Filid ommongodb % AL HLFE MongoDB [ S Y Hifs e vh A7k
JSON Hi&.
% H & W B #) MongoDB 1, fE /etc/rsyslog.conf 1 F DL T i& %
(ommongodb Bt B 4 H & F T Hrlc B s =G L 7.2.3 48 T 1 B A% =0
$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")

> MongoDB il 5% & ik 53 44 7 & 4K DB_server. Jic B ¥ I i 22
M MongoDB ik 55 #& 1% 35— A AEFR e #3m o BRI FHE A 0, JF HIEH
WA LESE 2

> i/l DB NAME, #fiE & 48 B#%H0H £) MongoDB e 55 2% L (0
MR EE . XA PEAE & 1 44 P75 #: collection_name. 7£ MongoDB H,
e 4Ry, B4 RDBMS #2531

> i % & UID M password KA A& HI40 155 B o
T AT DA FHASE A R 23 i 2 B0 e 0 R 30 BRINIE LR, rsyslog i ]
AR AR 3 T R #E T lumberjack B 44 FK o

7.4. AR Rsyslog

{E debug #0IE1T rsyslogd, fd FH 41 iy

rsyslogd -dn

A4, rsyslogd P2 A TS B IFFTED RIARHERI o -n F 7R “no fork”.
] MBSO A S AR &, Flan, af DOE H B A i RS S . 3
rsyslogd Z i, fEATAT EIAT DA 44
export RSYSLOG DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"

H BT f i s iaUE B0 AL B B i path. X T 7] AT RSYSLOG_DEBUG
AR CREYIZR, WS rsyslogd (8) FMHIAHIRETT .
¥ B 1E /ete/rsyslog.conf SO H A FH BOTETE & A XK
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rsyslogd -N 1

Forb, 1 ot BRI PEARRE FE R ) o IX R T TR AL, Oy H AT,
RE—DR AR B, BLBINESECRIETRIE.

7.5. FRHBE

journal #& systemd [ — M4, BRI AHMEHHE M. BRI T
HE B —AN W syslog SFH#EFE, Wl rsyslogd. journal I AN T itk 51H
P HEILFKAE R A BREMS RN H RN, SCREZFH B idxH
ARG ) B H A

OB B journald MRS WEE, 7M. JEALEL. BEAIEEAZES 4N journals
() kS, X EIO R AE Bk H N, HP R, dndEfn i, dnvER st
A A APL AR RS HH o IX 28 journals B ML IR R 5], EIREET I
BRI TER [A] . journal 25 HA — MME—HIFRIAFRF . journald AR5 USERANH
HWERZ I CHE 7B . HEXH 22N, ARt FahdmiE.

7.5.1. HFEHEXMH

N T Vil journal H&, fHH journalctl T.E. DA root S &F H HERA K
ENEISE

journalctl

shar & % 2 RS HESCH AR, Bk R gt A A P A 1 2
2 H I E5 AR T fvar/log /messages SCIF AT S A5, BAG — E IR B0t
> WAL bR LR AT I . R AIPC SR PO S = A s B A T
21, JE AR SRS LA P A ) A
> I B BN RGN A I X
> Al s o, SRR BTN H S,
> S RMIT AR hs bR HI 2k

7.5.2. il

BRAINTE LR, A root BURAY journal H /7, REEEFHENI=AERKHE
PF. RGE B A] LA INGE E F ) adm 41, 42 FARATUT i) 58 58 H & SCF IR
PR EENX— 4, Lhroot P HIALIT:

usermod -a -G adm username
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ERFOIBRE

HRTR L = B SS A A E R VIO RBE AT
M EA N E] adm 2HH J1 4% B AX username. 1% 7 il 5 #7205 journalct] 7%

F %t [R] root AP SRS Y —HF o IEVERL, Vi RIZEH] R A 2408 journal JEH] T
FEAAE A = TAF

7.5.3. f#H Live view

UANSHAA, journaletl MSCER B I FL 1) 2% H TG, oR ok H 5885
Ko AT live view, AT B HEH S, FH% E H IS4 T
Hiok. ZIFF)E journaletl 1 live view B, #jA:

journaletl -f

A A IR F AR H EATHIK « journaletl T LRFFHELT, ZERFHIIH
B RY B IR ARAT

754. THEHEE

ANty AT journaletl fy & 1% HAE B2 R 200, R AT DU 2% Fiid
PETTORPEUE B, PAH R IR R

H &7H Sl }Eﬁ TR RS FHRIAT N EEEEE NS &SI gE R,
TE A LU TR

journalctl -p priority

FERX R, HINm ARz — (B BHiisid: debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), F1emerg (0),

. B RSegd uE

BEMITLRN error BUE mHE, {EH:

journalctl -p err

B [A) I 98
HEAEMNNGRET 5 2 H S H

journalctl -b

REER R 2B RN RS, b AR BEWD journaletl (%I H . AP
THOLR, J TN TR (R 8 A BE AT 1

journalctl --since=value --until=value
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
fifH--since All--until eI &n] LA B RN FLE N QR HEER . &

A LALL time A% B data FOHRS UEEEE PO AT %04 value 251X 91100, 4 DA
T

Sl AR SR AN A g

MR R B AR B R JEIR T AT DLV &, DD 4 it o lan,  AABEAS N [A]
o BEELSECESNAERPHEE, WF:

# journalctl -p warning --since="2020-3-5 23:59:59"

TEA 545 “journalctl 1) verbose ¥t "2 i e HEFX B —H 7B, HAS
AU T sE . X T systemd A A7) u IR R B, W
systemd jounal-fields (7) FM 1. T4 HEE B cEIRE B, mELHEH,
T AEI R TSORE), HAT DRI g HI AR IME; BRI W,
HR7B A Lo El 2 MA

BEE RAEAE— MR e s A M ME— B SR, B LN

journalctl -F fieldname

FE AR E 1) 7 B 44 B AR fieldname.
SRR W e R A H SR H I LR i

journalctl fieldname=value

7B AFNZ 7B A E B fieldname F1 value. 45, &A%
HAT =5t .

R

WiE systemd A7 ) o s 7 BU R A K, BARES &) it %
BT A FR . WRARERE, THBEA:

2

journalctl

FZPIX tab 8. X2 B R AT B4 . Tab 82 FRANST 22 T2 7B
BN SIS Y SR AR BB 7 BE, SRR 1% Tab HER B 3)5E X A4 T
R, RN F B e —{E. Wb

journalctl fieldname=

% tab BEP IR, W15 %I journalctl —F fieldname —#¥f .
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
EATE— AN BEHEZME, W

journalctl fieldname=valuel fieldname=value? ...

Al BARE AT AL RS, BI2H or —FEILAC. FFEULHECMHE 1 5L
52 MR HE SRR,
MR, AT LUFE E 2 A field-value X Rk — Dy -

journalctl fieldnamel=value fieldname2=value ...

WARAERE T FR B A ILES, e 52 AND 45 . SALER
KA AT A = oo
I+, AR E I or 5 ILACE 7 BL:

journalctl fieldnamel=value + fieldname2=value ...

R B D ULEE— RIS H . AU 2 A 2R H
L. BETIEFRE
B ~iE T avahi-daemon Y crond.service Gl 25 H - HiZ25 H A/ UID
N 70, THEHIELIN a2
journalctl _UID=70 _SYSTEMD_UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T _SYSTEMD_UNIT FEn LA B AME, VLECHE R4 R SR, |
_UID= 70 562 24k i /2 » 1X 0T LATR] B3R 7R (UID=70 and (avahi or cron)) .
Rmr AN Y 20 A SR 2 A g RS, FLUA live-view R HOR ER BRI 2 2H H H &
MEPSYEI T e

journalctl -f fieldname=value ...

7.5.5. fEREFFLETAE

BRIMEDL T, journal R 7E N 77 Bk /run/log/journal/ H 5 N BN L8 i X R
fEfi HE SO . A journaletl Wosiilr s HEM LY 1. % HFH KM,
HEHIEAZKARAE. EBOABE T, syslog B HE LT, FHWHAEMHEAE/
var/log/ HX T gt HE IR, HEXAFEMELE/ var/log/journal, X &
W& BB S s S A IR E . XS —2H 7, journal BEAXE rsyslog.

fERERF S AA A T T AR A

> BT B] P AT FH R AR o e R B T B s il SR

> AT RRESLZI RN, B R S AT DORECE 3 E ] H R EOE .
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e BRI PR 25 SR AE RGEVI0 RGEHE T
> MRS5as ] G AT H S P, AR H ST
RS AF i A SR kT

> FREEEAEA PR i R B BOR TR IN BN AR, ANERIE AT DU 5545 7€ 1
IS [ 5 T

> B 2 A A (R A H U

journal J& FHEFEEIEAE A, %5 B ]+ T30 2 journal H 3, LA root
I

mkdir -p /var/log/journal

H J3 journald >R 2 B AR

systemctl restart systemd-journald

7.6. HINMLRGRIES

f£55, WEFRATAE, FTLUENEE, £ MaerHIH, £ 8E R
[N, B A REHF AT 0.8 I, HAMET.

B LB = I S5 AR B E R A TUELE T i1aT — B E E N KRGS, UIREF
RARIEH . B, locate fy {HFH Y slocate 24l FE R R A= M. REAEE R
A DM E SRS R AT BRI & 0 . IR RSt 1817 B € RS

BT LR e IR 55w iR R SR 7 LU B3RS T A cron. anacron. at
1 batch

M T HA RN 1T BEAF AR5 R4 5, Cron 1 Anacron
[EEE KAERMES, At 1 Batch 5% — RIS (&2 727 7.6.1Cron M
Anacron F1 7.6.8At 1 Batch).

R LR v R 55 A4 R Gt V10 SCRFE ] systemd.timer 75— 45 € KIS
B HAT—AMES5 . S systemd.timer(5)H M L T fEHE 215 5.

7.6.1. Cron F1 Anacron

Cron 11 Anacron #f\ 2 8 % 1 B 25 &2 AT 55 75 — /M 2 11 ) [8) s A T 1) S 4
BERE, IFIA) SR HER I TR . AR SRR Ay — AP RIEER . FARE
X o

Cron FMES A LA B0 I24T « HA2, XA TEREEE RG2S RF8Hs1T 1,
WERAEAE 554 I (B RS A BT, WHESASHHAT .

H—J7M, R RGAEAT S AN (R4 F 1847, Anacron 2 icfFIX 4>
Ca 2 i ES . — BRI GETT, XMESRKES E3AT. 2811, Anacron
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F—MES —RAREIEIT K,

7.6.2. %3 Cron 1 Anacron
B2 %% Cron M1 Anacron, &7 % 42 %% Cron EI’J cronie £ 1 Anacron [

cronie-anacron £ (cronie-anacron 5& cronie [1]—" 1AL

BE BN RS LG O %S T AHNK, TUT}LEUTu
rpm -q cronie cronie-anacron

MR LR T, FiRarA ¥R A cronie fLA1 cronie-anacron £ [t 56 ¥ & B,
75 DUPFeE 368 20 4 A0 N B B AN BT o
B IR LA, DL root F P %I R T S AR dnf 474

dnf install package

BN, HEE N 2% Cron A1 Anacron, A UULEAT2ATHRTT NI LR a4
~]# dnf install cronie cronie-anacron

BT el 2E AR JBUBE = R S AR R E R AP 2RI, ESN 424 %
LA

7.6.3. 14T Crond fR%

cron 1 anacron £ 55 #( /2 H1 crond AR &5 KA M0 . AT UL S 8. 47
IEFIE JH crond k%5, PR UIMIACE iR HIFNLE B Bh. BTG 24 AR AL I i
ok v 2 I 25 2R A R G0 V10 P ] A B IR S5 i 5, WS L 5 A
systemd EH KGRk 55
7.6.3.1. JA% Cron IR%%

B B A5 TS IEfRIEAT, HA T md

systemctl status crond.service

B Y HT 218 1T crond IS5, 15 A root F P EAT AT HRAT RN LU

ANy
FIIJ/Q’\:

systemctl start crond.service
LB MRS IHLEES, 75U root F P AT LA N i

systemctl enable crond.service
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KYLIN

ST LIRS 5 R 25 B R BEVI0 ARG HLR Tl
7.6.3.2. {51k Cron IlR%%
B YT 2 iE 5 1k crond RS, 35 LA root F P E R S ATIR R AF RHIALLT

ANy
FIIJ/Q’\:

systemctl stop crond.service
AR ERSITHLE RS, 15 LA root T $AT LA N 4>
systemctl disable crond.service

7.6.3.3. EJ3 Cron 5%
B )5 crond AR5, 15 LA root F P EAT AT RAF FHIALL R4

systemctl restart crond.service

2 A I RS Ja R AR PR R B IR 55
7.6.4. BLE Anacron {5
R FEAT 55 1) 32 B B SO /2 /ete/anacrontab SCIF, B R BEIETE root H] 7 BEAT
Vil o 2SR LU WA
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier =~ command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly

@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

HI =478 X HIRAC & anacron T 551847 A I AH AR &

® SHELL——HKIZ4TAT45 1 shell 31858 GR{p) 72 Bash shell)

® PATH—— [ #UATHEIT M #5415

® MAILTO——iiid HL 7~ AF 4R anacron 155y H () FH - 1 44 ¢
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e SRR T R 5 B AR 1E R GEVI0 RS T R T M

WRBA € X MAILTO A& (MAILTO=), NS KIEMRH:.

T RAIPIA AR B I RAE 2L C 5 AT 55 R L I 1) -

® RANDOM DELAY——K2 N 2R ME 5515 %€ 1 delay in minutes 3% &
AN =N L

ERINE LT, S/ NER AR E N 6 4080,

#i4n, Wik RANDOM_DELAY # 1% & K 12, A8-AIXMK¢5E [ anacrontab H
(15— MES5 ) delay in minutes {HERR #7001 E 6 21 12 438 . RANDOM_DELAY
BT LA E N 6 LU, A6 0. 4% E N 0 HHE, WA IBEYLER .
BEATLAE IR AR RARA I, B, 42 GHE—ANMZERN T EILRE EZ8R
#T #AH [F R I

® START HOURS_RANGE——itRIMF55 ] LU AT B (B B, BAZNES g HR

AN

7o

Ji—iEa VRN A B, i, R, YR TR RS A S
AT
/etc/anacrontab SCH IR RATAREK T RIMTESS, I HEMPL IR

period in days delay in minutes job-identifier command

FERET AR S5 AT IR

ZJE Y AT DA 8 SO — DN EEHECE — A% (@daily. @weekly B¢
@monthly), @daily F1FEE | RIRWIZF—ME, @weekly FIHEEH 7 —FE,
@monthly WFRRES—DMH Rigit—k, AERXDMHREZEZ D,
FEHATAES AT, anacron 2545 (1) 73 B 4K
B RT DA e SO — 50 Rz 9 ik BN 0, NIR/RA IEiR .
F T H B30 G — AR A 55 1 e — 24 B
PERIIAT ) i 2>

X B A BE A PLE — N4 1s /proc >> /tmp/proc F A4, WA LU — 3k

17 HE AR .

UFS () TR E AT TR, A b .
7.6.4.1. Anacron 1T 557~

PLR & — ] B /etc/anacrontab SCAF A 7R 451 -

® period in days

® delay in minutes

® job-identifier

® command

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
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# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab SCAFHUE LT A RS, #KBEALIEIR 6 $] 30 704,
Ft HKEAE 16:00 ) 20:00 Z [FAIBHEAT

B LIRS BAERER 16:26 F 16:50 (B #fii )k (RANDOM_DELAY
FETE 6 2 30 7r8h 2 [8]; delay in minutes J&VEAE A 20 7381 . %A Frde € B
A $548 H] run-parts JAIAS Crun-parts JAIA 3% 52— H A 9 4TS24, IR HE
PAT H RN $idT/ete/cron.daily/ H 3% F AT FER . 2 W, run-parts
F P F MU0 1 % 5 2 A 2% run-parts JIAR(E .

B AMES AT — IR ete/ H 3% T weeklyjob.bash JHIA

=SB A e, %2 proc KA 25 F /tmp/proc SCIFH,
N H—¥ s /proc >> /tmp/proc )

7.6.5. ELE Cron{£%
Cron 1155 L B A 72 fete/crontab A%, B R GeIE L root F F iEAT VI 1] o
IS LT A
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:
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R minute (0 - 59)
#| - hour (0 - 23)
#| | - day of month (1 - 31)
#1| | - month (1 - 12) OR jan,feb,mar,apr ...
#| | | | .----dayofweek (0-6)(Sunday=0 or 7) OR

sun,mon,tue,wed, thu, fri,sat

#l T

#* * * * kyger-name command to be executed

AT =478 T A1 anacrontab S —# (32 & € X : SHELL.PATH F1 MAILTO-
BT E 2 AR INMEENGEE, E2 L 8.7.4 BLE Anacron {15 .

sbAh, ZSCRE R LE X HOME A8 & . HOME & L —ANH 3%, 1ZH®
FEAT S5 PAT i 2 B IS 3 X H 3%

fete/crontab SCAFHIFERATAE I RIESS, ML T 1%

minute  hour day month day of week username

command

PAR & T0E X1 ATS5 4 ZE AT 1 1] «
M0 2 59 T B EEEL
® hour MO B 23 AT =R
® day——M 1 2] 31 FAESEE (a5 17 A4, WX B H R0 a2
FERE 12 H A 208 H 31D
M1 E 12 AR A (B A e A4 0K, 10 jan B0

® minute

® month
feb)

® day of week——M 0 2| 7 W T2 HEL, 0807 KEREMH (B4
i & R R4 R, 10 sun 2(# mon)

AR & BUE T AFS S
FREPATESHH .
B EZPAT BT 2o

X B A BE ] BL2 — AN ALL 1s /proc >> /tmp/proc [ 2>, tH AT LLZE — M4k

17 B € A i %

X P S DUB A, BS5 O aTUASRERAERNAERE. Flw,
AR month FMEE SCNES, WINZAE S AE HA KA 20 R A H #HAT

BHMMETS O ART - MREEGEE. Flin, 1-4 LB, 20 3
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25 () RRIMESIREE T — 1R, Flin, 3,4,6,8 BiAfhScai] 11X
YA HE%L

RHAT (D FTLLHBRIBE A KAE . 18E T KA BUZ K e R
K3 . BT, minute BUPEE N 0-59/2, WIRIREERG—080. PRAEW AT
MES— &M, i, % month BIEYEE A3, WAESKEEE =T
17— G,

IS (#) FER T EATH TR, At b B .

4 root A/ 7] LA A crontab T HKECE cron £55. /7 7€ SLIP) crontabs f
RAFAE var/spool/cron/ H3x T, FF HUAGIEEATTHI A R H#HU4T

ZLPL—NReE H P R AIE crontab, 15 DL P ET RS, FEHM A4
crontab -e K f# F VISUAL 5 # EDITOR ¥ 35 48 & it $8 5 1 4 %8 45 5 FH P 1)
crontab FEAT 4R . 1% SO F Fll/ete/crontab 58 44 RIS 0. 24 7 %} crontab
S U DRAF IS, crontab #2744 KO/ A7,  FF'5 N/var/spool/cron/username 3L
o EBH S HTH 7 crontab SCFIINZS, ] crontab -1 #r4.

Jete/cron.d/ H 3 T8 E B S Al /ete/crontab U R MR HE . A root
F P e VA 1% B S GRS SOl

@ cron =7 ¥ R 4 4 S K 75 Jetc/anacrontab SCE . Jete/crontab SC A4
fete/cron.d/ H s F/var/spool/cron/ H sk 784k, AR 2] 12 SOm B N A7 H
PRI, 25— anacrontab { crontab XA )E, AT ZH 5 74P 2L

7.6.6. $EHX} Cron KV 8]

FLIRHIX) Cron 15 M), #&7] LAf# FH/etc/cron.allow Fl/etc/cron.deny (Ao 1X
ey e 4 SCAHAE AR R A& 20, B —AT — M 4. i, I STERAS
RVHEH % .

WRAFAE cron.allow S, RAFEIZSCA 3 H I 7 A4 B4 cron, JFH
cron.deny AT HE 4 ZHE .

W5 cron.allow CAHEALEAE, W cron.deny SCAFHF H 0 P R4 25 14
Cron.

WG RSB T, AV EE Cron SFH#ERE (crond). RFHXH P
B IIEER — A cron ARSI, El ok & U Il 421 S A

ANE VT SIS H P A 4, root P #IIR 2 REBE{E H cron.

s my DL 46 N Z0IERE SR (Pluggable Authentication Modules, PAM) 3k
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FEHIT IR o FH N ) 15 B PRATAE /etc/security/access.conf SCAFH . #ilan, 7604
ntn N —472 )5, # KA root /T HEWS I crontabs:

-:ALL EXCEPT root :cron

A IR AT S R il s AE & 1 1) H SR rh, 803, 448 A crontab -e A4
i, kB EFrAERH R, 2T HEZELR, 15275 access.conf.5 F P F 7L .

7.6.7. Cron EFHEHBH

FE55 10 38 B 44 B R R E SR S5 BB 0 AN TR B AT o 4 7E— 4> Cron H 3%
B (Hlan, /etc/cron.daily/) i run-parts AKX RAH: SR H XA H
E NIRRT B4 8, run-parts A AN SHATIXEFEF

OB A, 1B LE run-parts JACK EEHAT 1 H sk A1 — 1 jobs.deny
. BN, an S TR EE M ete/cron.daily/ H ¢ H ZEE — MR E IR F, TSI
fete/cron.daily/jobs.deny LA FEXANSCAFHY, 8 7E 75 ZEAE AT I 46 2008 (K R P
MR CRAAALT RN HR SRR IATIZR) . R —TUE ST
4, %2 Metc/cron.daily/ H s HATHIEF, %41 run-parts /ect/cron.daily, NI
jobs.deny AR E SRR P AN S ANAT

FENX—NBEAR, 15 jobs.allow 3.

jobs.deny F1 jobs.allow ) fd FH £ I A1 8.7.6 25 i %F Cron [ 17 in] H ik (1
cron.deny 1 cron.allow [1J458 FH RN — ¥

7.6.8. At fl Batch
Cron # R EE R HAESS, At T EYEHRAE—/NF8 € I 8] B — IR
f£55, Batch T H A% H R EEKGAE RS- 3 1 EAKT 0.8 I AT I — IR AR 55 -
7.6.8.1. %%% At # Batch
EE BN RAE SR CAERS [ att, HHPATLL T s
rpm -q at
mRCEwE T, Lk RiRE at WEEELHK, &R E AR
.
BB, UL root P FE IR T THI A% R dnf fi7 4
dnf install package

Billn, EEFI 223 At A1 Batch, AR ATHRRAT M LL N i 2
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~]# dnf install at

7.6.82. 1B1T At 5%
At Al Batch fE55#52 H atd B 55 RAZHI 1 AT U AT R 3l 45 LA
JA atd ik55, DAL INTECEALHITHLE JE 50
R 3 At 5%
T E ST 5 IEAEISAT, WL T a4
systemctl status atd.service

LAE AT 2 IS AT atd k55, 15 LA root FH P FE A AT RARAT T LA A

P

systemctl start atd.service
EERSITHLEES), 5L root F T HAT LA N 4>
systemctl enable atd.service
Q@ EUEH atd IR RGP E A TFHLE 3.
{1k At iR %
TR M AT 21 Ik atd ARSS, 15 DA root F P FE AT AT IR FE R BL T A

P

systemctl stop atd.service
ARG ITHLE R E, 15 B root FH AT L R 4
systemctl disable atd.service

HE At RS
BH A atd w5, 15 LA root F FEAT AT SRS FRIALL N 4
systemctl restart atd.service

2 245 1R IR S5 J5 R AR DRt PR 0B B IR 55

7.6.8.3. FLE At{E%
TAE At THRE —RVMAE SRR E N [T, 1612 AT D IRIRAE:
1. TERAATHHAGSL at TIME, X B 1) TIME £oR iy AT 1A o
TIME Z- %Al DU ] PA M AT — g 2E e
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HH:MM: $55E VIR /NS A0, 40, 04:00 R B4 mi.
midnight: #§E AT 12 K.
noon: fHE N 12 mi.
teatime: FEEN T 4 M.
MONTHDAYYEAR #%3: /411, January 15 2020 75~ 2020 45 1 A 15
Ho S0 a2 Tig i

® MMDDYY.MM/DD/YY ## MM.DD.YY #%X: 41, 011520 %7K 2020
1515 H.

® now + TIME: iX ] TIME fH—/M¥&%0 1 minutes.hours.days 5# weeks
JUANRBME R E o B, now + 5 days FRonam 441 MIWAE AL 1K J 11 [/ — s
[E1E 7

WA Sete e N IE], S AT AR E Ak it H . 2T R 22 0% TN Al A U
{5 5., 1523 /usr/share/doc/at-<version>/timespec LA A o

WERARE BN A S 2end 1, RS54 AE B R I (5] — IR (RIS 40T

2. RN at>ap SATIRORTT R, B AES L

A FINAES N AZPAT NS, JF4% Tl e 4. ariksh, w] DLE S PR,

RMEZ AL

[ TT RS
B. TEMAATIRFF N —A shell A, HAEMAN G —1T2J51& FEIZE
B,

R85 K48 F FH P 1) SHELL PR & i B Y shell. F P ()% 5% shell, B0#
/bin/sh (TG ZEHREIE—1).
3. —HEIAGH, EAE—NTATH T CultD HEH, B 21T
WRIX — R 5 iy & B AR e br e b BoR (5 B, Mg K & LT
R 4 ) T R % 25 F P
BERFELHPATIMES VR, B atq 4. HS I 8.7.8.5 BHELMHIAT
RS TREZE R
AP DABR ] at dp 2B H. T REZELR, ESN 8.7.8.7 X At
F1 Batch F17 1]
7.6.8.4. it & Batch 1155
Batch f2/7 75 & 40V 45 S 8 B 2] 0.8 DA IIBHEPAT O X —IRPEAE 5 -
BL5E X Batch 1155, 154% UL T DR THEAE:
1. T 24T N batch #r4>
2AE RN ati SATIRRAF T, 5 RS2
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e BRI PR 25 SR AE RGEVI0 RGEHE T
A IMESPOZPAT R AT S, R PRI, e, af DIEE D

B, Rt
B. TEMAATIRRAF PN —A shell A, FEEBARME 172 /G51% T
[l ZE 4
1R 55445 F A P 1Y) SHELL 85578 8 i B 1Y shell FH P & 3% shell,
8 /bin/sh (LIRS B,
3.~ BEING R, WEE— AT 4% T Cul+D &4, B H 21T IR
ARG — F 1 i 2 5 A B AR AR S tH b R B T R DAL T
R4 ) T R % 25 F P
WA FHSAFPATIMESFIE, HEH atq L. 1520 8.7.8.5 BHELERAHAT
ES TR 25
&AL AT LLPR 1] batch iy & M. ZETHEZEE, ES I 8.7.8.7 #&HlX}
At F1 Batch HJU5 [
7.6.8.5. BEERPATIES
BEEFRAPATH At M Batch {£55, A PAAT atq 7% atq A 24 s —
N ERFPAT LS PR, BAME S BRI R N —1T AT R TS S 5
H. AESRBAAF 4. AP REEFEMITE SRS . R root A F 3
17 atq fr 4, W BRATA R P RTEES.
7.6.8.6. FAL ) fir AT LI
at Fl batch iy 2 ARG Mig AT LT R P

Fk& 8-5 at M batch My 17% TR
IR Hhiid
M E A 2 BY shell JEIAS, TS AE A

f
ATRRTT MmN 2 B A

-m Y55 58 BUE [ P RGBS

v B IRAT S5 AT (RN ]

7.6.8.7. #Hl%} At Fl Batch [V ]

& 0] L H /etc/at.allow Fll/etc/at.deny SCAF KPR %} at A1 batch 4 U5 7]
X ey e 45 ) SR AR E A% X, B BE—AT AN P 4. A, WA SRR
AN FR VS 2585

WUERAFAE atallow U, RAAAEZAFH A I P A Rl at 80% batch,
It H. at.deny TR 4 200
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ERFOIBRE

HRTR L = B SS A A E R VIO RBE AT
WA atallow SCHFAAELE, T at.deny SCHF A F1 H R P F i 28 00 A at 5%,
2 batch.
WV S S E M T, ADES at SFHEERE (atd). BRI P EIR
17 at B batch #g &I,  # SR HCYT i) 4 61502
ANE T SO N BSR4, root B FTERIAA RIS AT at AT batch iy

4
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BN\E RARE

8.1. ZERMRS

8.1.1. Bk

B kB2 RER FEERN 22 T H, AT A 220547 . firewalld SCRF
[Z& ) Bk EEIX I8 (zone) & X2 HER: |\ R L EFRNNEY Kk H
TH. BIF IPv4, IPv6 B7 K B A LUK, I HAA AT I B E A
K AC B e T o "8 SR SO VE IR S5 B B AR PP BN N7 K B 42 11 B Rp
PABhA BT K3
8.1.1.1. EEIhE

1) SCIEhASE I, TR B OO 5 75 T B A B K

2) Pt firewall-cmd Ay 447 AT & LG E TAE;

3) s£¥l firewall-config KIEALECE T 5,

4) LRGSR SRR E BT K R0 P A P

5) XISCFE
8.1.1.2. HAm4L

2

dnf install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service
K

systemctl stop firewalld

systemctl disable firewalld

BERE

systemctl status firewalld

8.1.1.3. X/

IS DX 28 R 3 F AN [ 14 X3 B A% 100 R FRON zones) s il 5E HE AN [ [X 42
[F1) R 7 I 2 1) SR s k47 ) JHG ) A% 38 ) 80V o 497 LI O e AN T B AR R X 43, T
PR 0 ) 2% o e A5 A P X4k, DA s 22 4 SR AR LR 1 — SRl (S . SUABUEAT X
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EAFE BN ( —MRAFENXE ) M—ANEMNE (AP EEERX
t ) B2 H AR R PR 24 M TE A R IS AT X380l I 22 A BUR g 47
R PR R 2 AR B DR U . N A 3L WIFL WEER N AZAMEAT,
1M R BEA R B N e S5 AT . WS & AR AT AYE 22235 . MR s A
RGN N 28 S FR T R BRI AR o AR HIR T WL IR 1 B A 28 PR SR 1 T (5 4%
W, IHE T HNEERAEE TR AE Jete/firewalld/ XIS E & — R FIAT AL
PROZEPAT 3 W0 2% 4 I TROALE o A JURIAS R BT 46 4 X 5k«

drop (E7F)

FEATHECR W 2 B A 557, AT & . A BRA R IE H 2 R 45 1
Bz

block (BRI

AT B WA 1K) W0 45 3E B HT 4% TPv4 ) icmp-host-prohibited 15 2 A1 IPv6 [
icmp6-adm-prohibited 15 B FTHEL .

public (A3

FERIEXIRAH, AREFE ML A AR TR, R gl ad U E

external (M)

Rl e ik A T v ThREAMER I o SRANREAS AR K B 2% 1 A H 5
ML, REeRie im sz,

dmz (JEZEFHX)

T EEAEE SR X N B R, XN A U7, 77 LA R NS
L, AU TR R IR RE .

work ( TAE)
T TAEX . &0 LAIEAARAE WX 2% P 1 At FE i A 2 fa SE I rE i . AN 32
Wi P& .

home (ZKJE)

T FEEM 2% . 180T DUEEAE AR 28 N 1 HoAth v B AS 2 e F BT B L.
UL R 2k ik P )Rz .

internal (PYHE)

T NERI 2% . S8 AT DAFEA FAGATE N 28 P 1 HAd v H BN LAS 2 i 8 o h L
U R 2k i P )z .

trusted ({54T)
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X BRI R P 55 SR 1 RAEVI0. R ST HLI T
RIS T B 2

Pl firewalld (548 X182 public.
BIRSCHF I XS 3R

firewall-cmd --get-zones

BE N BE XI5

firewall-cmd --set-default-zone=home

AR 2R Xk

firewall-cmd --get-active-zones

BCE A X R

firewall-cmd --get-zone-of-interface=enp03s

BRFTA AR (public)

firewall-cmd --zone=public --list-all

GBS 28 4% 11 enp0s3 AW ERIX 33 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

IR AMBESIN 2T enp0s3 AW HEBIX K (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. R EH
amanda . ftp . samba 1 tftp SFHEEHIIRS O firewalld HEALAH IR
%, ALMEHmSEE:

firewall-cmd --get-services

R TR SS

firewall-cmd --list-services

I http AR5 B IX 38 (internal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
B — MRS I E) 53 X

B MRS IR 45X, Hlan o SMTP #2 AN TAEX:
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firewall-cmd --zone=work --add-service=smtp
firewall-cmd --reload

TN KRR ARSS, FEUn M TAE X F2ER SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload
8.1.1.5. ¥y 1 H

3T F %5

FIFF 443/tcp I ITAE N FIX IR (internal) :
firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
Uity 5% %

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

A EEE, oA (masquerade), AJETEAMERIX 4
(external) F) 22 um % &3 3777
8.1.1.6. HIEH

firewalld & — > # #% A “direct interface” (B ## 0D, ©r]LHEEIT

iptables. ip6tables F1 ebtables FJRLN . ‘&3&E H T MR, A ZH . firewalld
PREEXT TN H B EE, FrCAEILRe firewalld 1R 30 HH A8 A B B 145
TUHRE P B B . B ) 3G N —-direct et FH . B4 B GE A T
MR 55 BB R, LAMEAEIZAT I 8] A BI04 22 B KBS RN o 3K R0 ) AN 7k APk
(). BRI E tep 9999 i .
firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload

8.1.1.7. MM (Rich Language)
B “rich language™ iy, B A L B O 7 X 5 3 M ik @B r 8 4

B KB REI . BEAMERE K AR B BCE . XS S AT ARRECE 2 X, AR SR

PATECE 7. a2 AILL root F P S43ia4T . HGH0— IR DU ) dr 2

v

#tirewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]

P B — TR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule’

oA — TR ) 5 75 A7 -
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firewall-cmd [--zone=zone] --query-rich-rule="rule’

— A BB, BRIREE—A 1P Hilik (192.168.0.00 MR #5310 B B k3% 70
VRl R AR http, https, vnc-server, PostgreSQL .

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="http" accept'

firewall-cmd --add-rich-rule rule family="ipv4"

source address="192.168.0.0/24" service name="http" accept' --permanent

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept'

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept' --permanent

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept' --permanent

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept'

'

firewall-cmd --add-rich-rule rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent
firewall-cmd --reload
8.1.1.8. QI k%

BT B RS & RTMP(RTMP & Real Time Messaging Protocol (52
W B AR O MRS . ZhiET TCP) ui 05 1935. 7E
Jetc/firewalld/services/ HxHr, HFHILA KB E AU nfs.xml ME AR

cd /etc/firewalld/services/

Y % H SRR E PRI Ik S5 1 258, RIlT2%, A
AefE . XA A3 R ST —aB il I 2 iRk 55 - 7212 H i €
M55, AL INAE S xml %€ S, Ja Sl B dy 4l LR RN .

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

YL MLt F Aok 7 EAE A AR ST 0 xml SCPF#E 20X H ke, W)
i A A2 A6 )R] BUE S0 Hh O U E
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# cd /etc/firewalld/services/
NHAE nfs.xml A rtmp.xml

#mv nfs.xml rtmp.xml

NHEAEH vi gEESEEC rimp.xml SCEEANTE N
<?xml version="1.0" encoding="utf-8"?>

<service>

<short>rtmp </short>

<description>RTMP Stream </description>

<port protocol="tcp" port="1935"/>

</service>

o1 25 5 SR T — A0 447 AR 14 P T e T
P, S CVRIBEE A o SRR AR S5 I B K U e

firewall-cmd --add-service=rtmp

firewall-cmd --add-service=rtmp --permanent

firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config SCRFPT K G T A REVE . 45 8 02 0] DU B RS R el i -
SN . R firewall-config FI /7 A] DARC & By ks So VB AR SS s | Bhke o
Ui EE R« K1 ICMP I 828 FITAE zone (IXIH) BB S5EThRE LAE B ka5 1% &
S E B 2R,

BAKBRE -
XfHF) @Em(o) EAE(V) #HBi(H)
v EEBSIE BE: e~
E# K RS  IPsets
enpls0 (enpls0)
$IAK: public FirewallD KEEX T HENMEER, BOURRGANEIEER. KERES. BO. DL el
BO £, WOMARXER. icMPE SR EANMES, Kignl LSIE RO kiR,
] plosk WEs WO HY EEOD % mORR
mz
drop FLEX EE XEi PR E 28, I ERENEIXTEKEMNE
external #. BONENFMEENANER ~ oA A ERS.
home 553
internal amanda-client
public amanda-k5-client
trusted amgp
work amgps
apcupsd
bacula

bacula-client

bgp

bitcoin

bitcoin-rpc

bitcoin-testnet v

BEIZE firewalld B93EE,
#AXiH: public LogDenied: off f2{#: ZH Automatic Helpers:system (off) Lockdown: 25

&l 8-1 P kKIEECE
firewall-config TAE S 730 B =077 b2 3385, a2 il Bk i .
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R X RS ICMP i H 4 RS E TR .

UL BT MAlE S HRER TR, EirdEE firewall-config T H &%
ERHPXEGERF firewallde E&E, ICMP KM, HEEE (Direct
Configuration) FI#iE A4 ¥ (Lockdown Whitlist) #r25 RTEMN &F FHiE
LR G AREE W

1) firewall-config F3ZH

firewall-config FRHAFEPIANIED: M, &, &F, #Hh. Hdik
TR B i E 2, ERFE LA

HEPT K AT KRR ) B IR AE AT BT B a0 R A A
KABLE A, BARGER GELR.

B SRR I B o X e X B X 3

AR BRIA DX I3 B o X 4% 0 422 1) i X R 42 11

MEAE A B R E A R .

BE . BUE AT DO B KSR B AT e, R v a4 s BRI AR AT
3. BUERHEN firewalld 30 741 E Al N 5l R 45 e B 00 a7 S50 B 07 20
B PR N PR Y SR

2) EEEmMF

firewall-config Pt BT -RELHE: BATHIFIKA

AT BATIECE A E A P ECE A . 384T I EC B AR R AE 2L
FEEFINEN AT UK, T RS EE RS EE . (F1ER, XSGRk,

KA FRHEC BRENAE 2R G0 80 Al 55 353 B e fdi FH o 7R AIC ARG E T
B, BV E S B RS E S . ERT IR B sk S .

3) XEIEmF

X 3% TR o — A B E S

W] 2 Bl B K X e X T R P E AR . firewalld $R4E T JLMTIUE
NI X BRSSP h3E. ICMP g A ER.
DX I AT AGR e 314 LRI dE o IR 55 IR TR 8 SCMIR L X I8 IR 45 = AT AE o 7]
BRSSPI AR 1 X AR e . 3200, Atk

1RSSR
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e B B IS5 SRR RGEVI0 RGUEHE R TN
PikiERE - o El
XfHE) @mo) EE(V) FEH)
v EERAIE ERE: -
EiE X [BE IPsets
enpls0 (enpls0)
ERIAK: public FirewallD REEX T HENMEER. BOURREANEER. KERRS. wO. HiX. wh
#0 £ BOMREEER. icMPEEUREMNSES, Xige] USESEOURFbAL,
.. block C Es B0 B BE0 6E mORE
mz
drop ALEREEXEHFHLRSETEHN, TEEEHEIXMEEMmE
external . BOMRPIE THMMER ~ sl LB R el EHES.
home RS
internal e -
cfengine
public ,
cockpit
trusted
= condor-collector
il ctdb
dhcp
dhcpvé
¥ dhcpvé-client
distcc
dns
docker-registry
=|Change Zone T EeT I it
BRI E firewalld B9,
#iAXiF: public LogDenied: off fj&i85: #f Automatic Helpers: system (off) Lockdown: ZfH

A 8-2 IREETF
i, O kTR
Uity T2 TR F R B o 1 B MLECE X 25 15 1] 1 3 11 Y

- o
Xf(F) EHO) FE(V) HEEHH)
v EmEE BE: EGH v
Ei# B MBE IPsets
enpls0 (enpls0)
BHilZ: public FirewallD REIEX T HENRBER. BOMRRGHNTERE, RUBES. &0, il re |
#0 £, BO/MRXRHE. CMPEELREANNES, Ko UGERBOUREMLE, \
; 1
®H :'“k « BS &0 bY  EE0 6% WOz o |
mz
drop L smmatis eesrstimon ran s mens = BOREHOTH,
exter ‘Dwm
home g4 \ KDY,
intery
publ #0O/#0BE: |
trust e
work mi: | tep v
@EH(C)
rl‘
— - hn(a) MEE(E

BEIIZ firewalld BI%EHE,
#iLR#: public LogDenied: off f@#z: %*f Automatic Helpers: system (off) Lockdown: 25

B 8-3 ¥ IFikIiF
BV RS B K BA R A 1, W3 firewall-config R FEEAH
O E 2 X . e uw 1 BIAR IR R AL WS %40, Port and
Protocol HLiTH 1 -
iﬁﬁ)\ﬁﬁﬁﬂiﬁ%ﬁ%iﬁﬁﬂ%ﬁi,%ij‘:’%'cﬁﬂoyﬂt?i%$qﬁi?§ tep BU# udp.
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ERFOBIR

ST BLIBS 5 R 55 SRR AE RLEVIO RS B T

iii. Ph3ETIEIR
Bl TR T S P SR AR A WX 2% i ik ] DU BB 3 AN T i 1P Hisdik

BiAdBRE - o
XH#E) B0 HEV) BHH)
v ERDNNE EE: B -
R Xig BBE IPsets
enpls0 (enpls0)
BHAR: public FirewallD KIEX T ENFAES. BOUREMENEEE, KEEHE. ®O. D K
%0 2. BO/BYRE. ICMPEEUREMANNES, e USTRE0URRitE,
xR g'“k « BS @O B EEO0 0 sE MORE
imz
drop MBI E—A R ENARRAEEI ERANINREROE, HE
extarmnal ERAAN. THARREETEN, SRS RHR
e EEBRAS, WERERT Pva,
internal HERE
public NEEERBE, B2REN Pva FEERA P A,
trusted

work

Change Zone

BRIUE firewalld 89151, TEEBEH.

BAEiE: public LogDenied: off &#E: 2*F Automatic Helpers: system (off) Lockdown: 22

Bl 8-4 Ph3ETIETF
B IPv4 HuhE A — AN R [ AN HbdE, /S 3) firewall-config T. A Jf
AR 7R LA L R 2% X 38, a4 DR AR AR A5 AN S I AE DU TPv4 ik % #
B H— b
iv. Ui G K IR
Ui [V AT AR 21 53— 1 DA/ Bl HeAt =401
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AT BRI LB S R R S5 A RE RGVI0 REVE R F M
TkERE - o Ed

XfH(F) iEBi(0) EA(V) HEIH)
v EERVEE EE: =T~

& X MBS  I1Psets
enpls0 (enpls0)
554K public FirewallD FigiE X T SENMETE. BOURFOUNTERE. KE2BRES. KO, Hil. PH
0 £ BOMXER. ICMPITELRENNNES, Kigo] L DEO UL,
& block « BE WO WY B0 BE  mOwk
mz
drop AMFEFRELRRO, ATURMEHREN—TEODS—NiE0, B
extermal YBMAIAKDS— RS, BEIS—TRAEDEEDRNENNE
home BH. BORERERT IPv4,
internal w0 i B0 Babat
public
trusted
work

. - AR D0 (A)

BEIUZE firewalld BIER,
#iAXiH: public LogDenied: off f&i#s: ZFH Automatic Helpers: system (off) Lockdown: 2

&l 8-5 MO K FiEm-R

R ANRE R i 5 R N i X 2% 3 B B “packets” B — A P 3 ik Bl B A
HL, ERBuE bR 1P Mibk, ARJEikEE R RARAS . AR HEE BN IE B
St I B WSO g 1 B o VYO o S8 A = T L E ) 4B

T S B — A DRI R — R GE B s 1, TRk B A M R AR,
B N BB TR R P A b g 1) B v VO ] R R B IPv4 HudE,
W% B2 2 B g — g 1 B AE, F N B A TP Rk Ao 1 5038 o 1 YE .
S iy VAL B R U BRI R IR B[R] — N 1 iy A€ 1A AT B e

v. ICMP i g Tk

ICMP L JEAF AT LLLEHE Internet F& 6K SCHM IR . X LR SCAT LLRZAE

BVE RIRA] 2 05 B SR B R A A 1 1R i Y 5
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s SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T
PR - "

XfHF) EW(0) FEN) HH)
v EEhRVHE iE:  EhE-

EH Bl BH Ipsets
enpls0 (enpls0)
BHAE: public FirewallD RIE X T HENRGER. BOMURBRIGRERE, KERMS. W0, Bl e
80O &, RO/MRXEA. (cMpELREANNES, Kige] UsiERiE0uRiRnat,
xh Dok « B EMO BE  EORE  cMpgRs  BAN
mz
drop EBRMESEXN (cve) TERTEEMOTRENERZHES
external B, BtREEM ping BRUKEEFER.
home IcMP 2R EF PR IZE ERIBBMN cMP
internal address-unreachable ~| X8, FrAHE ICMP 22N
public bad-header EdpAOE, BUAEERAER
trusted beyond-scope o
work communication-prohibited MBEEATREATES (nvert
destination-unreachable Filter) , fETHRiCH ICcMP £8
echo-reply BEERER, MRLRENERE
echo-request e, £FHE# prOP BIK
failed-policy 2, eN=8EH
fragmentation-needed RETER

host-precedence-violation
e Zor host-prohibited -

BRI E firewalld B95EE,
BRIAEIE: public LogDenied: off W@iEs: 2/ Automatic Helpers: system (coff) Lockdown: 25

B 8-6 ICMP iTIESE TR E

BT EE R — A ICMP 138, WE3) firewall-config T HIfi#F 20t
JEHAZ B2 X4k, %69 ICMP Filter 45 I 0k B b #6575 B ad € 1) ICMP
TR S AE o 5 R SEAE DA B I o X PP B A, BRI AR VR AR

BB IR

R ERR AR A PRI 58, MRS, $H— FIX A%
R BT RS B L FH R R 0 T 7 BRI o xS S AR AR A R
JF HAEW R firewalld 1@id D-Bus B EF). HiF. HEHEE S5 HEEHMN
i

PSR - oK

X#(F) EmO) HE(V) HEEH)

v EmrgE BE: XA =~
i R BH esets HigRE

enpls0 (enpls0)

BRAK: public BEREEGTFERHRANHAEAT. REENKEAFTREEN iptables B, IR, B8, H9.
®0 SUHMER. HEEENEXAT LR frewalld ST ANNOREFR.
R STEEN PV 887 ipv4 5 ipv6 5 eb, ipv4 AT iptables, ipv6 FT ip6tables, eb T LL

AP #i i (ebtables),

RN e

SN EE MBI INE
ipv Table chain

~+m(a)

BEIE firewalld BEE,
HiAE1: public LogDenied: off [f@iz: 2=/ Automatic Helpers:system (off) Lockdown: 2f

& 8-7 HERERNF

% 243 T/ #3017



£

KYLIN

B R A R S5 AR E R GEVI0 R G HE T

4) R KEEBE

FOLZ AR I BT KA B E, AU E LRl BOEAE BT BE T
P LK A (Permanent), g’ KR 31 2 S8 B By K S8 NN 04T
I E

FEIZATI (Runtime) #6305 KIE B RS, — BAGR S Bl G FRE
FRNR S5 SR I SO AE, RSB AR, 7E Permanent BEx T 5E (7 kIR ) €, X
AR FER N8 s B AR 48 H R 2 e AR R AT DU FH SRS B 0 B
br, BCE T L, R U NP K

BASBER - -

XfHF) #Emo) EFENV) # zi5sy

v SEEIESEE RE: XA

EiE Xi& [RS IPSets EHIEFRE

enpls0 (enpls0)

BHAK: public EREESTAEFHAMMIEER, REENFEMARTREAN iptables 8, R, 8. &%,

o 1n] EYME. BRLEMZRATHEM firewalld HEESFAIARNREFR.

®E F1REN 1PV B8R ipv4 5 ipv6 3 eb, ipv4 i T iptables, ipv6 T ip6tables, eb FiTLL

AR (ebtables),

AN E

SHNEE £
ipv Table Chain

F7(A)

BRIE firewalld BI%E,
ERARE: public LogDenied: off F@Ifst: ) Automatic Helpers: system (off) Lockdown: 2

B 8-8 AR KB E

5) BEEAT X

FEBOE SR B BOF 8 O e AR N BRME, MR 3) firewall-config,
MNEERARRR PRI, BN R A B O BRIA DXk, Mg Y I 810 ik 4
i B> XA BN P X, e b e S LRIl
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e B B IS5 SRR RGEVI0 RGUEHE R TN
XfHF) #Em(o) &E(V) BEIH)
v EEHNSE KE: Ehi-
& Rif MBS IPsets
enpls0 (enpls0)
BHAK: public A/ Ipset SIEAERRRRP, LUBERF P ik, BOSHE MAC i,
&0 HiARE \
iR
AN TEFIRERRAX timeout %Y ipset £HLURBEH
o FETIHERE ipset 3 4FMBLE.
block I
dmz
drop
external
home
internal
public
trusted
work
OEHEC)
TT
QEEKARENEDHIZRER pSet.

B E firewalld 898,
BIARE: public LogDenied: off &i85%; =/H Automatic Helpers: system (off) Lockdown: 2

B 8-9 EMERINIX
8.1.2. HiHEH (audit)
8.1.2.1. faifr
audit T HATLUE & i B AN HE X BRIl R G A .
TR DU X e &, B E R AR Z AR (I 2 RN & 25K, Bl
& X RGOSR .
8.1.2.2. ZEMy J JR B4y

audit.relus
\J
LB i e auditet! —b-l audispd
-
K Task el Exelude
B | -
audit o~ .
T B audit.log
Exit  froceeenees -] * |
Linux P35 ausearch aureport
auditd.conf

B 8-10 ZEHREHE

P SRR EIER, BAREBHM 2GR R, BIEE RS
R 2 NAZ TR B LR RS A Cuser, task, exit, exclude), A2 — £ %N FHFE
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J¥ (auditd. audispd. auditctl. autrace. ausearch Fl aureport %%). Linux W%
W LA RS A

User: s P A R AR A BEPE 2 BT B, Wi kifigs s
iHE e R EERE.

Task: SREZN AP 7RERE (fork)s 4 —AMES OIS, Hk 2 S0kt
IS fork A1y P AN T HERRNHE A% FHAF

Exit: 4N RS0 FH 45 s A2 S il s i

Exclude: MIBEAGASSE4E; Exclude & H R EHE S, W2 AEE 2T
BT DA B S AT i

audit &N —MES, NZEETIERA S audit Hidsk, X0
SR A A FH 7 R B WA audit BEH N Z B — AN R R
auditd RKIEHIH] . audit 7 AER IR SLILE] auditd B, RJSHH auditd 3
ITHE#AE. auditd.conf 2 auditd HJBCE M. auditrules 72 audit RN SC
fF, W€ audit B HEPICRIBLERAE . B — X audit FEAT MK R
J¥ auditetl FEATHAE. root P WATLAE I auditetl BEATHRIE . auditd Y53
ARG = E WA E4b. BN 2% HERAFE auditlog SCHH, ERIAEEIT
/var/log/audit/audit.log. 57—/ audispd ¥ HERAT K-

B2 2HIF RG AR NP B a. REERERE
. BCE S HaA, WnE N, SRERM audit sEdr iR T iEEE T H il
K, e e AR R THHR R AR TR H R A S o A R

P2 E] 81 24t auditd. audispd. auditctl. autrace. ausearch F1 aureport
SN AR T AR U

auditctl : B2 6] 8 P9 @ERE AT NI T B, anas ini v &5

auditd : audit ~FIRHREASHENZT L NE BB AR B, XEEE
N RS iEsh ik A . P ARSI RGEE auditd 5 & RN
T RGUEIE R E IHER, HEEEAE /varlog/audit/audit.log.

aureport : XA AR BCH TR A I T R

ausearch : B H THHAFM T H

auditspd : R FAEFNG HABN R, AR EANBE 1 HE 0.

autrace : — M TEREFHIER & . KT strace, FREZIE IR, Ik
FREF S R EH N HE 2.
8.12.3. “HELIE

1) f#H dnf T HZ3E8440
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dnf install audit -y

2) audit FCE C/F

audit % % J5 & A B 2 A B B - Jetc/audit/auditd.conf Al
/etc/audit/audit.rules . /etc/audit/auditd.conf & 5F $7 F2 7 19 BR A BC B SC A .
/etc/audit/audit.rules FEICFH TR KISCAF. B RLE audit Ja, & TR SCHF
peaaliop

fetc/audit/auditd.conf P37 FE T B BR AL B SO H O S

N R E A Jetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#isc B H B

log_file = /var/log/audit/audit.log

#I B H SRS E, R 0~99 ZEME. mRBERNT 2, N
APEHHE REAERE num logs H, EMEINA 0, BWENRATER
H &0

num_logs =5

#ULE H B2 3 BN LA R

name_format = NONE

#BLE H AR, DR FRRANRAH S EE. BRI EE
I, 24T max log file action #87E H)BI{E

max_log file=6

#UCE H B RIE KB A a1E, X B ik ROTATE (i)

max_log file action = ROTATE

8.1.2.4. auditctl £ i

auditctl Ay &0 F

auditctl [1%£T] filter,action -S syscall -F condition -k label

FH 9-1 auditctl AL

W H AlIESH Y. BA
filter T 40 15 B WIS AN Py A% 0 00 DT e 3 9
filter user,exit,task,exclude N FHEFHH . I JERS task. exit. user

DL exclude

247 T/ #£3017W

L



LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
_ M EZEM (always Fns2) (never
action always, never B
KR
N Fr A M & 4 i H # w L fE
syscall all, 2, open 5§ ‘ ‘ ‘ .
/usr/include/asm/unistd_64.h SCAFF R E].
TEA U0 AR I0T, 3 — 245 SO ) >k
condition euid=0, arch=b64 S5¥EZEN . H ID. 32 ID FdHAR N
A B B F AT AH UL AT
label a-9'ad PRic A AR R H &

S BRAZAGIH 54T
-F RN
-k RN BCE W N BRI e O
8.1.2.5. audit HFiFHLMI
audit #H TR 43 B =N 53
1) G XL A T E e i R A S B E ML E .
PN A LLAE fete/audit/audit.rules FHikE . FEALEE:
-D #HIBR PIT A 4 T 2 2 R B A R U #
-b 8192 #7£ WAZ H BE e KB 1) CAFAE I B AZ ZZ 01 X 8Mbi#
-e 2 #BUE H X AC B #
2) RGN KERSAFECH R KR, FRATAT A
HAZ AR 8 SR B H SRR 2R AL U 1]
ATLLE auditetl Ay E . WX RGAT N (WREESHE. HRIAURE
PRI
F A =X
-w AT
-p PR
-k KT
Horbp BURIIBNE > A9V Ffr -
r— SO EEE H %
w— BAXFEEE H 5.
X — AT XA EE H .
a— DURAEATEE B ek .
5 I 2 s 28 ete/passwd SCAHFIAE AT R, AT DS IX AN 5 2
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auditct] -w /etc/passwd -p wa

WAL A O B3R A N B ST A fete/audit/rules.d/audit.rules  H RITAT S 3R
XHZSCAF AR -
TR AZ AR E S 1 R B B ete/hosts SR 2

auditctl -w /etc/hosts -p wa -k hosts_change

3) RGUAFRIN: X L0 T SR AT ] AR B s P 3T I R R
WH .
W4 RGO AT R 2 51 S i H 8IS 3, X 2k A% R 52 58 K 7 4
FIT DAL B i R R G0 7 B R auditrules FH . WIERE TS H SR,
HAEXT1Z B XA SR T . WA T IS, HJE—-—FH.
RV g
-a WNIN—2% R G0 FH a4 )
-S RN it B DU R G ) A4
S 71 K UL o KO0 <
-D IR AR
-d B — 2 FD-a X
-w A H %K.
W IR — SR R -w S5
-1 F1) B A A
28450 B SCIL AW SR, R 7 (UID A 10001) 7 i FFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

YA userfile £ HOWERN—MNA T, D ER#EHRETE T,
ATV RGR S 7. A auditetl a2 IIREIAZ K AG . T ik
AT TEE B8 Bl 5 A R, AT DAKE IS I 21 5 14 /ete/audit/rules.d/audit.rules H o
8.1.2.6. sF¥itfE

JE 3

systemctl start auditd

SEIVEEE
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systemctl enable auditd

service auditd stop

HA:

service auditd restart

ft/var/log/audit/ B 5 H e H &30

service auditd rotate

HER H A% F A H A5 BTG, Gl ISR 20 B 73 [X 25 AR R A
B % H SO L

service auditd resume

NBATIRES

En

service auditd status

A A i S AR U AR 2 4%

auditctl -1

FCE auditd [ H B CFRERE AL

% audit IR55 284 FR2 kylinl ,ip Huhk 192.168.0.1; audit %5/ % 44 FR 2
kylin2, ip Hihk 192.168.0.2

16 AU 55 i i i L A
vi /etc/audit/auditd.conf
#U B T 128 60
tep_listen_port =60

EVE)iS

#service auditd restart

% J i 22 S AE SR A AL 0 HLC B S
#dnf -y install audispd-plugins
& e & S

#vi /etc/audisp/plugins.d/au-remote.conf
# JEH % H B RE S H SRS 4
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active =yes

#vi /etc/audisp/audisp-remote.conf
remote_server =kylinl

#ULE IR H Y 60
port = 60

#vi /etc/audit/auditd.conf
log_format =NOLOG

SR JE B A kS5

#service auditd restart

8.1.2.7. aureport

EAE T BRI EE, IR aureport 4. WIRPAT aureport HFEH
fERAEATED, 2 SRl S 4kaR . & LA+

A R — B E I TR) Y AR AR

aureport -ts 8:00 -te 17:30 -f -i

RO P RIS B R SR T

aureport -u --failed --summary -i

AR G R AR

aureport -s -1 --summary

8.1.2.8. ausearch

i/ ausearch , MW LU IEMP R FAFRA . EIb AT DLk B0E e
RNEIMBEMEPME R P %) KBS B root F P AT ausearch
e, MEoRE RN, FMCEH 4 FRAHRN—1TRIT, A 0xAT4
NI TAIFRE o

75 : ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami”

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined t:s50-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=34 comm="id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="passwd_c{

& 8-11 &R

HiHB SR

time : B 11 [E] .

name : #1144

ewd : HHTEEAT

syscall : FHIRH R G H

auid : #HilH~ 1ID

uid A1 gid : YFRSCAFAH T ID M4 1D

comm : 77 [A] SCAF R A2

exe : FIAIARA AT PAT SO 64
A LM T
MR ARG G FRMAE T fr 4

ausearch --message USER_LOGIN --success no —interpret

HERIERKS, B, AERE, MM

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL_GROUP -m CHGRP_ID -m ROLE_ASSIGN
-m ROLE_REMOVE -i

FZ M E I 18] Be (R R SR Ge i A, AR BL R A

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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fEHREEY ( key) HZREFTHMFidR

auditd AN HE XN B Z, KA RERE Y, EaRE R I
HE Y  key) FIRAFEERR:

HEA auditetl #r4 &L — N

auditctl -w /etc/passwd -p rwa -k passwd _changes

T IR AN R0 R SR T M BAB B / ete / passwd FH K U EE AT
fiszide. —BA NS T B B SCfE, FTRMER G RS ( key) R IHE
g %

fER Y ( key) HREHFHHFILH

ausearch -k passwd changes | less

8.2. TAeNWIEMAM

HERE RG22 A, ERBERAR RGE R MRETE, B, 3%
RSB Qe R S N I AE RO AT AR SR, R X TR, PAKIELEB ATt
FRIE B AEEE o AN Uk W e e ) LA 17 SRR 3 SR DS 1 R T R gl il 25 B 451
RGP REXEES.

8.2.1. KYSEC Z&Hl#l

IR BN = IR 55 A R ARG V10 S5 6 B S AE R GURs RN BAT [ N Sh ik
TERGU AU, R0 T 2 TARC MR PAT IR R, SeBU R ST A P
PRACTR B AT AT 290K, B DR ORI P S AR AL FH AR B () e B8 o AT F2 AL
T HISCF AT . BB E A, PRGOS =TT MR, H
TR SRVFRA SRR IC I SCIFAAT , AR N 8 78 DS MRER AT B 28 13k
7.
8.2.1.1. ZANREWE

KYSEC A MRS : sk (normal). ##E (softmode). G
ANBERAT AL N I RE S, BRI P AT 30T B idhnic R AR PP 1 e =
T~y REEFAREN AR PATAT 9, AR #E. RGERIA KYSEC %
SRR, BIATEER SUERY . WRZRTIIRGEEEAE TR RS, =
RSy SR o
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BFH kysec LIRS
$ getstatus
KySec status: Normal
exec control: on
file protect: on
kmod protect: on

three admin : off

W H kysec ZRMRE NP
$ sudo setstatus softmode

WH kysec AR Ao il
$ sudo setstatus normal

8.2.1.2. AT

RV BB v R S5 B R VE R VIO R0 16 ST« BRI R e =2
RS, ARG F=T AR, Hh R avr B &ALt
AT, AT N3 3% DEEAR A B AR I BT . AR AT I 4T B AT AT ST
EMIBR. Bo. UL, B3). EaaSRELE, S ERIT.

(1) RTHRAT SO R BAT 42 il

U0 R R LI /tmp/Ls UHHAT 2RI

$ cp /bin/ls /tmp

$ /tmp/lIs

HERIEE/tnp/1s ) kysec #x1c S5, A WA 47 /tmp/1s F& 7 -

$ sudo kysec_set -n exectl -v original /tmp/Is

$ /tmp/Is

Bol/tmp/1s BEfF WG, ZAEF A RERIAT .
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$ echo “” >>/tmp/ls

$ /tmp/ls
(2) AIPAT A B AT 325 1)
B @ B A SC A tmp/test.sh HARIIPATBUR, &0 R
#!/bin/bash

echo “test”

$ chmod +x /tmp/test.sh
EH PN a2, #EERITIE .
$ /tmp/test.sh
$ bash /tmp/test.sh
LG P B kysee AR E, FRIFELREIEH AT
$ sudo kysec_set -n exectl -v original /tmp/test.sh
(3) PARZARER AT F2E ]

PR Al I8 ) A AR AR B SR A 21 2 H 5, FR S linadeds DU Rz BR, DO
KYSEC Difig, WInER I

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf conntrack ftp.ko ~

$ sudo insmod ~/nf conntrack ftp.ko
B DU A AZ RSB bR T, I a) AN RS2 -

$ sudo kysec_set -n exectl -v original ~/nf conntrack ftp.ko

$ sudo insmod ~/nf conntrack ftp.ko

8.2.1.3. UMHRIFThfE

SR ThRETT IR, RIS R B S Ear . MER . XA
RE DR 2 G B 2 1) T B SO A B R B AR 1B 2

YA B SRS R AR
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$ sudo kysec_set -n protect -v readonly /tmp/testfile
2B AR BR S ORAP B BR T :
$ sudo kysec_set -xn protect /tmp/testfile

25 LA tmp/testfile ¥ B SCAF LR I FRIC S, AR IR 42 2, 3 aw 44, I BR
/tmp/testfile Ao 40 R ERAE W 2527 ML

$ echo “test1” >> /tmp/testfile
$ mv /tmp/testfile /tmp/abc

$ rm -f /tmp/testfile

8.2.2. HIEFEEE LRI ML

R VRT JEE RS v R 55 AR ARAE R 48 V0 SEBLH P AL BUE (0L %5 1 B 2 A7 ik 5
FEHE T Z AR B, WS T SCER R AR T AR, B RS R SO AR B AR AR
HRE RS, RAEEVE gk A3 E UL PR AR VA SR IO A P R S T
o 1 B2 (1L SO LR A A ) O Sk S AL

o BRI, HIARMAHIEMNNEH CEZEWRGEH AT, MRHR

BT P S 30 B ek R 5 5

o RILE, FAHP YA H OB ST ILERE, TRERTH

R SRR, SIS IR,
8.2.2.1. BREs Ry

B4 B 2 AR L 31 B 3% /box .. F 7 d A boxadm 61 2 — AN Rt gk =
PRORA A, LA SR SRR BB B P U7 i)

test Fl 7B — N SCHAR YA testbox, FFHEE — AN 30

$ boxadm -c testbox

$ touch /box/test/testbox/testfile

test /7 &5 & /box/test 1) H 5% M LA

$ Is -1 /box/test
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testbox
$ Is -1 /box/test/testbox

testfile

{H root F " & & /box T HITHX%, Ul:
(1) Is -1 /box/test iy 2 it % /box/test/testbox, $E/n “HAHE 07
(2) s -1d /box/test/testbox fiF 2 #&7~”No such file or directory”;

(3) Is -1 /box/test/testbox/testfile iy 27~ ” No such file or directory”

$ Is -1 /box/test
$ Is -1d /box/test/testbox

$ Is -1 /box/test/testbox/testfile

8.2.2.2. Hflsit=

F 748 H boxadm B8 SRS FT K H AL AR, 0 R sk = AUR
WE L RR, BRI P ARV XA H %

test ] )7 % B root X /box/test/testbox H FEH R i ILZRUIR J5 , root F J7 A4
RE 17 1] /box/test/testbox H 3% :

$ boxadm -s -u root -p rx testbox

root FH A PAT W N x4, WA LLE Bl /box/test H 3k FAFAE testbox H 3.
/box/test/testbox H 3% N AF7E testfile X

$ Is -1 /box/test/

$ Is -1 /box/test/testbox

8.2.2.3. boxadm [ FH J5 1%
test F 7 61 8 — AN LS SC AR Y7 4 testbox, 2 7E i H 5% /box/test/testbox :

$ boxadm -c testbox

B E root Xf/box/test/testbox H M RiLIL =R R 5, root H 7 A HE Vi I
/box/test/testbox H 3% :
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$ boxadm -s -u root -p rx testbox

B root Xf/box/test/testbox H ML E L ZR IR G, root H 7 A G E
/box/test/testbox H 3%

$ boxadm -s -u root -p rwx testbox
7 /box/test/testbox H k1) Box 15 &

$ boxadm -i testbox

Access:user:root:rwx

5 root FH 7 Xf /box/test/testbox H 3% 3 AR

$ boxadm -s -u root -X testbox
M B%: /box/test/testbox H 3%

$ boxadm -r testbox

8.2.3. BRIy &

FETHRNL 2 A UEAE — Pl R AE RF LR U7 ], B bR B sk
AL VT 1) BN R G B AR AT A ERAE O BE 0o FESERH, TARIE N & — A itfE
BRZRFE, XTRATAER M. Hat. TCP/UDP 3. FLEANFFRE. /O %&%., X
AN R & BEA—H @t &2 EEA X R, #a R E RGN
A% SR AT SRAEIN ——or 25 22 42 @ PR I ok e S 15 T REAT U5 6] o AR AT F2 AR
BARITATHRAEHORARYE — 2B BN (BRSNS FEATIN, Yo B E R
Yo

FARTIEAR: FARTRIHR VT & (— O — M EERR), B ARTR BT 7 ) BF
P ARYETHIR AR BURTE, TR RIS AC B 15 S R AR AR, 0 dir, files

process 5.

2 BRI RS ICAETEEY) LY R, R4S SELinux 7. M.
BREERA, WARAMEH MLS(Z %4, LN 2 A4 RIgIE i 2 e,
FAIAR: SR LSy — DM RIFPEHERT ATT R XF R, 3 AR, 28
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TR B H AR R
S BERE LSS 8 IR RIS AT M Re IR O e, Tl R = AN ok
e — AR IR A N — AN AT AT SO R AU entrypoint V5 ) ALRR,  #EFE
FIET (ERBART) SR N RO 2RI execute g AR, HERR 24 1
KA B S A transition V7 I ALFR .
Ff: R — B I, e MR 3R LA
ARG RIBRAE linux F PR RE, SR RN E AT DLEE o
8.2.3.1. SELinux FERit 550
UL = R S AR RS VIO R RG22 TEKR, il T RGERIEE
SKIJBEAME . =AU SLITRE RN . B THIRSS SR . PUATHERI DI RESRNE . B4 BT
RETRNE . kvim/lxe % RATHREHNE . RGME BT R H FH TEKI . K583
i B EhbC AT RE . IRIEAFEN R, Ef 7 ukmls. ukmes F target =&
SE JLAithi S0 o
8.2.3.2. 4 HmEAR )
RGEER AT GmEN T v, RN T ERIRS SR E,
B FRAT] 10 22 42 SRWE AT FO VXA BOBRAEATT T DASRAT , (H B 11 ROk SR AR
2 RS IR RE A R A Fe Vo FRATTI0 22 4 R 55 3% R Go e Ml A s R
A I Bk 2 Fo VRS K M, 7 BRI TS Y it o A ) SRS R I 3] A1 T il
AR A
(1) i 22 4 Hemg i =0 A 1)
AR T — Lo TR Ay 4T LA ) 21T ) 22 42 SRS B, Q1/ust/sbin/getenforce
M/usr/sbin/sestatus. A P # AT DL 1 2 iy & HEAT A1)
getenforce 2 i th 45 Y Permissive U3 7s HHTAL T SL VP, %4 Enforcing N
PR AL T R A
sestatus 74 FRI% H T RE AR A 25

$ sestatus

SELinux status: enabled
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SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmeces
Current mode: permissive
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

EAURL T 241 2 4 RS HORE,  [R]IN m) DAAS 21 oA 22 42 SRS A5 B -
LRI JRRES LRI S RS E . FOE SO B , 24e
SR A M 22 4 SRS H SR A4 R

(2) waRm A

N T ZaF B LRGSR Bt BRI, (H2 Gt 7l B
2 A RIS A A A2

setenforce 1 15 & 5 il 15 5

setenforce 0 ¥ & N FL VI

ARG =AE R R 2 2 B 01T U] setenforce 1 32E A S5 IR, 11
WA 24 5 ] LS setenforce 0 #E AN SR VAR

(3) M 2 4= 5w

£ Z G0 BRI, AR ) LA Se 48 Y BRATT (10 22 4= SRS 20 N\ B e 37 i st 4T
BE. EATEINT:

a) ARG A sITHEN grub SEHL,
b) HiA grub I E NG B 28, 1424 selinux=1 enforcing=1 2N
selinux=1 enforcing=0 -

(4) BEh&%:.
XA RS BN B 4E 8L, B root P RAMATIER .
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N SR LR T P 25 AR AR AR RV 10 R H T
8.2.3.3. ML E M4

N T JTEH P A SRS AT I B, FRAT AR At 1 DL R A A0 i 2 4 HE
BEATHCE -
8.2.3.3.1. AEFrICML

ARG — Lo A 0-Z IR IR At T B SO G R e 4 BN L T Re,
w: 1s-Z id-Z flps -Z, XL 0T -Z IE0GE 2 Bz SO EGHFR 1) 2 4
ERSC Wls-Z =AU A

-rw-r--1--. root root sysadm_u:object r:admin_home t:s0

Hr sysadm u RN Z LR T sysadm u L2 5KEEH F7, object r FRni%
AR TR AR M5, admin home t FRINZ AT, BATTI SREmE w2
AR X bR R i) 8 R HEAT V7 I F2 1) 1
82.3.32. 2) BriLi 4

A PR AT LIS IS — Sy 50 R GEH BT A ST ) A B SCHET R A,

chcon. setfiles 1 restorecon iy 2

&

/bin/ls 544 bin_t KA, 24 HE 51 0] LI cheon -t sbin_t /bin/ls #F bin_t
BN sbin_t 257,

cheon i 4 [¥-u ZHA] MBSUZ U224 F RSO 2 R P, o« 35
ADMESE A, -1 ZET MBS E R 2 g, HAh BRI T AR
BT

setfiles 7y 4 P LLRR I FRATT ¥ 22 4 SRME AR 10 SO 2R G vk BT SO 3EAT A
de s

setfiles /etc/selinux/targeted/contexts/files/file_contexts /

restorecon T4 Al AR 1Z 30 BB N 22 4x B R 3T, 4: restorecon -r filename.
TERTSCAF 22 4 bR SO AT B A B 1 S A8 AG AEX MhRit IER 1, 48
JEHEBATHRAE, R LLEE - T
8.2.3.3.3. 3) I/ MUK &R
HFFEF N (login, sshd) B 5T MRES Linux F F 24 4 560% 7, 768 5460,
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S 22 A SRS FH P BRRRF IS UF A — A Linux F P AR IRFF 52 S AH H], DEHECH %2 425k
W AR IRRT NI 46 shell BERE 224 R ST P AR IRST . 2248 3 Gt m] f
H semanage iy % 5C YT, W1: semanage login -a -s charlie_u charlie, 37~ Linux
F P charlie 1F % 4 50& FH P charlie u &R A%t

{8/ semanage login -1 7% 7] A& E, 41HA:

$ semanage login -1

b SELinux Fi - MLS/MCS i i 5%
__default user_u $0-s0:¢c0.¢1023 *
auditadm auditadm u $0-s0:¢c0.c1023 *
root root $0-s0:c0.c1023 *
secadm secadm_u $0-s0:c0.c1023 *

— AP R LA N2 A, ABAE R — B2 gV e — AN, W RLIE
i S HE A B T H semanage ¥l A\ semanage user -a -R mgr_r -R charlie_r -P user
charlie u KA —ANAT UAE A £ mgr_r # charlie r (1% 425K 8& H 7 charlie u.
Al i@t semanage user -1 HEATEE, WFKE:

$ semanage user -1

Fric MLS/ MLS/
SELinux F/*  ®IZ%  MCS 23 MCS J&H  SELinux
piiReah

auditadm _u audadm sO $0-s0:c0.c1023
auditadm_r
guest u user sO sO guest r
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R R LR o U S5 SR RGEVI0 ARG LR T
root sysadm sO s0-s0:¢0.c1023
sysadm_r
secadm_u secadm sO $0-s0:¢c0.¢1023
secadm_r

AEE B ES, FESHP @R, AR st
JE 3o 3R ) SIS R R AR P S AR AR 4 o1 S ) R U ke 3 A T )
8.2.33.4. 4) A E

RGP o 1 FERERAARI0 1R, 22 I e DUl I
semanage port -a -t vac_port_t -p udp 222

KA IN—MhRid 7 2R % 1

Ak semanage port -1 4T & E, WK
$ semanage port -1
SELinux i 12874 X iy 15
afs3 callback port t tep 7001
afs3 callback port t udp 7001
afs bos port t udp 7007
afs fs port t tep 2040
afs fs port t udp 7000, 7005
afs ka port t udp 7004

8.2.4. =AU LA

ZRUP SLRGAE T R A RGAMEEDR IR, RERD R RA B, K
KIHER 7RG H AT MRS .

FEEIHEER, BEg s L EEIUE R root FIRLREREATXRISr, 40 Ah
root(uid=0). secadm(uid=600)F1 auditadm(uid=700)7) 7 E N /' 1A A A71E,
EATTZr AR R selinux =AU SLAEH ) — DM, MmRIFEERGH T S0
ERNRAGERIWFEIN, B2 =R LR H H .
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=AU LR G R linux DA P S VGENLRI Y R, 35058 4 Thie 3 2
TN VAE GENAE LI TETE S 3 =R LR P S B % 5 —BUR G F AL 4t
linux FH 7 S 43 S8 S BIAE 2 G2 A0 AT LAAIA MR F S 73610 77 20EAT & 1y
S, XERGRLTIEHITR, BRFEA LM% RE R IR
8.2.4.1. ThAk

EX X Wil ek T

1. SELN —A UID 2 0 [ R A 7 A AR 1 =AM B 5% P 16 5 s DE
TR, X AMAIE RG0SR A48 6 5% R G 7 B i VI 55 i A R Be i e B R
BRI B, RN AR = A R Goxd HoAh AR 30 3 P2 B I 1

2. SEBUAE BRI YIS B2 03 B 3 B, T DA RS [R5 31 01 F8 YR AN 7] 1) SELinux
e,

A THRESL IR RTHE , A AR GARER I B R G0 44 G 5 4500 &
Gt G P M BTA SRR, RUH =AUR G AR =AM B 0 P B 1ER
ST AR FoAt P 3 B 1Y
8.2.4.2. 7-H

HERGEHAAE “HXEHIAE”. ZRE R4 UG RG0EH 6A
RGBT 7 X E B . U= RG ML AR strict BN . RGEHRA
AIEETEF R, b N R T > T RS> R LA ] LU I 5 X 4
. WA, HUHE RIS A 45 X G AR 0 B bR R
8.243. =MH it

R 9-2 =RAF A&

AP we B

A 4t reboot RGHEF WL

B M init HH AT

A ifconfig R 28 2 11 B
rpm AT (HA BRI R FRA T S & A1)
useradd WA . 4n: useradd abe
passwd B E A P %S . Wl: passwd abe
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Aty

i

o

>

userdel
insmod
rmmod
iptables

system-config-date

system-config-keyboard
system-config-language
system-config-network
system-config-network-cmd
system-config-network-tui
system-config-printer
system-config-printer-applet

setup

mount
baobab

setenforce

checkpolicy

load policy

IERF P o 4n: userdel -r abe

GNTEER

bl e AR

B KR AH G

e & AR G [A] (e & X 25 15 18] FH 21 ntpd ik
5 T BAE ARV T T

AN E

EERE

) 245 T B i &

ITEIHLAC A

B E (LA RIS A & D)6
VAR T 4T

o X EE
A 3 A LA
FF IR R 1A selinux f) 5 i 452 2
0. setenforce 1  JFJH BRI
o GLALEHL AR AT AT
setenforce 0 < A5 il

X (AR 2EH A GHAT)
¥ T 5 TR WS ST A G 2 2R ik ) SR L
% SCAF R BT TE ST R A6 AN
policy src t Z8AY,

U1 . checkpolicy -M policy.conf -o
policy.24
: load policy -bq(ilk%5#F) S 4 N A% H 1Y
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g W

o

it
2

chcon

chcat

fixfiles

setfiles

restorecon

sémanage

semodule

setsebool

audit2allow

audit2why

AN, IREFEFH 21T Boolean {H
B AT AN ST Je ) 2 4 B 3.
chcon -t bin_t filename
B S AT SO e B BUK D . e cheat
$0:¢0.c255 filename
BB E 2 E R W fixfiles -F
restore filename
FIEG SRS, A B RIS AR .
: setfiles
/etc/selinux/targeted/contexts/files/file_conte
xts /
PR ERIN S 24 R 3
Ul: restorecon -r filename
SELinux &2 T Hay4
Un: semanage user -1

semanage login -1

semanage user -m -R secadm r
secadm_u
B SELinux TR ME L
: semodule -1

semodule -1 modulename
& SELinux A ) bool fH K A& B 5 i
un: setsebool xdm_sysadm_login=1
S IR E 2 5 AN ¥ SV R
: audit2allow -a

audit2allow -i /var/log/dmesg
MRV R AR 4 0 5 B s R 4 R
i

% 266 W / #3017



s R R = R 55 SRR R SEVI0 RGUE B 5 T

i audit2why < /var/log/audit/audit.log
aureport AR H THE B GETH E x 1E L ave, pid,
file, event, config %215 E
Ui aureport -au
aureport -a
aureport -p
ausearch R TEIE R
Un: ausearch -gi 0
auditd J& BN TR 55
4n: auditd -s enable
auditctl BRIRGIRES, B TR O
: auditctl -s
audispd GRAmlGIEE
ul: audispd
8.2.4.4. JaMH KM
KRR 75 SO R =BUr 3L T fg

1) PAT TR ar 2T B =AU L2 T Re
security-switch --set strict

2) HREARS, A%
3) J#id security-switch --get @ & A H M HIE T B IR L AR =5
SEONBH, ar AR

security-switch --get
BOR AT ZEFIE R

MR strict

LA | SRS | BOAIRES



LT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
SELinux J H (Enforcing) J& F (Enforcing)
=Ry 5L Ja H J5 H
PATHE J& Fi(Normal) J& F(Normal)

K Ve FoAth 22 A 2T LR P = A7 L2 4 Dl g -
security-switch --set default

82.5. BEHzAETIREKEE
8.2.5.1. 17 UID ME—1%

HAE RGP P AR P AR CRFR UID) R—AGAENN K ZR, — B0
i EE UID W S A -, Gl 1550 T UID fEH P Al < o, W
A ALE R F P B 30 W B AR A6 G UID, % UID AT P CMBR P 4 3
1. MATHRESEMS P UID et &, MR M RE R G AN
7 UID #7A H R ge i — k.

ARG CEAAAE kylin_1 P, HiZH P TH UID (Al a7 4 id  kylin_1
AF kylin 1 I H uid) N kylin_1-UID, #E47 00 R #4E

1. root fiHIFRFH F* kylin 1
# userdel kylin 1
2. root Gl kylin 2 H F* H$5 %€ uid A kylin_1-UID
# adduser kylin_2 —u kylin 1-UID
A R P UID ME—MERe 2, JEASIN kylin 2 B P4 RT DA 2D ReAE
RGP ER 2 AR R, $27R: “adduser: LRI ID” REE L.
82.52. “aYIHITA
security-switch & R4 M — M T2 E W THE, i T AT
WR 3 Fhaz e vl e

® default f5: J5FH R4t kysec AL
® strict #30: JHH] kysec. selinux. =A4r37, H. selinux & ukmes ZRHE;
® custom I M HE e,
8.2.5.2.1. default #i=
# & default
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1. kylin i &%, AT:

$sudo security-switch --set default

2. HIB R4

BEHORAS
YA | HHPIRES | BOIRES
PAT FE F(Normal) Ja H (Normal)

8.2.5.2.2. strict Az
W E strict R

1. kylin 5 R4, $47:
$ sudo security-switch --set strict

(AR5 53 Bl B root,secadm,auditadm =B H 53 FH K25 05)
2HEJB RS

BARE
LA | HHPIRAS | BRUVIRES
SELinux J& F (Enforcing) J& F (Enforcing)
=RUAL Ja H J5 H
AT F5 J& F(Normal) J& Fl(Normal)
8.2.5.2.3. HE I
wE B R

Lkylin 3% 5248, WEHE X %2, 8 selinux % &L -
$ sudo security-switch --set custom —list selinux

2%:)%—'[ /\é}ﬁ;

L
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Zafgt | GRS | BOMRES

SELinux J& F (Enforcing) /& F(Enforcing)
8.2.5.3. Hith RGBURE

BT A 2 U R TIRE, BUBHERIE RGRYE =R K, S R
GIAUHLE], ABTT W Fo VE S T B G BT U R 5% S BRR T A e R
MR R G 2 U ER, SIneE THIRSS A EE B, 8 THIRSS AR I, ® R
SKESER, FORE RS IERIEAT: B SU B8 T8 R AR, PR R
G LEIT SU fy AT auditetl S5 H THE B TR . [N, W07 A FSE 0
BRI BB A e F AN Ja F =AU SER S P (0 0 W25 Th B

B E RGN TR AR 22 RS A strict BERN AR ThBEA TP, HAME
R R R IIH I RS AT IF IR (systemet]l statsu auditd) o
8.2.5.3.1. FxH it

BIFH P ERE, TR S5E, WarsEirHETEEEmt. #HitH&
BFRELRRAL, WE. HP . FHRDIE . S0 SRR MES, .

Authentication Report

# date time acct host term exe success event

2020 £ 02 H 09 H 13:21:21 test localhost localdomain /dev/ttyl
/usr/libexec/gdm-session-worker yes 309
8.2.53.2. /T NH It

AR RS, P AT A S ARG T

Al Canskt uid 2y 600 B4 FH P A I0AT 9 TR -
L8 THE B A el TR, X wid=600 9 AT A EAT i
$ auditctl -a exit,always -S all -F uid=600
2. 2 EH APATERAE:
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$ cat /etc/uid_list
3VEHHEE R L uid HHTHIME R &R
$ ausearch -ui 600 | grep uid_list
SO AT AEAE B 1 H SR A 2R PR 2 B HE R .
8.2.533. IKSEHE I
Firf P K-S 38 . MER Cuseradd. passwd. userdel) 26T NERSHE R4t
B it
ANEITR, fEEIFH T N $ aureport -m - 1] DAY A B UK S HERAE 1) H
S
L.root B —HH P
# useradd testuser
2.root 1B 7 #h5:
# passwd testuser
3.root MR F
# userdel testuser
8.2.5.3.4. 3. H MM It
ISR H ARG, AR St H R ER R i RS 1.
ZNLANE
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ELEN HRTR L = B SS A A E R VIO RBE AT
FAE kylin F 612 1 /tmp/filel A% 2 /tmp/test.dir H 3¢
LETHEBR R ER RS, HINEHE TN

$ auditctl -w /tmp/filel -k file

$ auditctl —w /tmp/test.dir —k test dir
2.kylin F | cat & & /tmp/filel L1
3. kylin Fi /748 ] rm M & /tmp/file] SCEE
4 kylin F 7 % /tmp/test.dir AT 524 4F
5.kylin FH 7 %} /tmp/test.dir 347 5 #AE
6.5 THEH G RARSG, WP 1 A
$ auditctl -W /tmp/filel -k file
$ auditctl —W /tmp/test.dir —k test_dir
IR VIRIENG, B2, 3. 4. 5 XT3 K H R ERES 2w
HERAIL: BER 6 MR G AN PSS SRR i H &
8.2.5.3.5. MK E
IINFRER AL Ja w] CLHERR SR 2 R # THE R
8.2.5.3.6. H it H &Ry
RAESIHEHE A TUAEHIHE.
8.2.5.3.7. Hil H L H A
2T H SRR R RN, S8 o A il B B 0 e 5 iR
T L T DG BC L S /ete/audit/auditd.conf BT T B 4m i .
ZNUE
1.5 11 & #5729 35 /etc/audit/auditd.conf L4, ff max log file=1,
num_logs =3 R HE X8 Ky IMB, & SXHHON 3
2.8 VHE B O L A IR SS
# systemctl restart auditd
3.HTHE PR G TS0 e R,
$ auditctl -a exit,always -S all -Fsys
4. ZAE T R PAT AT ERAE, DMEAEREHE
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$ find /
SHUHEE BRI H U RNEE
$ Is -1h /var/log/audit
LRSS BE, REGHIFHER: auditlog. auditlog.l. auditlog2, HH
audit.log.1+ audit.log.2 SCAFR/NEN IM A4 o
8.2.5.3.8. vl H &M BE &k
T ERER ARG (A CRA R PRI, A TR E R R . X T 7 1]
WIRAE I, 7525 v H 7 T80 1 % /etc/audit/auditd.conf.
A, B RGEHES X S KN 50G, ¥ 30G W B R S EE, B
MRS HE G 20G PL R &A% 1 H &4
1.8 T 5 S #8 /ete/audit/auditd.conf SCPF, f# space 1eft=30000, R H
EWL AL A ] B{E N 30G; space left_action=SYSLOG, Bl HEHEHA
—HIRE R CRARRBER: 2 18] 16 (B AR 5 W 5 40 52 B H S RESE 25 18] 1
)
2. 9 THE B 01 JE RS
# systemctl restart auditd

A2 Ja, AR HEEEFREENT 306, W HEFR A% 1 H &

8.2.5.4. SCFF LA T H &)
AT TR 55 2 iR P8 R g h AR 2 2L Dh e 5 AA RSB & iF H &
KA,
n kysec R EH TFH ERAN:
type=KYSEC STATUS msg=audit(1502938410.303:182384): status=2
old status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC AVC msg=audit(1502886638.943:132300): denied
{ execute } for pid=15325 comm='bash' name='/secadm/Is' ssid=0x01
0sid=0x00 loginuid=0 session=4294967295 kysec_status=4

1d=1502886638.943:132300
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83. BBpZE£EHTH

8.3.1. Mt

WU A T HE ARG LEN T, Fmfis, §a M Retir
FE R R G2 B R .

o A T TR S T B 2R 0 22 LA S B DR3P A 8 N FH R P AN SCAE 1Y 58
BV, WIR RGBATIAEI 2] 58 . 2L SCREXS B AT A PR 2 1),
Xt ARG HIBT R RTT X WAZ XSS E ) B E AR o (RIS, BB AR 4t 4
Bl o3y “BmbIR SR A il S Mg T, AR R
M, UAFRLEZ R, 40 ) RGBT 2 4

Wb aE T RN E: JFRH > rafkly > BslceSH T, &K
PTG, W s B

MBZSEETA

R AR E A RN, RIP RS TS

v

Z2fiE

B 512 BBZeETHETH

8.3.2. Kysec ZE&MEREE

WM 2 SE ) KYSEC 22 pLil 700y “omfil i 7, « B iz “id st =07
=iz AT AR

AT BRI B, RAHE S IIEEA L AVIERFET - Sha&FE AT

BELIE R P ek, MHIRR . 78 o5 s oy 4 S OR3P SCF, B B P IR 35245 1 N A% 3K
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ERFOBIR

EIREER
AT CEEEENT, RESRNVEGREM R ST N NERE, &

AR5 P BRI TR E R AT
oA B “4EP T, IR, R ARG

M RIRERF AR SEZAAT N, REH ST e AT A
FERGE 2 B T R E A iA B sy RS W E” A, BEAIRE R
B, R R a0 L Es AT AT s A U e .

AREH
R&idE
S

v B OEIETE

MM AEFAXENZELE RIPARTTIFRZ S E

LERE

B 8-13 XH A
[E I IR A S BATFE B . SCHRYT . PR E R = K F Ih e ER I8 7R S

BEATUEE, W B
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e HRTAT LS A BR S 2R E RAVI0 RAEH R TFM
Y pRzeEETE - KEEE S5 - X
BitENREAER2NEBITRE B © B
REHRITIEE, ERP. AEERENERSINE, tRATESEE @ st
O E&5EL
< DFREL
m.:. AT A T e B @ )
\mN)  enrsmmERERTRSEDS ) mewizTrAnEBEER, BER. B

@ PIRAR IR R @ )

EHREREEIRRINHAENL

& 8-14 REERE
8.3.3. EZINRE
8.3.3.1. #hATHEH
PAT P 2 H B R AR RG ARSI B U K RGN AR 71847, 18
S FH R PP ARAT BAS 25 52 17 5 B, T AL b A T 7 B S 28 1 8L FH 4T
U455 28 0 AT R i BRIAR 55

U BERsEETA-RoRE S = s
MiTIEH SEFRIP PZR R GRIP
N AR, RFRITITRES
+ Fim B RERRIME
OFS HBE XHEE ¥ HATRE T 0
01 Jsbin/mount.vboxsf THITEF WE
o 2 Mvarflib/dpkafinfo/klibc-utils.postrm AHTHE FHIAE
0O 3 Jvar/lib/dpkg/infoflibpam-cracklib:amdé4.postinst IERER T PN EHMT
o 4 Mvarflib/dpkafinfo/python-pistan-mini-client.postinst THiTHE RIAE
0O s Jvar/lib/dpkg/infofopenssh-client.postrm g ERT: kN BHINE
O 6 Mvarflib/dpkafinfo/libgtk2.0-0:amdé4.prerm THiTHE RHIME
0o 7 Jvar/lib/dpkg/info/python-blinker.postinst CIEERT: i ke AHAE
O 8  /jvarflib/dpko/infofecryptfs-utils.prerm TATHIE FHAE
O 3 Juarflib/dpkg/infoflibmtp9:amd64. postinst FHATA & RHAE
11761 523, HEH3F

B 8-15 Mgt % £t B- T

PATIEAE T I RIRZS I, RGUH B IR R AT SCIE . AR R (4
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KN SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T
FEUL, g, MR SUERRND) TR EEIET, RALRPOESIIA B
YR, AATLOEAT.

PATIERAE TR APIRES, RGEH BN AT AT SO A . SRS (B dh9%
DU, e, W2 TRV RN FTBLERRIZAT, ST IS F 4% B 4R 1R R
67 (o

Y ERwLEETH- RRE o - X
HTEE SR AR

bR RIRE AR, FRTIRRRS

Q iEwmARERE + i B iR 88

one wone AR - s v

0O 1 [home/we/share/test/pi BTN A EIAE

0O 2 /home/we/share/test/ec o IATIZMIThHE R SR A TE NN CIERERIEES

0D 3 Jvar/lib/youker-assistant i HyE A IMIE

0O 4 Jvar/lib/dpka/info/libdbi AT Rt ihiE

D s Jvarflib/dpka/info/pytho EIRATIN A AT
ik

O 6 Jvarflib/dpka/infofucf.pc....... AT R AE

0o 7 fvar/lib/dpka/info/avahi-autoipd.prerm AT FRfIME

0O 8 fvar/lib/dpka/info/pulseaudio.postrm AT RERIAE

0o 9 fvar/lib/dpka/info/selinux-policy-ukmes.postinst FIHATTIIE FAE

FHENBINTER, WHEH0T

& 8-16 ZEBE-TIRERIT B A #RIE

PATEERIZHRE R 00T, PRl “asin” $24l, IERAHAERHATRE
Fo BIAS S B EEIAPAT IR B 42 5, THS WP IR FH H A 53l
AT i AL BRI SR, ININE AR, 1 EPR:
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ERFOBIR

ST IR O AR R RV 10 REEH 5 LT

U BRMRLEHIA-ReRE © - X

AT wm | x|
el £ /home/jiyiwen/sE = % [z2)

Q binfls g E#H, BH Y KDk RERRIME

Oms g B jiyiwen | L kernelext l LERE ¥

O 1 jusciy L1 kysec.desktop RESNE

O 2 jusebi L ls RHME

O 3 /fusbi L1 pluma.desktop REINE

0O 4 Jusr/bi || tmp.Ext FREIME

0O s Jusr/bi BRFIME

O & Jusr/bi BRI

o 7 Jusr/bi L] ¥ BARIME

O 8 jusybiy CIFEHN): |15__ - |!_-ﬂ-ﬁ(-23—! R4AT

O 5 i XHERE: [ FREXEX) s Beiis —
HIS{TiER, WHER0T

e, 4= 3
& 8-17 &AL E-HATHEHI-ER N

N Y y Ry N VRN N < @

M EAZBRIR PSR BESUE, XN Y AR Ay “BE S, SRR
> 4= TH S J o - F= M2 N “«
ZHATIE T . AR BB EER AR AT, H Pl ek oot R e R 5

99 4o LT “« YT R —
B HEHIE I “SUGE” IRES, W ERTR:
U BRxeENIA - ReWE 5 X
AT SR RIZARRIRIP
BENREFNEE, FRRTTEES
Q EEARENE Y i @l CmE OIS
= Fs  TERE R Y LEIRE Y
= 1 [home/we/share/test/g o iﬁ?}%{'ﬁﬁzﬁjﬁ,iéfﬁﬁﬁﬁﬁﬁﬁﬁ EHhiTHE wES
i ®?
0 2 /home/we/share/test/e AITIE BIME
0O 3 Mvarflib/youker-assistan HEE RAE
0O 4 Jvar/lib/dpka/infoflibdt Hiiﬁ ﬁ%i}\ h Ah{THE FHIME
0O s Mvarflib/dpka/info/python: m AAITRE RITAE
O s [varflib/dpka/infofucf.postrm AThiTHE AT
0 7 [var/lib/dpka/infofavahi-autoipd.prerm ENITRE FHILE
0O 8 Mvar/lib/dpka/info/pulseaudio.postrm AT A FHIE
0O 39 Mvar/lib/dpka/info/selinux-policy-ukmes.postinst AT E At

H 11831 fTiER, WHH 1T

& 8-18 ZANLE-PATIZMHI-FEH
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KYLIN
ERFOIBRE

R A R S5 AR E R GEVI0 R G HE T

Y mRToEETH - wokE

TR

MHFRIP AIZIEERIRIF

e T AEFNEEE, RPRITHRERS

i
Jt
] el

w

0O 0O 0O O D O O D O
w

11831 {72,

e

HERF

fhome/we/share/test/ping.sh
fhomejwe/share/test/echo.sh
fvarflibfyouker-assistant-daemon/libs/libshredmanager.so
fvar/lib/dpka/infoflibdbus-1-3:amd64. postinst
Mvarflib/dpka/info/python-semanage.prerm
fvarflib/dpka/info/ucf.postrm
fvar/lib/dpka/info/avahi-autoipd.prerm
fvarflibf/dpkg/info/pulseaudio.postrm
Mvarflib/dpka/info/selinux-policy-ukmes.postinst

WHEH 0T

o — X
+ i B BEESAGE

SCifEE ¥ LERE T
TRITHIE BAkE
AT Bk

oE AT
TRITHE FHNE
TRiTHE RHSAL
AT FHSAE
TRITHIA AT
TRITHE FHNE
TRiTHE RHSAL

B 8-19 ZEmLE-PTHEMH-EH T

NI NPT F 01 B 48 RO, RGO 7RI, AR
NSRBI J oy 19 2 B bR B 12 [0 R, R a) 2 21 SO AR 5 A SR BEA] (110 5%,

b~ E PR

HiTIES

Q binfls

O
el
d

1

0O 0O 0D o o o o o o
w

Y EpzegBIE  wefilE

SCHHRIP RIZIR{RIP

wENARFNTEL, RPRTTERS

baiisied
Jusiflib/klibe/binfls
Just/bin/lsinitrames
Just/binflsattr
Just/bin/lspapot
Jusr/bin/lsof

Jusr/bin/lslogins

7 Jusr/bin/lsb_release

3 Jusr/bin/lsipc

9 Jusr/bin/lscpu
H15472R, #ER 0T

+ & =2
xR v
THITEF
ARITINE
AHITER
AT
AHITER
ANITIRF
AT
AHITEF

AHRITEF

REIRIUGE

HETRE
REEINE
REEINE
FRERIME
RERIME
EiFINE
REAE
REEAE
REEIAE

RHFIAE

b

A 8-20 ZAERE-PITEHI|-ER

P IEHN R P ESATRAIC S, sy “RERRIAE” #2480, A LR R
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KN SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T

SEER CARNE” RE, W~ EFR:

U EBRsEEIA - 2LRE © - X
AT SCHFRIP PIZ IR R P
t T IZFF SRR, RIMATTITIE S
o % N .
Q ERAETEAS 9 e Fn CEH  ORIMSAE
N
m &S uHRE praie i ¢ LARE v
01 Jhome/we/share/test/p TAIENG bl ' 5 BT 08, 2 5 A E A P P AT DAME
PHERY D RAAERA?
& 2 Jhome/we/share/test/e T EIAE
0o 3 Jvarflibfyouker-assistan HEE RERIME
o 4 Jvarflib/dpkg/info/libdk B3 Hik TRTR A RERIAE
0O s Jvar/lib/dpkg/info/pythor m TR FHEAE
0O 6 Mvarflib/dpkg/info/ucf.postrm AHRITRD & FEFIAE
o7 Jvarflib/dpkafinfo/avahi-autoipd.prerm THITHIE FELE
0O s Jvarflib/dpka/info/pulseaudio.postrm THITHIE I
0 9 Jvarflib/dpka/info/selinux-policy-ukmes.postinst AHITHIE BRHAIE
H11831472R, #WHER 04T

B 8-21 ZA&NE-PATIEH]-ERRINIE

U ERwLEETH - 29RE =
BT SRR PR IRIR

e EHARFNTEE, RPNiTTEZ:

B + Fm * B of
O FS XHBE XFEE v HERE v
0 1 fhome/we/share/test/ping.sh AT E
0 2 /home/we/share/test/echo.sh AT
o 3 Jvarflib/youker-assistant-daemon/libs/libshredmanager.so HE BT
O 4 fvar/lib/dpkg/info/libdbus-1-3:amd64. postinst AT RERIAE
0O 5 fvarflib/dpka/info/python-semanage.prerm AT E BT
0O 6 fvar/lib/dpka/finfo/ucf.postrm AHATHI &= BT
o 7 Jvarflib/dpka/info/avahi-autoipd.prerm TR & RifiME
O 8 fvar/lib/dpkg/info/pulseaudio.postrm AT RERIAE
0O 9 Mvarflib/dpka/info/selinux-policy-ukmcs.postinst AT E BT

H 118317728, BEN0iT

A 8-22 RERE-PITEH|-FBRINEE
8.3.3.2. M RP
AR H TR RGBSR . #23h. MBR. B o5 S4lE, fRE
B A 1 e

% 280 W / #3017



K HRTAT LS A BR S 2R E RAVI0 RAEH R TFM
Y BERzoEETE - RS © - X
HITIEH STHEARIP ARG
FPEET R, REEEEY. Bl
Q EHAEFRAE + Fm RIS R

O Fs XfhEe
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